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Abstract

Service Level Agreements (SLA) may be used to establisheaggats on the quality of a service between a
service provider and a service consumer. This report gimesvarview on current work done on negotiation and
re-negotiation of SLAs within the CoreGRID Institute on Besce Management and Scheduling and in the Grid
Resource Allocation Agreement Protocol Working Group (B¥AWG) of the Open Grid Forum (OGF). An intro-
duction is given on the proposed OGF recommendation WSekgeat and its state, followed by a presentation of
use-cases for negotiation stemming from from implemeuwnatof WS-Agreement. We then describe the approaches
currently under discussion in the GRAAP-WG to be consotidab a negotiation protocol for Service Level Agree-
ments using WS-Agreement. Since the working group of the @&ot yet consolidated the approaches presented
there is not yet a single proposal for a negotiation protoklmwever, during the last meeting of the working group
the members identified the three approaches that will nowskd as a base to specify the protocol for negotiation
and re-negotiation of SLAs. Furthermore, the report diseauilt-in functionality of WS-Agreement and additional
requirements for the monitoring of SLAs.

This research work is carried out under the FP6 Network ofliecce CoreGRID funded by the European Commission (Conit&l-2002-
004265).



1 Introduction

Service Level Agreements (SLA) may be used to establisheaggats on the quality of a service between a service
provider and a service consumer. Today these service lgvekments are often created manually for individual
services or are established through a framework contraetete® service provider and customer. Given the dynamic
nature of the requirements towards service provisioninGrids and the increased flexibility in selecting the most
appropriate service provider for a required service newhaeisms are needed to create Service Level Agreements
on the fly and to modify at a later state.

Inspired by previous developments in the web-service domegiearch and development in the Grid domain started
addressing electronic Service Level Agreements on thdtgual properties of services or resources to be used to
solve a problem. The negotiation of the agreement betweermasties is usually done automatically by appropriate
software instances of the service provider and servicewroas In this overview we focus on WS-Agreement, which
is the proposed recommendation of the Open Grid Forum (OGE)date and monitor Service Level Agreements.
It has been specified by the Grid Resource Allocation Agregmérking Group (GRAAP-WG) where CoreGRID
researchers have been driving the development togethlerindgtistrial partners from NEC, IBM, HP and Platform
since 2002. The engagement in the GRAAP-WG directly refatéise Institute’s Task 8 - Service Level Agreements
of the CoreGRID Institute on Resource Management and Sthgd®MS).

Following the creation of an SLA with WS-Agreement both tof the agreement need access to the state
information of the agreement. In the case of WS-Agreemaeatittiormation may be retrieved through functions
provided by the Web Service Resource Framework (WSRF) [B4kbich the Web service expression of the WS-
Agreement specification is based. Monitoring a SLA also erge both parties to detect potential violations of the
agreement and to take appropriate measures.

Negotiation and Monitoring of SLAs is of particular impantze for commercial service providers. Standards
are required to guarantee interoperability and the GRAAB-W4s become the focal point of these efforts, which is
another reason for CoreGRID to heavily engage in this dgtivi

The WS-Agreement specification version 1.0 already incdwdprotocol for negotiation of agreements. However,
this protocol was designed to cover the most simple and geoase: an offer for an SLA is made by either of the two
parties and the respective other party may accept or réjedifter. No further negotiation, e.g. in form of a counter
offer or request for modification is supported. Since theeesituations where an agreement has to be modified at a
later state or the process of creating an agreement needstheor the single step approach described above a more
sophisticated protocol for negotiation and re-negotiationeeded in addition to the existing one.

One objective of the current work of the Grid Resource AltaraAgreement Group is producing a specification
for an interoperable protocol for sophisticated negaiiaiand re-negotiation of SLAs.

In Section 2 we give a brief overview on WS-Agreement. In BecB we describe some use-cases for negotiation
and re-negotiation of Service Level Agreements, the requémts for a protocol, and finally, the three approaches
addressing different requirements, which have been seléot consolidation to form a single protocol during the las
OGF meeting:

e A Contract Re-negotiation Protocol
e Dynamic SLA negotiation based on WS-Agreement
e Protocol considerations based on the current WS-Agreespeification

Section 4 addresses issues related to monitoring of agreéeare section 5 includes a brief outlook on the ongoing
development concludes the report.

2 Overview on WS-Agreement and its state

Service Level Agreements have a certain life cycle, whiaytare running through from the initial preparation of

the templates for an agreement up the evaluation whethegreement has been fulfilled, or partly or completely

violated. W. Sun et al [8] describe the SLA life cycle conisigtof five phases; these phases are shown in Figure 1
The activities in the individual phases can be describedlésfs:

e SLA Development: In this phase the SLA templates are deeglop
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SLA Template
Development

—»| Negotiation |—®| Implementation —®»  Execution —®{ Assessment

Figure 1: SLA lice-cycle.

Negotiation: In this phase the SLA is negotiated and therestg are executed.

mplementation: where the SLA is generated.

Execution: The SLA is executed, monitored, and maintained.

Assessment: Evaluation of the SLA performance. In this phage-evaluation of the initial SLA template
might be done.

In contrast to the linear sequence of phases described aloitonal transitions between the Implementation or the
Execution phase back to the Negotiation phase will be perddrwhen re-negotiation of an agreement is required.

In this proposal we are focussing on the Negotiation phasktla® Execution phase (as far as monitoring of
agreements is concerned). For the implementation of SLATamsider WS-Agreement [2], which is described
briefly in the following paragraphs.

Web-Services Agreement (WS-Agreement) is a specificatidimitig a language and a protocol to create Service
Level Agreements (SLA) between a service provider and aceconsumer (usually a customer of the provider). WS-
Agreement currently is used in different projects, domaind on different levels to establish electronic agreements
on the quality of a service (Q0S) between a service provideéreservice consumetr.

The WS-Agreement specification version 1.0 already incdwdprotocol for negotiation of agreements. However,
this protocol was designed to cover the most simple and gecase: an offer for an SLA is made by either of the two
parties and the respective other party may accept or réjedifter. No further negotiation, e.g. in form of a counter
offer or request for modification is supported. Since theees#tuations where an agreement has to be modified at a
later state or the process of creating an agreement needsthzor the single step approach described above a more
sophisticated protocol for negotiation is needed in additd the existing one.

WS-Agreement has been specified by the Open Grid Forum (OGH)Grid Resource Allocation Agreement
Working Group (GRAAP-WG) [9] and is a proposed OGF recomnatioth since May 2007. Currently members
of the GRAAP-WG are working on the document describing theeeience made during the interoperability and
compliance tests. With this document the Grid Forum Stge@noup of the OGF will be able to decide on the
transition of the WS-Agreement specification from a progaseommendation to a recommendation.

2.1 WS-Agreement structure and terminology

The purpose of Web Services Agreement Specification is stipg@stablishing an agreement on the usage of Web
Services between a service provider and a consumer. WSeAgnet defines a language and a protocol to represent
the services of providers, create agreements based o afidrmonitor agreement compliance at runtime. Roles of
actors in WS-Agreement and the layered service model of W&ément are depicted in Figure 2. WS-Agreement
allows advertising the capabilities of service providend areating agreements based on creational offers, and for
monitoring agreement compliance at runtime.

An agreement defines a relationship between two partiesstighamically established and dynamically managed.
The objective of this relationship is to deliver a servicedme of the parties. In the agreement each party agrees on
the respective roles, rights and obligations.

A provider in an agreement offers a service according to itimm3 described in the agreement. A consumer enters
into an agreement with the intent of obtaining guaranteg¢b@availability of one or more services from the provider.
Agreements can also be negotiated by entities acting onlifitbleaprovider and / or the consumer. An agreement
creation process usually consists of three steps:
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Figure 2: WS-Agreement Conceptual Layered Service ModebteN The names of the different operations and
attributes are not normative, nor is the assignment ofittitiand responder roles to service consumer and provider.

e The initiator retrieves a template from the responder, hitvertises the types of offers the responder is willing
to accept.

e The initiator then makes an offer,
e Which is either accepted or rejected by the responder.

WS-Agreement-Negotiation sitting on top of WS-Agreeménthermore describes the re/negotiation of agreements.

An agreement consists of the agreement name, its contexthanaigreement terms. The context contains in-
formation about the involved parties and metadata sucheaduhation of the agreement. Agreement terms define
the content of an agreement: Service Description Terms §pd&fine the functionality that is delivered under an
agreement. A SDT includes a domain-specific descriptioh@fbifffered or required functionality (the service itself).
Guarantee Terms define assurance on service quality ofthieesdescribed by the SDTs. They define Service Level
Objectives (SLOs), which describe the quality of servigeeass of the service that have to be fulfilled by the provider.
The Web Services Agreement Specification allows the usagayflomain specific or standard condition expression
language to define SLOs. The specification of domain-speeiiis languages is explicitly left open. Figure 3 shows
the structure of an Agreement.

3 Approaches for a (re-)negotiation protocol

The first part of this section presents some generic usesald@ved by some concrete implementations of these use
cases. The second part includes requirements for a pratoitable for negotiation and re-negotiation gathered over
the last year in the context of the GRAAP-WG. In the third ghe three approaches currently investigated in the
GRAAP-WG will be introduced and discussed.

3.1 Use cases for negotiation
3.1.1 Agreement on multiple QoS Parameters

In an environment consisting of several clusters operatedifierent administrative domains SLAs might be used
for co-allocation or the resource allocation for workflowsdistributed applications. A typical use-case is the co-
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Figure 3: Structure of an agreement.

allocation of multiple compute resources together withribéwvork links between these resources with a dedicated
QoS to run a distributed parallel application. The user gigschis request and the resource orchestrator starts the
negotiation with the local scheduling systems of the compegources and the with the network resource management
system (NRMS) in order to find a suitable time-slot, whereeduired resources are available at the same time. Once
a common time-slot is identified the orchestrator requinesreservation of the individual resources. Again, this
reservation can be expressed as a Quality of Service and Amly be created where the reservation is fixed is a
binding agreement for the two parties.

During the first three years of CoreGRID the German VIOLA pobiciteviola-project was running in parallel, ad-
dressing reservation and co-allocation of multiple resesiiacross different administrative domains. Two CoreGRID
partners contributed to the developments of this projedtvagre active in the RMS Institute at the same time, which
led to a strong integration of this national R&D project witbreGRID.

L ,

Cavs ]| [CAws ]
Compute Compute Compute Network
Resource Resource Resource Resources
[ Monitoring | [ Monitoring |
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| o[ UNICORE
| " Client
|
! UPL
T
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Figure 4: Architecture of the VIOLA MetaScheduling Servid§S.

In VIOLA a MetaScheduling Service was developed, which tiads the time-slots with the different schedulers
of the clusters and the NRMS and initiates the reservatioth@fnodes requested by the user. Figure 4 gives an
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overview over the architecture showing the UNICORE systastw/ork job supervisor (NJS) and the target system
interface (TSI), which are responsible for handling thetjamsfer to the local compute resources. At the time agreed
upon the resources will then be available for the users tathiair distributed applications. Another use-case is a
workflow spanning across several resources. The only diffe to the use-case described before is the kind of
temporal dependencies: While for the distributed paralpgllication the resources must be reserved for the same
time, for the workflow use-case the resources are needediirea gequence. Thus the orchestration service needs
to negotiate the reservations such that one workflow computasa be executed on the required resource after the
preceding component is completed.

3.1.2 Grid Scheduler interoperation

As there is no single orchestrating service or Grid schednla Grid spanning across countries and administrative
domains we have to deal with multiple instances of indepen@eid schedulers. Using resources from different
domains requires co-ordination across multiple sitesrd’hee two approaches either directly trying to negotiata wi
respective local scheduling systems or negotiation wighréspective local orchestrator. The former solution negui
local policies allowing a remote orchestrator to negotiith local schedulers, which is in general not the case. In
the second case there is one access point to the local respwvhich then negotiates on behalf of the initiation
orchestrator. Within its Task 1 - Definition of a Grid schedglarchitecture - the CoreGRID Institute on Resource
Management and Scheduling (RMS) is conducting researchemirchitecture and the protocols supporting Grid
scheduler interaction. As a consequence of the work indid@®oeGRID members extended their work to the OGF
and set-up a research group there. The Grid Schedulingtéothie Research Group (GSA-RG) has been initiated in
2004 and is co-chaired by CoreGRID RMS members since thea.embagement in the GSA-RG directly relates to
Task 1 of the CoreGRID Institute on Resource Management ahddsiling.

Client

EPS Resource
(OGSA-RSS Discovery

csG
(OGSA-RSS)

CSG

ﬂ(OGSA-RSS)
Sche

duler Scheduler
OGSA- WS-Agreement Neogotiation OGSA-
INFO-DG INFO-DG
local local
GIS GIS
WS-Agreement
Negotiation
WS-Agreement roprietar roprietar
Negotiation /- PToPfietary OGSA-BES P y OGSA-BES
Sub- Sub-
Scheduler Adapter Adapter Scheduler Adapter Adapter

Figure 5: Grid Scheduling Architecture as discussed in tBAGVG.

One of the outcomes of the joint work in both CoreGRID and tl&FQvas the preliminary definition of Grid
Scheduling Architecture. Taking into account that the secapproach described above also has a better scalability
than the first one the OGF Grid Scheduling Architecture Rete@roup decided to consider this approach for the
definition of Grid Scheduling Architecture. Figure 5 pretsamhigh-level view on such a scheduling architecture.

For the communication between the different orchestratgmices or Grid schedulers, WS-Agreement as a lan-
guage and a protocol to create SLAs was selected to achieveettessary interoperability. Later at the end of the
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negotiation process the resulting SLAs may be combined déynttiating resource orchestrator into one single agree-
ment wrapping the agreements created with all individualise providers. This composed agreement is then the
SLA between the orchestrator and his client, the end-user.

3.1.3 Business Grid Computing Project

Scenario

In the framework of the Japanese Business Grid Project [6JAlf@ement was used in combination with the OGFs
Job Submission Description Language (JSDL) [3] to expresgi& Description Terms for complex, wide-area jobs.
The projects mission was to develop a business Grid middiewealising a next generation business application
infrastructure. The focus was on combing resources frontiptelservice providers for a single complex wide-area
job running business applications like a 3-tier Web appilicein a data centre. The main characteristics of the system
are:

e Job submission is realised by a job description using WSAgrent and JSDL, and the Application Contents
Service (ACS).

e Brokering is used to allocate the necessary resources.

e Automatic deployment and configuration of programmes ana @acluding the necessary preparation of host-
ing environments) is realised by a language similar to thefigaration Description Language (CDL) [14], and
the ACS.

e Management of heterogeneous resources is realised thfaiigmiddleware agents providing a common in-
terface (resource virtualisation).

WS-Agreement implementation and negotiation

We chose JSDL with extensions as the domain-specific largguagd within the Agreement. The link between
JSDL constructs and WS-Agreement is realised through aerdion specifying that the content of the JSDL element
JobName corresponds to WS-Agreements ServiceName. Wexisoded the JSDL constructs in order to make
the description of more complicated resource requiremeasger. This resulted in two types of resource description
information for each job: (i) Global resource informaticor fdescribing the type of the job or providing general
characteristics of the job (e.g. whether to allow automlataa control or not) and (ii) local resource information
which describes the resource needed for each of the comisthahmake up a pool to carry out the job. Several jobs,
which are related - such as a 3-tier Web application for a Welp &ind a batch job, which calculates the sales info
every weekend - can be included in a single agreement.

The agreement template as described above is utilized ér tvdealise a wide-area business Grid. The aim here is
to make it possible to share IT resources based on the ctagegement among (i) distributed centres in an enterprise
and (ii) trusted partners data centres (resource proyidbrss making it possible for an Application Service Pravid
(ASP) to dispatch a complex job consisting of two 3-tierWppleations spanning from a single portal over two sites
(resource providers). The sequence of events, which ondhrd scenario, is as follows (see also [15]):

1. The Application Service Providers manager prepares aaekgent Offer, which contains resource descriptions
of both Job1 for one site and Job2 for another site, and sbéedsffer to the Global Grid Job Manager (GGJIM).

2. The GGJIM splits the Agreement Offer into two Agreemene@f one for each sub-job, and offers the Agree-
ment for Job1 to site A.

3. Site A decides to accept the Job, creates agreementl tamdsréhe Endpoint Reference (EPR) of the Agree-
ment.

The GGJIM stores the EPR of agreementl internally and tfiersthe Agreement Offer for Job2 to site B.
Site B decides to reject the offer.
GGJM offers the Agreement Offer for Job2 to site C.

Site C decides to accept the offer, creates agreement2aumnds its EPR.

© N o 0 &

The GGJM stores the EPR of agreement2, creates an agrefemigre complete job and returns it to the ASP
manager.
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3.1.4 Co-allocation - VIOLA MetaScheduling Service (MSS)

Scenario

In the VIOLA project [22] an optical testbed was implemenkedween multiple partners in Germany. Some of its
main goals were the test of advanced network architectdes&lopment of software for user-driven dynamical pro-
vision of bandwidth and test of advanced applications enghé Grid area. A single instance of a MetaScheduling
Service integrated into the UNICORE middleware is able tdgyen coordinated CPU and network bandwidth reser-
vation between the clusters in the Grid, enabling distebwpplications on these systems [23], [15].

WS-Agreement implementation and negotiation

The VIOLA MetaScheduling Service (MSS) [19] is responsitolenegotiation of resource allocation with the local
scheduling systems. It is implemented as a Web Serviceviagea list of resources pre-selected by a resource se-
lection service and returning reservations for some or falhese resources. The resource reservation is based on
WS-Agreement. In the VIOLA project the MSS is utilized to albecate computational and network resources in a
UNICORE-based Grid. Network resources are reserved thraWyS-Agreement Interface with the ARGON Adapter.
Computational resource reservations are negotiated ghradapters with local scheduling systems also using WS-
Agreement. Furthermore, the negotiation between the M3Stem UNICORE Client is based on WS-Agreement.
This general architecture is illustrated in Figure 4. Wh&MHCORE Client wants to make a reservation, it sends the
resource request to the MSS as a WS-Agreement template. €taSkheduling Service then negotiates a potential
start time for the Job and requests reservation of the nktarat computational resources. After successful compietio
of this reservation the MSS sends an End Point Reference)(@&RRe created WS-Agreement back to the UNICORE
Client. It then generates a global MetaMPI configurationtaadsfers required data to the individual sites [5].

3.1.5 AssessGrid CCS

Scenario

AssessGrid [4] introduces risk management and assessm&mick computing to facilitate a wider adoption of Grid
technologies in business and society. Risk assessmerst piepiders to make decisions on suitable SLA offers by
relating the risk of failure to penalty fees. Similarly, ensers get knowledge about the risk of an SLA violation by

a resource provider that helps to make appropriate desis@garding acceptable costs and penalty fees. A broker
is the matchmaker between end-users and providers. Therpodvides a time / cost / risk optimized assignment
of SLA requests to SLA offers. AssessGrid introduces a fraamk supporting risk assessment and management for
all three Grid actors (end-user, broker and resource peonidhssessGrid uses a distributed Resource Management
System (RMS) called Computing Center Software (CCS or o@3)J13]. CCS provides interfaces to UNICORE
and Globus Toolkit.

WS-Agreement implementation and negotiation

In CCS a Grid resource broker provides transparent accessidaesources by querying resource providers on be-
half of end-users. For the end-user the broker acts as aefretar of Grid resource providers. The WS-Agreement
protocol is currently being implemented for openCCS. Th@omaegotiable SLA parameters in openCCS are:

e General parameters like number of nodes, amount of menodryuptime
e Deadline for job completion

e Policies on security or migration

e Fault tolerance requirements

In the AssessGrid project the RMS is enhanced by risk assggsand risk management functionalities. A negotiator
module is responsible for negotiating SLAs with externaitcactors using the WS-Agreement-Negotiation protocol.
The negotiator defines the price, penalty and risk in the St@oading to policies. The risk is included in the SLA as
an additional attribute. The Risk Assessor evaluates sumenitoring information as well as aggregated statistica
information to assess the risk for an SLA violation.

WS-Agreement is used in the communication of the user withtttoker, the user with the provider and the
broker with the provider. The user interface modifies the S&#plate of the broker or provider based on the user
prerequisites such as hardware architecture and avaliltzsiges and sends it back to the broker or provider in otoer
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receive SLA offers. Offers are presented to the end-usenédpitoker with price, risk of failure and penalty attributes
The end-user then either agrees or rejects such an offer [18]

3.1.6 AgentScape

Scenario

The AgentScape framework [1] provides mobile agents actes®mputing resources on heterogeneous systems
across the Internet. AgentScape provides mobile agentslioated resource usage across multiple domains. The
negotiation of resource access for applications is basaf$mgreements. An application can acquire time-limited
contracts for resources. A mediator called domain cootdin®C) in AgentScape represents multiple autonomous
hosts and communicates with the mobile agent on behalf eéthedes. Agents can negotiate their options with DCs
of multiple domains, being able to select the DC that provithe best offer.

WS-Agreement implementation and negotiation

The WS-Agreement based negotiation infrastructure of Agespe allows agents to negotiate terms of conditions
and quality of service of resource access with domain coatdirs. Hosts providing resources are aggregated into
virtual domains. The DC represents the hosts within a vidoaain in the negotiation process. The WS-Agreement
interaction model is extended to allow a more sophisticatggbtiation. In this extended negotiation model, hosts pro
vide an agreement interface to their DC. The DC aggregateslédes offered by hosts into composed templates and
makes these available to agents. Agreement requests madebts based on composed templates are received by the
DC. The DC then negotiates an agreement with the hosts watihethuested resources. The additional accept/reject
interaction sequence allows agents to enter into negmtistivith multiple providers and compare received offere Th
extended negotiation architecture makes it also possitnla ¥irtual provider to check an agents credentials before
starting to negotiate with an agent [16].

The AgentScape negotiation architecture defines a set ofiress that can be requested and used by agents as
an AgentScape specific ontology. The following resourcesrariuded in this ontology: CPU time, communication
bandwidth, amount of memory, disk space, web serviceshleagent is allowed to access and the number of calls of
a web service that the agent is allowed to do.

After the negotiation phase, a host manager monitors aniatsthe resource usage to ensure that agreements are
met. After the acceptance of an agreement, the agent hageditime frame in which it has to migrate to the target
location. If it fails to do so, the lease offer expires.

3.1.7 CATNETS

Scenario

CATNETS [18] simulates the application layer networks (AL&hvironment by an economy, where the resources
are for example processor time or storage space, while theoatic actors are computers or web services. The ap-
plication service and compute resource allocation of Aion Layer Networks is broken down into two types of
interrelated markets: A Grid resource market, where coatpmrtal and data resources are traded and a service market
where application services are traded. These servicegerparticular application functionality, e.g. query ewton

or molecule docking. In these separate markets compleicesriauy basic services, which buy raw resources. In this
Catallaxy approach, the market is self-organizing whiclansghat no centralized broker is required. In the prototype
implementation the middleware is implemented as a set gflsinspecialised agents using the light-weighted agents
platform of the Decentralised Information Ecosystem Tedbgies (DIET) project. The agents provide for example
access to markets, negotiations, object discovery and eomneation. The management of local resources is based on
the WS-Resource Framework offered by Globus Toolkit 4. Nédére is further implemented using JXTA technol-
ogy [21], [11].

WS-Agreement implementation and negotiation

WS-Agreement is used in the implementation of both the semriarket and the resource market. CATNETS defines
separate bidding language for the service and the resowdesmwhich are used by agents to submit bids for services
or resources. These languages are mapped onto WS-Agregmednimain-specific schemas. The offers are encoded
in XML using WS-Agreement and JSDL. In the resource marksidservices can submit sell orders to the order
books with WS-Agreement and the resource services can sbhgnorders to the order books [10]. After submission
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of all bids to the auctioneer, the allocation and the comagmg prices are determined, which results in an agreement
The activity on the service market is quite similar.

3.1.8 Job Submission Service

Scenario

Scenario The Job Submission Service (JSS) [12] is a brokengiat identifying the set of resources that minimizes
the Total Time to Delivery (TTD), or part thereof, for eacldividual job submission. In order to do this, the broker
makes an a priori estimation of the whole or parts of the TTiDafbresources of interest before making the selection.
The TTD estimation includes performing benchmark-basedatkon time estimation, estimating file transfer times,
and performing advance reservations of resources in oodathin a guaranteed batch-queue waiting time. For re-
sources not providing all information required or a restovecapability, less accurate estimations are perforred.
the Grid resource, an authorization callout mechanismésl g validate that i) the requested reservation identifier
exists and ii) the reservation actually was created by theesaser that submits the job. JSS is currently used e.g. in
NorduGrid and Swegrid.

WS-Agreement implementation and negotiation

The GT4/WSRF-based implementation of WS-Agreement isragtraightforward, with createAgreement requests
forwarded by the AgreementFactory to a decisionMaker plughich interacts with the local resource management
system. One such plugin is used to create advance resevadiod hence interacts with the batch system scheduler.
JSS currently support the Maui scheduler, although ottsengporting advance reservation) easily can be added. JSS
also implement s a two-phase mechanism, where reservatibie released shortly after their creation, unless they
are confirmed. This is implemented using WS-Resourcehifetias each Agreement is modelled as a WS-Resource.
The terms used to negotiate advance reservations are

e number of CPUs,

e duration,

e carliest allowed start time,
¢ latest allowed start time,

e malleability flag.

The semantics of a malleable reservation is that the lo¢edider may modify the reservation start time freely, as
long as the starttime stays in the [earliest, latest] altbgtart time window [7].

3.2 Requirements for a (re-)negotiation protocol

Initially the WS-Agreement specification also containedaergeneric negotiation protocol. However, it was decided
to remove this for version 1.0 since the negotiation apgraacluded in the specification now already offered the
necessary functionality for a large number of use-casegeftteeless, negotiation and re-negotiation of contracts i
distributed environment has been under discussion in Tagkle RMS and in the GRAAP group since the time of
that decision. Meanwhile, the groups gathered a numbeigoiimements that should be implemented by an extension
of WS-Agreement for negotiation and re-negotiation of agrents.

The first approach towards negotiation was consideringitrganitial negotiation and re-negotiation as two sep-
arate issues: (i) Re-negotiation is done in the initial phakere the two parities negotiate on the Agreement terms
and (ii) re-negotiation is needed after an Agreement hashexhthe Observed state. Recently we reached a now a
common understanding, that the initial negotiation can loelelied as a re-negotiation of an agreement, which has
not yet come into force. For that reason, we use the termegetiation and negotiation in the rest of the document
as synonyms.

There are two major features we think are necessary to mak&gv&ment an even more useful specification for
SLAs:

e a malleable expiration time and
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e a malleable list of resources

The first requirement is able to satisfy requests arisintpfdynamic business conditions, where one party may
want to extend or shorten the time that an Agreement will lecéfe. The second requirement addresses situations -
like the one described before in the Business Grid exampleeravwresources will be allocated within a certain range
specified in order to meet the SLAs. However, due to incrgastsource demand there may be cases in which the
Agreement Initiator would like to plan for enhancementsh® turrent system. This could be done in the following
two alternative ways: Re-negotiation of the original Agremt or creation of a new Agreement with references to the
original Agreement.

Furthermore, the functionality and notion of Related Agneats was dropped at an earlier state of the specifica-
tion. Related Agreements were intended to specify agreerméth a dependency to other agreements, e.g. for agree-
ments that rely on other agreements or for agreements thatsede a previous one as the result of a re-negotiation.
Using End-Point-References (EPR) to the different Agregnmestead makes the implementation easy as it allows
borrowing from the agreement templates creation congrain

The following list presents additional requirements far th-negotiation:

e New agreements should have new EPRs,

e Re-negotiable agreements would also need to have new statdgition to the existing ones (depicted in Figure
12) to avoid race conditions.

¢ (Re-)negotiable terms should be tagged, depending on ttigtiimg party (agreement initiator or agreement
responder) either in the offer or in the template.

e Both service description terms (SDT) and guarantee terriiy $8ould be re-negotiable

e Probably need new, more expressive faults to indicate whyatireement provider does not agree (in order
to give hints to agreement initiator for what agreement glewcan provide). Reasons could range from not
compatible to the template, cannot meet this SDT/GT (witbiater to the term), cannot meet this SDT by this
value, etc. Also adding some syntactically meaningfult@idns for SDTs the agreement responder might be
able to fulfil in a rejection message could be helpful for thee@ment initiator.

e Both agreementinitiator and agreement responder shouwltidveed to ask for re-negotiation. However, this has
impact on the protocol, as currently the agreement is maiedzonly on the side of the agreement responder.

e Probably need a supersedes/supersededBy attribute inrkext

e Also, the capability of the agreement responder to retuvarsé alternative offers upon an SLA request might
be helpful for the agreement initiator

o Offers need some kind of lifetime. Even if this is difficult distributed systems, offers cannot be held open
infinitely.

¢ In case of counter offers are acceptable responses theatngplould allow to restrict the counter offer.
The considerations and the requirements presented ingbi®s lead to the proposals for re-negotiation protocols,

which are described in the following sections.

3.3 Current proposals for a (re-)negotiation protocol

In this section we describe three approaches that have hsamsded in the GRAAP-WG recently. Basically, they
differ with respect to

o the primary focus (negotiation/re-negotiation)
e support for a 2-phase commit (2PC) protocol

e symmetry of the roles
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3.3.1 A Contract Re-negotiation Protocol

The contract Re-negotiation protocol described an alistdammain-independent protocol for the re-negotiation of
contracts. Thus, the protocol is independent of the exjtis-Agreement specification. However, it is possible to
use it together with WS-Agreement is some of the restristiare modified from assumptions implicitly ruling the
protocol to being implemented as domain specific polici@s tan be considered in the protocol depending on the
domain. This protocol is based on the principles of conti@etto make agreements with it legally compliant and
allows for multi-round re-negotiation in an environmentexs messages may be lost, delayed and re-ordered. The
protocol definition assumes an asymmetry of resource paowvfsom resource consumption, which is reflected by
putting a higher weight on the requirements of the serviceiger, e.g. with respect to avoiding potential loss due to
the behaviour of a customer.

The protocol also allows the initiation of re-negotiatibndugh non-binding enquiries to the other party so that an
estimate as to how much it would cost to change the contracbeaobtained before committing to a new contract.
When re-negotiation is initiated the contract enters theegotiating state, which is a sub-state of contractedas th
original contract is still in force, irrespective of the going re-negotiation. After successful re-negotiatiorrent
contract is in the superseded state as a new contract wil fiverseded this contract. The re-negotiation finite state
machine is depicted in Figure 6.

The protocol includes several basic assumptions deriaed fhe contract law

o offer messages are binding if accepted,
¢ all offers are acknowledged and,

e because of the risk of cheating by the customer, contracttamilbox rule is invoked where a contract is formed
when the accept message is sent by the offeree (i.e. thercesmovider) and not when the accept is received
by the offeror (i.e. the customer).

Renegotiation

Superseded

Contracted

Figure 6: Re-negotiation state machine.

The proposed protocol offers the following messages:

e RenegotiationQuoteRequest sent only by the client asking {non-binding) quote for the re-negotiated con-
tract

e RenegotiationQuote sent only by the provider deliveriregdhite
e RenegotiationOffer sent by the client as a binding requefirm a new agreement
e RenegotiationOfferAck sent by the provider indicatingtthia offer has been received and is considered

¢ RenegotiationAccept sent by the provider indicating thatdffer has been accepted and a new contract replac-
ing the old one has been formed
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e RenegotiationReject only sent by the provider indicathmag the renegotiation offer was not accepted
e RenegotiationNotPossible can be sent by either partyatidig that the re-negotiation is not/no longer possible

Several of the messages may be mapped directly to WS-Agreenessages, e.g. sending a RenegotiationReject is
equivalent to a WS-Agreement fault message being sentirggadRenegotiationAccept message is equivalent to WS-
Agreements agreement responder role invoking the WSAGpt@greement operation.

3.3.2 Dynamic SLA negotiation based on WS-Agreement

Negotiation requires an iterative process between théggartvolved. To rely on WS-Agreement and minimise the
extensions to the proposed standard, this proposal sisggesto negotiate SLAs but to negotiate and refine the
templates that can be used to create an SLA. Here, the foarstise bilateral negotiation of agreement templates
using a simple offer/counter offer model.

In order to use this model in the WS-Agreement protocol, a fustion is introduced: negotiateTemplate. This
function takes one template as input (offer), and returns aemore templates (counter offer). The negotiationfitsel
is an iterative process. In the following a simple negatiafprocess in three major stages is described. During the
negotiation process the agreement initiator becomes tetiagion initiator. Accordingly, the agreement provisler
are negotiation responders. Figure 7 shows a sequencaulidgr the negotiation of the agreement template.

Grid Scheduler CPU Scheduler Network Scheduler

negotiateTemplate >D :

|

|

- !
|

prepareAgreement

-

repareAgreement

prepare ig eeme >
prepareAgreement : EPR J:|

_______________________ = m e mmmmm—— -

>
1
commit

A

>

I
[}
[}
I
I
[}
I
I
I
I
[}
[}
[}
]
| prepareAgreement : EPR
[}
I
I
I
[}
[}
I
I
I
[}
[}
)
I
[}
[}
I I

Figure 7: Extended WS-Agreement SLA negotiation.

1. Initialisation of the negotiation process
First, the negotiation initiator initialises the proceggjoerying a set of SLA templates from agreement providers
by sending a standard WS-Agreement message, getResoapeetyrrequest, to agreement providers (not
shown in Figure 7). The initiator chooses the most suitabke as a starting point for the negotiation process.
This template defines the context of the subsequent iteatidll subsequent offers must refer to this agreement
template. This is required in order to enable an agreemewiger to validate the creation constraints of the
original template during the negotiation process, and:tioee the validity of an offer.

2. Negotiation of the template
After the negotiation initiator has chosen an agreemenplat®, it will create a new agreement template based
on the chosen one. The new created template must contaier@meé to the originating template within its
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context. Furthermore, the agreement initiator may adhestcbntent of the new created template, i.e. service
description terms, the service property terms, and theagniee terms. These changes must be done according to
the creation constraint defined in the original templatedifidnally, the negotiation initiator may also include
creation constraints within the new created template. &besastraints provide hints for the negotiation respon-
der, within which limits the negotiation initiator is wilip to create an agreement. After the initiator created the
new agreement template according to its requirementsethplate is send to responders via a negotiateTem-
plate message (as shown in Figure 7).

When the responder has received a negotiateTemplate neegtsagst first check the validity of the input docu-
ment (refined template). This step includes (i) retrievimgadriginal agreement template that was used to create
the input document, (ii) validating the structure of theihgocument with respect to the originating template,
and (iii) validating the changes of the content in the inpo¢ument with respect to the creation constraints
defined in the originating template. Once this is done, threegent provider now checks whether the service
defined in the request could be provided or not. If the serga®ebe provided, it just returns the agreement
template to the client, indicating that an offer based onhttraplate will potentially be accepted. Otherwise, the
provider employs some strategy to create reasonable aaffges. During this process the agreement provider
should take into account the constraints of the negotiatigiator. Counter offers are basically a set of new
agreement templates that base on the template receivedtfeonegotiation initiator. The relationship between
dynamically created templates and original ones must bectefl by updating the context of the new templates
accordingly. After creating the counter offers the provisiends them back to the negotiation initiator (negoti-
ateTemplate response).

3. Post-processing of the templates
After the negotiation initiator received the counter offénom the negotiation responder, it checks whether one
or more meets its requirements. If there is no such temglaénitiator can either stop the negotiation process,
or start again from step 1. If there is an applicable templie initiator validates whether there is need for
an additional negotiation step or not. If yes, the initiaises the selected template and proceeds with step 2,
otherwise the selected template is used to create a new SLA.

For the final SLA creation the proposal suggests adding a yeevdf agreement that must be created in two phases:
the first phase is a creation of the agreement triggered bwagrepareAgreement message resulting in a non-binding
agreement (similar to the quote in the proposal 3.3.1. Therskphase is initiated with a new non-standard Commit
message as shown in Figure 7.

3.3.3 Protocol considerations based on the current WS-Ageament specification

If we consider supporting the symmetric approach of WS-agrent where both sides can initiate an agreement there
are basically two possibilities:

1. The party initially initiating the agreement (Agreemanitiator, Al) also initiates the re-negotiation (Modifica
tion Initiator, MI), and the original Agreement Respond&R] is the party accepting or rejecting the Modifica-
tion Offer (Modification Responder (MR).

2. The party having accepted the initial offer of the agresinm@tiator (Agreement Responder, AR) initiates the
re-negotiation (Modification Initiator (MI) and the partyifially initiating the agreement (Agreement Initiator,
Al) accepts or rejects the Modification Offer (Modificatioe$ponder (MR).

The first possibility is depicted in Figure 8 showing a sthafigrward protocol approach. There might be multiple
communication steps between the Ml and MR until a Modificatiffer is accepted by the MR and the EPR of the
superseding Agreement is returned to the MI. This implemari-Phase Commit protocol (1PC).

The communication pattern of possibility 2 is slightly ma@mnplex (see Figure 9) since we need an additional
message to deliver the EPR of the new Agreement to the MRth&#a&vIR has signalled that the offer will be accepted.
This implements a 2PC and probably needs time-out mecharo$the side of the Ml to avoid waiting for a lost or
never sent acceptance message of the MR.

In both cases the EPR of the existing agreement is sent &mg&ith the modification offer to allow the other party
to verify that the offer is based on an existing Agreementtantheck the offered modifications against the terms of
the original Agreement.
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Al=MI AR =MR

Modification Offer

including reference
to EPR of current agresment

Consider
whether
Modification
is OK

Decide it is OK
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Agreement

Return EPR of new agreement

-
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Al: Agreement Initiator

Mi: Modification Initiatar
AR: Agreement Responder
MR: Modification Responder

Current
L Agreement

New
Agreement

Figure 8: Agreement Initiator initiates Agreement re-r@gmn.

Al Agreement Initiator
MI: Modification Initiator

AR =MI Al=MR
AR: Agreement Responder
MR: Modification Responder
Modification Offer
including EPR
- of current agreement and
Current Consider
., Agresment 5 whether
' d Modification
is OK
Decide it is OK
o Return OK
Create new
Agreement
New Return EPR of new agreement
Agreement i

Figure 9: Agreement Responder initiates Agreement re-tiagm.
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One possible rendering of the protocol avoiding the additionessage of the Ml to deliver the EPR of the new
agreement to the MR is depicted in Figure 10. Here, the Ml (whs the AR initially hosting the agreement factory)
created a Pending Agreement and sends the EPR of the Pendirgment together with the EPR of the current
Agreement to the MR. Now, once the MR accepts the Modifica@dier the MI changes the state of the Pending
Agreement transforming it into an Agreement. The MR in tuowralready has the EPR of the new Agreement.

Al Agreement Initiator

MI: Medification Initiator AR =MI Al=MR
AR: Agreement Responder
MR: Modification Responder P’ .

: Create new
New pending ;
‘,( Agreement ) Peading

Agreement

Modification Offer

including EPR
- of current agreement and
1

- of new pending agreement
i
i

v Current Consider
{4 Agreement whether
' ' Modification
i is OK
!
II
:. Decide it is OK
i
' Return OK

: pending

1 Agregment ->

¥ Agreement
New

Figure 10: Agreement Responder initiates Agreement retiagn creating a pending agreement.

3.4 Towards a single negotiation protocol

Basically, all three approaches for a negotiation proteemk together with WS-Agreement requiring only minor
changes to WS-Agreement. It is also common for the threea@gpes, to create a new Agreement as a result of a
successful negotiation that is superseding the previoadrstead of modifying the existing one. This also implies
that the original agreement remains completely in forceadt until the new superseding agreement has been created.
The superseding agreement becomes effective once theiategohas been completed successfully. In case the
negotiation fails the original agreement remains in force.

Considering the differences as highlighted in the previamgion, we suggest a separation of issues:

¢ Definition of the basic protocol, which will be common for afpproaches
¢ Definition of policies, which may be used to guide the nedtreprocess

These policies that we expect to be domain dependent miglddut e.g. to

e restrict the possibility of initiation the negotiation ta@ of the parties (asymmetric approach),

o define the bindingness of the offers (for both cases AI=MRARdMR),
o define the time in the negotiation process when the supeigédjreement becomes effective

We suggest to implement WS-Agreement-Negotiation usiagribssages described in Section 3.3.1 describing the
Contract Re-negotiation Protocol. As basic state machinte negotiation process the one presented in Figure 6 will
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be used. The exchange of modification offer messages anédspedtive acknowledgement messages (yes/no/EPR)
will be based on refinements of the sequence diagrams (FRjurggure 9, and Figure 10). Of course, there are
additional issues that need further discussion with the GRAVP, e.g.

o the agreement states of WS-Agreement might have to be eeddndeflect an ongoing negotiation,

¢ theinformation that an agreementhas been superseded bymeafter successful negotiation should available
in the context together with the EPR of the superseding aggee

¢ the information that an agreement is superseding a previoasfter successful negotiation should available in
the context together with the EPR of the previous agreement

This report was used as a base for the discussion with the GRW/& aiming to get a consensus on WS-Agreement-
Negotiation during the OGF meeting in Barcelona, June 2008.

4 Monitoring of Agreements

Following the creation of an SLA with WS-Agreement both mesof the agreement need access to the state informa-

tion of the agreement. In the case of WS-Agreement a set ofires properties is defined, that allows to monitor dif-

ferent aspects of the agreement. This information may bievet! through the GetResourcProperty-function provided

by the Web Service Resource Framework (WSRF), which is ugetdebWS-Agreement specification. Monitoring a

SLA also empowers both parties to detect potential viotegiof the agreement and to take appropriate measures.
The WS-Agreement specification allows the monitoring of

e Agreement state
e Service Description Terms
e Guarantee Terms

The agreement itself may expose a set of properties thatsahoonitoring the agreement state. These properties are
defined via the AgreementState port type.

e Port Type wsag:AgreementState
The purpose of this port type is to define a resource documpatior monitoring the state of the agreement.

e Resource Property wsag:AgreementState
The property exposes an Agreement state for the whole agradsee Figure 11)

e Resource Property wsag:ServiceTermState
The property exposes a service state for each service gesorterm that abstractly describes the state of a
service (see Figure 12)

e Resource Property wsag:GuaranteeTermState
This property represents a state of fulfilment for each guaraterm of the agreement (see Figure 13)

By default it is the task of the agreement responder hostiaggreement to provide the services that may gather
the necessary data from the system environment to feed fimgniation for allowing retrieving the different status
information.

Data gathered from the system environment may include famgste state of the scheduled job, its start time, or
system monitoring data, e.g. from Ganglia. As said befoigjm the responsibility of the party hosting the agreement
setting up the services to be able to extract the requiredrmtion.

However, it might be desirable to delegate the task of gatgehe information to a trusted third party in order to
avoid that the agreement responder (which can be the sgmae@ler) also controls the source and the amount of data
provided to determine whether the agreement is fulfillediolated. To that end, WS-Agreement does not prescribe
which party is providing this information on the variouststa

Depending on the service description terms and the guaraetms additional mechanisms might have to be in
place to provide e.g. application or infrastructure spedifita as for example transaction rates of a database ornketwo
throughput of a dedicated fibre connection.
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An analysis of the mechanisms provided in WS-Agreement fonitoring of the various states shows, that the
approach defined in the specification is (i) general enough(igrflexible enough to support the monitoring of agree-
ments in their different states.

To that end, currently there is no need for additional meidmas for the monitoring of SLAs based on WS-
Agreement.

Not Determined )

Violated

Figure 13: State model of the service term states.

5 Conclusion and Future Work

Members of the CoreGRID Institute on Resource Managemeh®aheduling (RMS) have a long record of activities
in the Open Grid Forum (and its predecessors Grid Forum andabiGrid Forum). The GRAAP-WG has been
initiated in 2002 and is co-chaired by CoreGRID RMS membigsicesthen. Even not yet being a full recommendation
of the OGF the WS-Agreement specification has been implezdemy a number of projects (ref CoreGRID TR).
Negotiation and Monitoring of SLAs is of particular impantze for commercial service providers. Standards are
required to guarantee interoperability and the GRAAP-WG hacome the focal point of these efforts, which is
another reason for CoreGRID to heavily engage in this dgtivi

Based on the experience made with these implementatiorfebmaling request from new projects for a more so-
phisticated protocol for negotiating and re-negotiatiay&e level agreements the GRRAP-WG has started working
on WS-Agreement-Negotiation after the WS-Agreement djgation version 1.0 has become a proposed recommen-
dation.

During OGF22 in Boston February 2008 the group has identifiegk approaches for a negotiation protocol each
addressing different requirements of the parties invoivethe negotiation. The group plans to consolidate these
approaches into a single one, a first draft may be expectdd@23 in June, a version ready to be submitted to the
public comment process of the OGF is planned to be availalid&#24 in September.

In accordance with one of the overall objectives of CoreGRH2 integration of European Grid research, the
focus of the work in the RMS is on integration and interopditgtof the developments of the partners approaches
and developments. Consolidating the ongoing R&D in the afeal As and their negotiation undertaken by several
CoreGRID partners in several European countries is ong @ditkis integration effort. Moreover, there are also three
CoreGRID fellowships working in this area; their resultsaleave its mark on the development of the negotiation
protocol. The first is addressing use of SLAs for negotiatibnesource usage in a High Performance Computing
(HPC) environment [20]; the second one is investigatingube of SLAs for describing and managing software
licenses, while the third ones subject is SLA & Contract Negmn for the Grid, also focussing on industrial and
commercial environments.

Finally, we will use this report to stimulate the discusswith the GRAAP-WG aiming to get a consensus on
WS-Agreement-Negotiation before the next OGF meeting mg&pore, September 2008.
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