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Abstract

Volunteer Computing is becoming a new paradigm not only for the Computational Grid, but also for institutions
using production-level Data Grids because of the enormous storage potential that may be achieved at a low cost by
using commodity hardware within their own computing premises. However, this novel “Desktop Data Grid” depends
on a set of widely distributed and untrusted storage nodes, therefore offering no guarantees about neither availability
nor protection to the stored data. These security challenges must be carefully managed before fully deploying Desktop
Data Grids in sensitive environments (such as eHealth) to cope with a broad range of storage needs, including backup
and caching.

In this paper we propose a cryptographic protocol able to fulfil the storage security requirements related with
a generic Desktop Data Grid scenario, which were identified after applying an analysis framework extended from
our previous research on the Data Grid’s storage services. The proposed protocol uses three basic mechanisms to
accomplish its goal: (a) symmetric cryptography and hashing, (b) an Information Dispersal Algorithm and the novel
(c) “Quality of Security” (QoSec) quantitative metric. Although the focus of this work is the associated protocol,
we also present an early evaluation using an analytical model. Our results show a strong relationship between the
assurance of the data at rest, the QoSec of the Volunteer Storage Client and the number of fragments required to
rebuild the original file.

1 Introduction
The Desktop Data Grid is a specific type of distributed system, where shared resources (processor or storage) are
provided in a volunteer fashion by the participants. These environments potentially provide commodity resources
not only for CPU-intensive tasks, but also for applications that require significant amounts of memory, disk space
and network throughput. For example, the widely used BOINC infrastructure [2] provides for a typical volunteer
computing project a sustained rate of 95.5 TFLOPS, 7.74 Petabytes of storage and an access rate of 5.27 Terabytes
per second [10]. However the potential computing power of volunteer systems is even greater: The number of Internet
connected PCs is projected to reach 1 billion by 2015 [9], which means several PetaFLOPS of computing power and
a storage capacity (around one Exabyte) able to exceed the one provided by any centralized system. Therefore, it is
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not surprising that nowadays a lot of ongoing effort is targeting Volunteer Computing as a new paradigm for both the
Computational and the Data Grid. A representative example is the Lattice Project [11], which is expanding the reach
of Grid computing by creating a system that combines the Globus Toolkit [17] and BOINC.

Tapping unused PC capacity promises efficiency and reliability comparable to traditional storage attached networks
(SANs) minus the associated costs and management headaches that come with large-scale SAN deployments. This
emerging approach is quite attractive for small to midsize businesses that would like to store large amounts of data
in their premises, or even to backup critical data [7]. Even institutions already using production-level Data Grid
infrastructures (such as EGEE [6]) may find useful the Desktop Data Grid paradigm, as a cache for large-size files
within their own LANs. However, for the successful deployment of the Volunteer Computing paradigm into any data
storage-related scenario (this particular application field will be referred to as the Desktop Data Grid throughout this
paper), the security aspect arises as a critical parameter.

Figure 1 shows the basic elements and interactions that usually take place in a Desktop Data Grid. Grid Users
interact with the Desktop Grid Service, either generating or using information (data producers and/or consumers).
Also there is a set of security-related services grouped under the generic term Door node, which are the servers
performing all the authentication and authorization processes for involved entities (users and resources). On the other
hand, the Project Server (e.g a BOINC server) manages the metadata and the data itself prior to its stage to the pool of
Volunteer Storage Clients (VSCs) which provide storage for the Desktop Data Grid. In most volunteer installations,
all communication is initiated by the VSCs, in order to facilitate firewall and NAT traversal.

Figure 1: A Typical Desktop Data Grid.

As a preliminary step in designing the security mechanisms for a generic Desktop Data Grid, the first part of this
paper extends the analysis framework that we applied in [21] to identify its particular security issues and challenges.
The second part of this work relies on the requirements obtained via the security analysis to propose a cryptographic
protocol able to protect the data both on the wire and at rest (in VSCs), applying three basic mechanisms (i) cryptog-
raphy, (ii) data fragmentation, and (iii) a novel quantitative security evaluation metric.

The rest of this paper is organized as follows. Section 2 analyzes the security issues of the typical Desktop Data
Grid by applying an extended framework used in our previous research about Data Grid’s Storage Services. Section
3 introduces the proposed security protocol and analyzes the security guarantees it provides to Desktop Data Grids,
while section 4 shows how data assurance can be improved by using the proposed mechanisms. Section 5 surveys the
state-of-the-art related with security in Desktop Data Grids and associated technologies. Finally, section 6 summarizes
our conclusions and outlines future work.

2 Security Analysis
From the point of view of the Desktop Data Grid being studied, its subsystems may become attacked in several ways;
for the purposes of our research, the framework proposed by [26] and extended in [21] will be used to find out the
main concerns related to the security of its data and metadata. In a glimpse, the use of this framework consists of
determining the basic components related with the system’s security (players, attacks, security primitives, granularity
of protection, and user inconvenience), so that afterwards they can be summarized to clearly represent the security
requirements. Using these concepts, the rest of this section analyzes the Desktop Data Grid shown in figure 1.
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2.1 Security Framework components
The first step in our analysis is to identify the elements that play a security-related role in a generic Desktop Data Grid:

1. Players: Three data readers/writers are involved (i) the Volunteer Storage Client; (ii) the Project Server, which
also implements a metadata service that gathers information about stored files; and (iii) the WAN links (refer-
enced also as the “wire”) conveying information between VSCs and Project Servers. For this framework the
Grid Service and the Grid user are not considered as players.

2. Attacks: The generic attacks that may be executed over the Desktop Data Grid are related with (i) Adversaries
on the wire; (ii) Adversaries on the infrastructure servers (Project Server or door node); (iii) Revoked users on
the door node; and (iv) Adversaries with full control of the site services (Volunteer Storage Clients). Each one
of these attacks may result in data being leaked, changed or even destroyed.

3. Security Primitives: Two security operations take place into a typical Desktop Data Grid: (i) when Grid users
are authenticated by door nodes before accessing a Grid Service; and (ii) when the door node also authorizes
Grid users.

4. Trust Assumptions: We have considered that in general (i) VSCs have full control over the data stored on them
(which means that a malicious VSC may leak, change or destroy it); (ii) data are encrypted on the wire using a
secure channel (i.e. SSL); (iii) data are unprotected on the VSCs’ disks, but protected at the Project Server; (iv)
infrastructure servers are trusted; and finally (v) the VSC’s client software is trusted only when coming from a
Project Server (i.e. digitally signed code distribution).

5. User inconvenience: Desktop Data Grids only require the installation of a client-side software at the volunteer
nodes, and these nodes are only expected to provide storage space, therefore keeping processor overhead to a
minimum.

2.2 Results of the security analysis
Using the elements identified in section 2.1 and after applying the analysis framework from [21] we have obtained
a set of security issues which have been summarized in table 1. Results are categorized by possible attacks (main
columns) and types of damage – the Leak, Change, Destroy sub-columns –. Cells marked with a “Y” mean that the
system (row) is vulnerable to the type of damage caused by this particular attack. Cells marked with a “N” mean that
the attacks are not feasible or may not cause a critical damage. If a particular attack does not apply at all to the Desktop
Data Grid, then the cell is marked with a “-”.

Table 1: Summary of security issues related with Desktop Data Grids

Attack Adver-
sary
on

wire

Adver-
sary
on
infs
servers

Revoked
user
on

door
node

Adver-
sary
w/site
ser-
vices

Damage L C D L C D L C D L C D

Desktop Data
Grid N N Y N N N Y Y Y Y Y Y

Our conclusion from the previous security analysis is that there are two main security concerns in a Desktop Data
Grid. The first issue is related to the Infrastructure Servers, in particular when revoked users have colluded with door
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nodes. We believe, however, that it is feasible to extrapolate the proposed mechanisms based on previous research
on validation for Computational Grid’s users [22]; therefore these attacks do not generally represent a major security
risk. On the other hand, we also identified a second group of critical vulnerabilities related with the VSCs, which
are considered untrusted and heterogeneous (different hardware and software configurations), thus offering a non-
uniform level of protection to the stored information. Consequently, the rest of this paper is focused on a security
protocol designed to protect a Desktop Data Grid environment from adversaries colluded with untrusted Volunteer
Nodes.

3 Security Protocol
A security mechanism conveying sufficient data protection for the Desktop Data Grid should provide a fair balance
between performance overheads and data confidentiality, integrity and availability. With these requirements, we de-
signed a security protocol that achieves its goals based on three techniques. The first is an application of symmetric
cryptography, whereby, before staging data into the VSCs, the Project Server encrypts the data file with a symmetric
master key composed of the file’s hash appended to a nonce (i.e. a timestamp). With this technique, we provide
confidentiality (as the VSCs are unaware of the encryption key) and integrity (via the hash function). As an optional
authorization feature, when a Grid Client is retrieving a file, we propose the use of a public-key cryptosystem for
encrypting the symmetric master key, thus ensuring that only the legitimate owner of the corresponding private key is
able to decrypt the symmetric master key and therefore the requested file.

A second technique, the Information Dispersal Algorithm, provides high availability and assurance for the Desk-
top Data Grid by means of data fragmentation. In a fragmentation scheme [25], a file f is split into n fragments,
all of these are signed and distributed to n remote servers, one fragment per server. The user then can reconstruct f
by accessing m arbitrarily chosen fragments (m ≤ n). The fragmentation mechanism can also be used for storing
long-lived data with high assurance: f is fragmented in just a few pieces (small m) and dispersed to a large number
of nodes (large n) (a replication-like approach). When fragmentation is used along with encryption, data security is
enhanced: An adversary colluded with the VSCs has to compromise and retrieve m fragments of file f, and then has
to break the encryption system K. For the proposed protocol, the dispersal algorithm is based on the Reed-Solomon
erasure code [24]. This means that when a device fails, shuts down or is compromised, then the system recognizes
this event, as opposed to an error, where a device failure is manifested by storing and retrieving incorrect values, that
can only be detected using codes that are embedded within the data. We selected the Reed-Solomon erasure code for
our protocol taking into consideration its successful applications in several fault-tolerant systems (see also section 5).

Finally, a third security technique takes into account the heterogeneity of the Desktop Data Grid’s nodes. Our
premise is that if subsets of VSCs with analogous features are clearly identified and their security level quantified,
then any user of the Desktop Data Grid is able to request storage space only at nodes fulfilling some minimum guar-
antees or Quality of Security (QoSec) level. To this end, we propose a policy-based approach, where (i) each VSC
is associated with a Policy modeling its security behavior and, (ii) an evaluation methodology (presented in section
3.1) for computing a quantitative QoSec metric associated with such policy. Previous research [14] used the Certifi-
cate Policy [16] associated with a Grid user’s X.509 certificate to perform the REM evaluation. We believe that an
analogous approach for the Volunteer nodes is quite feasible. This approach does not add considerable overhead to
the protocol, mainly because the evaluation can be performed by the Project Server at any time (not necessarily in
real-time) as soon as the VSC’s policy has been retrieved. Once evaluated, a numeric QoSec factor can be associated
with every VSC; moreover, a proprietary set of reference levels can be established to group these discrete values into
a major set, for example (L0, L1, L2, L3) which represents four different QoSec. Any Grid Client storing data will
request a minimum QoSec to be fulfilled by the VSCs. An important challenge with this proposal is the definition of
VSC’s security policy itself. Ongoing research in the context of the CoreGRID NoE [5] is moving towards defining the
security policy associated with a generic storage element, and as members of this group we plan to implement such a
policy on the Desktop Data Grid. A second challenge is the VSC security policy’s audit process, because the proposed
evaluation would be pointless if the storage node is not honoring its policy. However, there are some “controlled”
scenarios where this audit can be performed with confidence; for example, a Desktop Data Grid overlapping different
institutions that are members of the same Grid Policy Management Authority (PMA), that is, clients using in their
installations digital certificates issued by a Certification Authority that has passed a quite strict accreditation process,
enabling it to inter-operate in Grid projects only with institutions members of the same PMA.

The following subsection presents important details of the proposed evaluation mechanism, called the Reference
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Evaluation Methodology (REM). Subsections 3.2 and 3.3 then describe the interactions taking place when a Grid
client writes and reads a file using the proposed protocol. When presenting the proposed protocol it must be taken into
account that (i) all communication taking place among the involved parties is conveyed through encrypted channels
(i.e. via SSL tunnels) and, (ii) communication is initiated by the VSCs. Finally, file deletion is unaffected by our
protocol and follows the same principles from [2], where the Project Server creates an specific message for this
operation (after authenticating and authorizing the requestor).

3.1 The Reference Evaluation Methodology in a glimpse
The core of our proposal to quantify the Quality of Security associated with a Volunteer node is the REM methodology
introduced in [15], which has been successfully applied in other security-related environments, i.e. Public Key Infras-
tructures (PKI). Basically the REM takes a policy to evaluate, formalize it to ease the further evaluation step over an
homogeneous metric space, uses a set of reference levels to apply a distance criteria and finally obtains a number that
corresponds to the policy’s security level. The rest of this section presents an illustrative example that shows basic use
of the REM methodology to evaluate a single security provision for a VSC. To evaluate the full security policy, this
same procedure should be applied to each one of its provisions. Interested readers that would like to take a closer look
at the details and formalisms behind REM should refer to [13].

Step 1: Policy formalization. In REM, a security policy is formed via a set of individual security provisions, so let
us suppose that a VSC’s security policy contains the provision called Px =“User log-on mechanism”. To formalize a
provision it is necessary to state the possible values that are allowed for it to take into the VO. For our example let us
suppose the following values for Px (from least to most secure) “None, Password, Smartcard, Biometric”, this means
that Px has a cardinality of 4.

Step 2: The evaluation technique. If for a particular VSC the user has to login via Smartcard, then the provision
Px takes as value the vector (1, 1, 1, 0), which means that it is more secure than the Password-only mechanism (vector
(1, 1, 0, 0)), but less than Biometry (1, 1, 1, 1). Using REM’s nomenclature, this implies a Local Security Level or
LSLx = 3. It is easy to see that after evaluating a whole formalized security policy for a particular VSC, we will have
a set of vectors or in other words, a matrix Mx.

To obtain the Global Security Level (QoSec) for this particular VSC, it is necessary to have a new zero-matrix
called Mφ which contains only 0’s as its elements. Notice that Mφ represents the least secure VSC that can be found
into a Desktop Data Grid installation. The QoSec in our example is defined as the Euclidean distance between Mx

and Mφ, that is:

d(Mx, Mφ) =
√

σ(Mx −Mφ, Mx −Mφ). (1)

Where:
σ(Mx −Mφ,Mx −Mφ) = Tr

(
(Mx −Mφ)(Mx −Mφ)T

)
. (2)

Obviously the REM technique considers more complex scenarios, where for example different provisions have differ-
ent security weights (some provisions are more important than others) and even different cardinalities [13].

3.2 Grid Client writing a file
Any authenticated and authorized Grid Client must perform the following interactions when writing a file to the
Desktop Data Grid with the proposed protocol:

1. The Producer P, generates the clear-text data f and sends it to the Project Server.

2. On the Project Server, the cryptographic hash H(f) is computed, concatenated with the nonce T and used as the
symmetric key to encrypt the file f. That is:

EH(f)|T (f). (3)

This master encryption key is stored as part of the associated metadata into the Project Server. Also a numeric
QoSecf , representing the Security Level requested by the Producer, is associated with the data f.
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3. The encrypted data from (3) is fragmented with the IDA and the Project Server stages it for downloading only
to those Volunteer Storage Clients fulfilling the minimum requested QoSecf . Notice that the Project Server has
previously computed offline the QoSec associated with each participating VSC.

4. The VSCs queries the Project Server and if required to do so will download and store the encrypted fragments.

3.3 Grid Client reading a file
When an authenticated and authorized Grid Client requests a file from the Desktop Data Grid, the following protocol
is performed:

1. The Project Server requests from the VSCs to upload the fragments required to rebuild the file solicited by the
user.

2. The VSCs query the Project Server and if required to do so, will upload the encrypted fragments.

3. The Project Server defragments and decrypts with H(f)|T the uploaded data from (3) to rebuild the file f.

4. Optional: If required, instead of directly decrypting (3), the Project Server may re-enforce authorization by
encrypting the stored master key H(f)|T with the public key of the Consumer (PubC), that is:

EPubC
(H(f)|T ). (4)

5. The data consumer retrieves the clear-text file f or, if still encrypted (previous step), then (i) with its private key
obtains H(f)|T from (4) and, (ii) uses this master key to obtain the clear-text file (f ) from (3), also verifying f ’s
integrity and freshness.

The following section presents via an analytical model the strong relationship between the security of the data at
rest, the QoSec of the Volunteer Storage Client and the number of fragments required to rebuild the original file.

4 Results: QoSec and Data Assurance for Production Grids
We use the model presented in [23] to evaluate the assurance of a file stored in a Desktop Data Grid according to
the proposed protocol. Assurance is defined as the probability that the cited file has not been compromised under
the assumption that the system was the target of a successful attack. Formally speaking, we assume that a Desktop
Data Grid with N-Volunteer Storage Clients is built in such a way that the same configuration (and therefore the same
security level) is present in at most dλNe volunteer nodes, where λ ∈ R and 0 < λ < 1. A potential attacker could
then compromise at most dλNe servers, because the same vulnerabilities are to be found in all of them. Therefore, it
makes sense to state that a Desktop Data Grid can be considered secure if it is composed of heterogeneous volunteer
computers, where of course λ ≈ 0. According to the authors of [23], this latter fact can be represented by the
conditional probability of the event “at most m-1 VSCs, each storing a fragment of f, are down or compromised” given
the event “the Desktop Data Grid has been attacked”; this probability is known as the distribution assurance Aφ(µ)
and for a dispersal algorithm µ applied over a file f will be denoted by (5).

Aφ(µ) = 1−
n∑

i=m

( dλNe
i

)( bN − λNc
n− i

)

(
N
n

) . (5)

According to the analytical model (5), it is more likely to find subsets of dλNe-Volunteer Nodes sharing the same
configuration. Thus, a better data assurance is obtained with highly secure (QoSec →∞) or heterogeneous (λ → 0)
volunteer nodes. Therefore:

QoSec ∝ 1
λ
⇒ QoSec =

k

λ
. (6)

We can rewrite (5) in terms of the proposed QoSec with the factor k = 1:
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Aφ(µ) = 1−
n∑

i=m

( d N
QoSece

i

)( bN − N
QoSecc

n− i

)

(
N
n

) . (7)

Next, we examine a hypothetical (but feasible) Desktop Data Grid installed over VSCs from three different insti-
tutions: Greece’s HellasGrid, CERN’s LCG, and Spain’s IRISGrid. Currently each of these installations is a member
of the same Grid Policy Management Authority, which means that they fulfill a minimum set of security rules (provi-
sions) established -and audited- by the European Grid PMA (EUGridPMA) according to its “Authentication Profile”
document [1]. Our belief is that these three installations may provide an initial Virtual Organization suitable for
a production-level Desktop Data Grid (we will elaborate more on this idea in section 6). As a first step, we ap-
plied the REM technique to compute the numeric QoSec associated with the Certificate Policy [19] subsection called
“Technical Security Controls” -mostly related with the Volunteer Nodes of this hypothetical Desktop Data Grid- of
HellasGrid (QoSec=4.47), CERN (QoSec=6.00), IRISGrid (QoSec=5.48) and the minimum reference EUGridPMA
(QoSec=4.24).

The relationship between the assurance for the data at rest and the computed QoSec can be obtained by plotting
expression (7), just as seen in figure 2. For the evaluation, we consider a Grid with 100 VSCs (N=100), implementing
file fragmentation into 15 pieces (n=15). The figure shows that, despite the small difference between the computed
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Figure 2: Relationship between data assurance and QoSec. The horizontal axis represents the number of fragments
required to retrieve from the VSCs to rebuild the original file.

QoSecs, CERN’s nodes achieve the greatest data assurance (≈ 1) with the smallest number of fragments. On the
other hand, a Grid installation fulfilling only the minimum security requirements (QoSec=4.24) requires the retrieval
of more fragments from the volunteer nodes in order to fully defragment the stored file with the same data assurance.

The results presented in this section are a first approach to compute the Storage Element’s QoSec using a subset
of provisions from a Certification Policy; however, in a real-world installation we should evaluate a comprehensive
Security Policy specifically built for this resource. Section 6 will return to this topic while outlining our on-going
research.
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5 State of the Art
As far as we know the Storage@home system [12] is the only proposal to build a Desktop Data Grid with a security
mechanism analogous to the one presented in this paper. In Storage@home, each file is encrypted and split into four
copies striped across ten hosts. Despite the fact no more details are given about the security subsystem (i.e., where
encryption is performed?), it seems that all volunteer nodes are treated equally by the so-called Policy Engine, and
instead of fragmentation their system uses a pure-replication scheme (therefore achieving a small data assurance).
However for the reasons explained in section 3 we can foresee an important security enhancement if the QoSec
proposed in this paper is used for distributing data within this system (maybe using the “reward” subsystem already
implemented by the authors).

Security in widely used volunteer computing systems like BOINC [3] cope with problems like the ones identified
by our analysis using probabilistic techniques to detect result falsification (data change attack). However contrary to
our proposal, no protection is provided against theft of project files (both input and output files are not encrypted)
under the assumption that anyway data resides in cleartext in memory, where it is easy to access with a debugger. For
a Desktop Data Grid this is unacceptable, because only the authenticated and authorized Grid user should have access
to this information.

Despite it is not a Desktop Data Grid, POTSHARDS [27] implements an storage system for long-time archiving
that does not use encryption, but a mechanism called “probably secure secret splitting” that fragments the file to
store prior to distributing it across separately-managed archives. In general their approach is interesting to cope
with the management problems posed by cryptosystems and long-living data, however the security achieved only by
fragmenting the files could not be enough for some highly-sensitive environments, just as seen in this paper.

The Farsite system [8] provides security and high availability by storing encrypted replicas of each file on multiple
machines. However the use of replication instead of fragmentation reduces data assurance (the attacker just needs to
compromise one node to retrieve a full file) and may not be bandwidth-wise for big files.

A proposal that copes with the problem of untrusted storage servers is called OceanStore [20], where stored data
are protected with redundancy (also using erasure codes) and cryptographic mechanisms. An interesting feature in
OceanStore is the ability to perform server-side operations directly on the encrypted data, this increases system’s
performance without sacrificing security. On the other hand, contrary to our proposal, the authors still consider that
all the storage nodes are homogeneous and therefore offer the same QoSec.

Finally is worth to mention Cleversafe [4], which implements also an Information Dispersal Algorithm (based
on the Reed-Solomon algorithm) for its open-source Dispersed Storage Project. Despite this system does not use
encryption at all, the authors provide a flexible API that we may extend in a near future -for the purposes of this
research- with the proposed cryptography and QoSec mechanisms.

6 Conclusions
Providing security to the Desktop Data Grid is critical for its deployment in production environments, where its full
potential can be developed in terms of storage (i.e. for backup and caching) and computing power. However, it is
mandatory to establish guarantees over the security provided to the data and metadata being managed in these systems
in order to avoid unnecessary risks. Towards this goal, we presented a proposal for enhancing the overall security of the
Desktop Data Grid, with a protocol that makes use of three basic techniques (cryptography, data fragmentation and a
quantitative security metric) to cope with untrusted Volunteer nodes participating in these environments. The proposed
protocol was focused on vulnerabilities indicated by applying an extended security analysis framework, developed in
our previous research for the Data Grid storage services.

Even though the use of cryptography and Information Dispersal Algorithms is not new for securing data and
metadata in distributed systems, the main contribution of our research consists of enhancing these mechanisms with
the adoption of a numeric Quality of Security -QoSec- level representing the guarantees offered by the Volunteer
Storage Client to the Grid User’s stored data. Applying an analytical model we have shown for three production
Grids the strong relationship between the data assurance, the number of fragments required to retrieve a file, and the
volunteer node’s QoSec. We strongly believe in the security advantages of using the QoSec factor as an input to the
Information Dispersal Algorithm; however, the following question remains open: how far are we from obtaining a
similar result in a more generalized and open environment? Our future work goes precisely in the direction of defining
a policy for storage elements, beyond the Certification Policy used in this paper, able to model with confidence their
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security properties and the Grid user’s expectation from the authentication, authorization, confidentiality, integrity,
privacy and availability point of view. This work is currently taking place in the content of the CoreGrid NoE [5].

On the other hand, we have to consider an important limitation inherent to Desktop Data Grids: the VSC’s band-
width. To improve computational performance over the stored data, future research will consider executing code at
the VSC directly (contrary to moving the data itself). An important security challenge here are the fragmented and
encrypted data, because for the computation to take place it might be necessary to retrieve fragments from other VSCs
and, of course, decrypt them afterwards (which means disclosing the corresponding encryption key to the VSC). A
first approach could be to do this only on those VSCs with a “high QoSec” (e.g. those using cryptographic hardware).

Despite the usefulness of the QoSec concept, it is important to avoid abuses from Grid Clients (such as a client
requesting always a high QoSec even for non-critical data). To this end, future research should provide the Project
Server with a QoSec validation mechanism, so that QoSecs are also assigned to Grid Clients or to the data objects
themselves, to decide the maximum security level that should be requested from VSCs. This process can be seen as
”QoSec-based authorization”.

A final research line aims towards implementing the proposed mechanism within the BOINC system, so we be-
come able to fine-tune its performance costs (mainly related with the cryptographic operations) to achieve a fair balance
with the security required by production environments. A potential testbed for this protocol is the ICGrid project [18],
currently being developed jointly by the University of Cyprus and the General Hospital of Nicosia. The motivation
is to use some of the Hospital’s idle storage resources to build a Desktop Data Grid, similar to the model described
in this paper, not only for backing up large amounts of patient’s data (possibly confidential), but also for providing a
temporary cache for large files being retrieved from EGEE sites.
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