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1. Executive Summary 
 
 
1.1 Introduction  
 
This document contains the proceedings of the CoreGRID Workshop on Grid Middleware that the Institute on 
Knowledge and Data Management (WP2) organized in cooperation with the Institute on Grid Information, 
Resource and Workflow Monitoring Services (WP5) and the Institute on Resource Management and Scheduling 
(WP6). It includes a summary of the workshop goals, organization and call for papers, paper selection and 
abstract of the papers. Then the papers accepted for presentation at the workshop are included. 
 
The workshop was held in conjunction with Euro-Par 2006 in Dresden, August 28th-29th, 2006 
(http://www.europar2006.de/index.php?page=12).  The goal of the CoreGRID workshop was to provide a bridge 
between the application community and the developers of middleware services organizing it to consider: 

• current state of the art and new approaches in the areas of knowledge and data management, resource 
management and information systems, 

• work-in-progress contributions in Grid middleware, 
• exchange of ideas among the users community and Grid middleware developers, 
• result dissemination and input provision to the CoreGRID Network of Excellence. 

 
In the call for papers the list of the suggested topics included the following specific subjects: 

• distributed data storage on Grids 
• information and knowledge management in Grids 
• distributed data mining and knowledge discovery 
• monitoring and information systems 
• fault tolerance, reliability and sustainability 
• application and kernel level checkpointing 
• accounting and user account management in and across Virtual Organisations 
• workflow frameworks 
• Grid scheduling architectures 
• multi-level scheduling strategies 
• evaluation and benchmarking of Grid scheduling systems 
• scheduling of high performance parallel applications 
• performance prediction. 

 
All topics relate to the activities of the KDM Institute. Moreover the joint organization with two additional 
CoreGRID Institutes allowed inter-Institute interaction, experience exchanging, and result sharing. Some 
submitted papers were authored by researchers working in different CoreGRID Institutes. This is a clear 
evidence of how to leverage the network in promoting research integration activities. 
 
The workshop was chaired by the leaders of the three CoreGRID Institutes: Domenico Talia, Norbert Meyer and 
Ramin Yahyapour. The Program Committee involved many researchers both from CoreGRID and external 
research teams.  The call for papers (see Appendix) was issued in April 2006 and 24 papers have been submitted 
to the workshop. After the review process,17 papers have been selected by the Programme Committee  and have 
been presented at the meeting in Dresden in five sessions focused on the following major topics: 

• Knowledge and Data Management on Grids 
• Grid Resource Management and Scheduling 
• Grid Information, Resource and Workflow Monitoring Services. 

. 
An additional invited talk was given by Graeme Kerr from Oracle (member of the CoreGRID IAB) on 
distributed data management in Grids. A revised and extended version of the papers will be also released in 
workshop proceedings (a volume in the LNCS – Springer series) that will include also a revised version of 
papers presented in the other Euro-Par workshops. The Grid Middleware workshop was attended by about 40 
participants coming form several countries. The atmosphere was very active and several interesting discussions 
rose during the paper presentations.  
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1.2 Workshop Agenda 
 
As a summary of the workshop program and of the contents of this deliverable, in this section we include the 
workshop agenda and the short abstracts of the presentations given at the CoreGRID workshop on Grid 
Middleware. The author who was giving the presentation is written in bold in the agenda. 
 
 
Workshop Agenda  
 
Monday, August 28th, 2006 
 
Session 1 
9.00 – 10.30 
Chair: Ramin Yahyapour 
 

• Augusto Ciuffoletti, Michalis Polychronakis 
Architecture of a Network Monitoring Element 

• Zsolt Nemeth, Michail D.Flouris, Renaud Lachaize, Angelos Bilas 
Support for Automatic Diagnosis and Dynamic Configuration of Scalable Storage Systems 

• Arijit Mukherjee, Paul Watson 
Adding Dynamism to OGSA-DQP: Incorporating The DynaSOAr Framework In  
Distributed Query Processing 

 
Session 2 
11.00 – 12.30 
Chair: Domenico Talia 
 

• Federico Stagni,Antonia Ghiselli, Riccardo Zappi 
Review of Security Models Applied to Distributed Data Access 

• Syed Naqvi, Olivier Poitou, Philippe Massonet, Alvaro Arenas 
Security Requirements Analysis for Large-scale Distributed File Systems 

• Javier Bustos-Jiménez, Denis Caromel, Mario Leyton, José Piquer 
Coupling Contracts for Deployment on Alien Grids 

 
Session 3 
14.00 – 16.00 
Chair: Norbert Meyer 
 

• Nadia Ranaldo, Eugenio Zimeo 
A Transparent Framework for Hierarchical Master-Slave Grid Computing 

• Sébastien Noel, Olivier Delannoy, Nahid Emad, Pierre Manneback, Serge Petiton 
A multi-level scheduler for the Grid computing YML framework 

• Michal Jankowski, Pawel Wolniewicz, Jiri Denemark, Norbert Meyer, Ludek Matyska 
Virtual Environments - Framework for Virtualized Resource Access in the Grid 

• Attila Kertész, Péter Kacsuk 
Grid Meta-Broker Architecture: Towards an Interoperable Grid Resource Brokering Service 

  
 
Tuesday, August 29th, 2006 
 
Session 4 
14.00 – 15.45 
Chair: Domenico Talia 
 

• Graeme Kerr (invited talk) 
Data Management in Distributed Environments 

• Pasquale Cozza, Carlo Mastroianni, Domenico Talia, Ian Taylor 
A Super-Peer Protocol for Multiple Job Submission on a Grid 

• Nabil Abdennadher, Regis Boesch 
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A Scheduling Algorithm for High Performance Peer-To-Peer Platform 
 
Session 5 
16.00 – 18.00 
Chair: Norbert Meyer 
 

• Attila Kertész, Gergely Sipos, Péter Kacsuk 
Brokering Multi-Grid Workflows in the P-GRADE Portal 

• A. Amar, A. Bouteiller, A. Chis, P.K. Chouhan, Y. Caniou, E. Caron, H. Dail, B. Depardon, F. 
Desprez, J.-S. Gay, A. Su, G. Le Mahec 
DIET: New Developments and Recent Results 

• Massimo Coppola, Marco Danelutto, Nicola Tonellotto, Marco Vanneschi, Corrado Zoccolo 
Execution Support of High Performance Heterogeneous Component-Based Applications on the Grid 

• Wei Xing, Marios D. Dikaiakos, Rizos Sakellariou 
Towards a Grid Information Knowledge Base 
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1.3 Abstracts 
 
Session 1 
 
Augusto Ciuffoletti, Michalis Polychronakis 
Architecture of a Network Monitoring Element 
A Network Monitoring system is a vital component of a Grid; however, its scalability is a challenge. We propose 
a network monitoring approach that combines passive monitoring, a domain oriented overlay network, and an 
attitude for demand driven monitoring sessions. In order to keep into account the demand for extreme scalability, 
we introduce a solution for two problems that are inherent to the proposed approach: security and group 
membership maintenance. 
  
Zsolt Nemeth, Michail D.Flouris, Renaud Lachaize, and Angelos Bilas 
Support for Automatic Diagnosis and Dynamic Configuration of Scalable Storage Systems 
Distributed storage systems are expected to serve a broad spectrum of applications, satisfying various 
requirements with respect to capacity, speed, reliability, security at low cost.  Virtualization techniques allow 
flexible configuration of storage systems in order to meet resource constraints and application requirements. 
Violin provides block level virtualization that enables the extension of storage with new mechanisms and 
combining them to create modular hierarchies. Creating and maintaining such virtualization hierarchies however, 
is a complex task where a human system administrator is the most expensive and less efficient element. We 
introduced Conductor, an automated support system that tries to grasp human expertise with declarative rules 
that are applied to storage management. So far the initial, static configuration capabilities of Conductor have 
been elaborated. Static features however, are not sufficient for practical purposes as the storage system evolves, 
i.e. requirements, workloads, access patterns may change in time. This paper presents work in progress that is 
aimed at extending Conductor with supporting dynamic features. We introduce the concepts of global and 
directed reconfigurations and discuss their potential strengths and weaknesses. 
 
Arijit Mukherjee, Paul Watson 
Adding Dynamism to OGSA-DQP: Incorporating The DynaSOAr Framework In Distributed Query 
Processing 
OGSA-DQP is a Distributed Query Processing system for the Grid. It uses the OGSA-DAI framework for 
querying individual databases and adds on top of it an infrastructure to perform distributed querying on these 
databases. OGSA-DQP also enables the invocation of analysis services, such as Blast, within the query itself, 
thereby creating a form of declarative workflow system. DynaSOAr is an infrastructure for dynamically 
deploying web services over a Grid or a set of networked resources. The DynaSOAr view of Grid computing 
revolves around the concept of services, rather than jobs where services are deployed on demand to meet the 
changing performance requirements. This paper describes the merging of these two frameworks to enable a 
certain amount of dynamic deployment to take place within distributed query processing. 
 
Session 2 
 
Federico Stagni, Antonia Ghiselli, Riccardo Zappi 
Review of Security Models Applied to Distributed Data Access 
In this paper, we explore the technologies behind the security models applied to distributed data access in a Grid 
environment. Our goal is to study a security model allowing data integrity, confidentiality, authentication and 
authorization for VO users. We split the process for data access in three levels: Grid authentication, Grid 
authorization, local enforcement. For each level, we introduce at least one possible technological solution. 
Finally, we show our vision of a SOA security framework. 
This work is developed as part of the CoreGRID Network of Excellence, in the Institute on Knowledge and Data 
Management. 
 
Syed Naqvi, Olivier Poitou, Philippe Massonet, Alvaro Arenas 
Security Requirements Analysis for Large-scale Distributed File Systems 
This paper presents an analysis of security requirements of large scale distributed file systems. Our objective is 
to identify their generic as well as specific security requirements and to propose potential solutions that can be 
employed to address these requirements. FileStamp – a multi-writer distributed file system developed at CETIC 
is considered as a case study for this analysis. This analysis yields that the existing range of security solutions 
can be employed to secure large-scale distributed file systems. However, they should be holistically employed to 
triumph over the security chinks in the FileStamp’s armor. 
 



CoreGRID FP6-004265 

CoreGRID –Network of Excellence 

7

Javier Bustos-Jiménez, Denis Caromel, Mario Leyton, José Piquer 
Coupling Contracts for Deployment on Alien Grids 
We propose coupling based on contracts as a mechanism to address the problem of exchanging information 
between parties that require information to work together. Specifically, we show how our approach can be used 
to couple the deployment of an application with a Grid infrastructure deployment descriptor using ProActive. To 
achieve this, we identify the properties related with information exchange between parties, and we group the 
properties of interest into typed clauses. We then propose that interfaces can be built using shared typed clauses. 
If the interfaces between parties are compatible, the coupling of the interfaces can yield a coupling contract. The 
clauses belonging to the contract represent what information can be shared between the parties, and the type of 
the clause specifies how this information will be shared. Finally, we show how the deployment of applications 
on the Grid can benefit from the proposed approach. Unfamiliar applications can couple with deployment 
descriptors to deploy on alien Grids, without modifying or inspecting either of them. 
 
Session 3 
 
Nadia Ranaldo, Eugenio Zimeo 
A Transparent Framework for Hierarchical Master-Slave Grid Computing 
The use of Grid computing to easily and efficiently execute data and compute-intensive applications strongly 
depends on new software development approaches able to separate application-domain aspects from non-
functional ones, such as task mapping and deployment. In this paper, we present an objectoriented framework 
that is able to transparently transform non-distributed programs into hierarchical master-slave ones, and to map 
and schedule them onto a Grid computing system. Moreover, the framework is able to leverage services 
delivered by the underlying middleware platform, such as resource management and communication, to satisfy 
user requirements. The paper presents the framework architecture, a reflection-based implementation and its 
evaluation atop of a hierarchical Grid middleware. 
 
Sébastien Noel, Olivier Delannoy, Nahid Emad, Pierre Manneback, Serge Petiton 
A multi-level scheduler for the Grid computing YML framework 
This paper presents the integration of a multi-level scheduler in the YML architecture. It demonstrates the 
advantages of this architecture based on a component model and why it is well suited to develop parallel 
applications for Grids. Then, the multi-level scheduler under development for this framework is presented. 
 
Michal Jankowski, Pawel Wolniewicz, Jiri Denemark, Norbert Meyer, Ludek Matyska 
Virtual Environments - Framework for Virtualized Resource Access in the Grid 
To assure secure access to any computer resources one must provide an adequate level of authentication, 
authorization, job isolation, and possibility of auditing user actions. In the Grid environment that comprises a 
large number of users and resources in different administrative domains, these features are challenging. Grid 
economy and accounting related to it are becoming more and more important in an emerging aspect of Grid 
commercialization. Also, the requirements of the users and administrators are becoming more and more 
sophisticated: checkpointing and migration of jobs, detailed software requirements, quality of service, 
collaborative work, and load balancing, to name a few. Virtualization techniques, nowadays more and more 
matured and advanced, seem to help solving the above-mentioned problems. In the present paper we discuss 
some of these techniques as well as existing solutions and then propose a framework for Virtual Environments. 
The framework focuses on resource access control, but the benefits of virtualization are wider. 
 
Attila Kertész, Péter Kacsuk 
Grid Meta-Broker Architecture: Towards an Interoperable Grid Resource Brokering Service 
Grid computing has gone through some generations and as a result only a few widely used middleware 
architectures remain. Using the tools of that middleware different resource brokers have been developed to 
automate job submission over different Grids. As Grid resources were grouped to Virtual Organizations, users 
seem to become isolated by these groups. Enhancing interoperability among these VOs and Grids will be the 
main issue of future generation Grids. This paper describes a meta-brokering architecture that shows how to 
enable the interoperability of various Grids through their own resource brokers. 
 
Session 4 
 
Graeme Kerr 
Data Management in Distributed Environments 
Challenges behind Grid implementations in commercial and scientific environment may often differ. But Oracle 
successfully developed Grid solutions for its R&D/Scientific and Commercial customers over the last years 
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addressing data management in distributed environments depending on requirements and needs. The talk will 
cover Oracle's approach to data management at large in such environments and illustrate some examples from 
both worlds. 
 
Pasquale Cozza, Carlo Mastroianni, Domenico Talia, Ian Taylor 
A Super-Peer Protocol for Multiple Job Submission on a Grid 
Submission of multiple jobs in a distributed and heterogeneous environment is required by applications that rely 
on the “public-resource computing” paradigm. We present here a scientific scenario for the analysis of 
astronomical data, where some nodes are responsible for maintaining and advertising job description files and 
other so called worker nodes, are dispersed over the Grid to execute the jobs. Job assignment is performed 
through a mechanism that matches adverts, containing job descriptions, with job queries that are sent by 
available workers across the Grid exploiting an underlying super-peer topology. With an analogous mechanism, 
a worker locates the input data file needed to run a job and downloads it from a data center node. This paper 
presents a super-peer protocol for the submission of a very large number of jobs on a Grid environment. The 
super-peer architecture enables the replication of data files on multiple data centers, which helps reducing the 
processing load and speed up the application. A simulation analysis has been performed to evaluate the impact of 
application and network parameters on performance results 
 
Nabil Abdennadher, Regis Boesch 
A Scheduling Algorithm for High Performance Peer-To-Peer Platforms 
This paper describes a scheduling algorithm used to execute parallel and distributed applications on a Global 
Computing (GC) environment, called XtremWeb-CH (XWCH). XWCH is an improved version of a GC tool 
called XtremWeb (XW). XWCH is an enrichment of XW allowing it to match P2P concepts: distributed 
scheduling, distributed communication and development of symmetrical models. The scheduling algorithm takes 
into account the heterogeneity and volatility of nodes. This paper illustrates the performance of XWCH in a real 
CPU time consuming application. 
 
Session 5 
 
Attila Kertész, Gergely Sipos, Péter Kacsuk 
Brokering Multi-Grid Workflows in the P-GRADE Portal 
Grid computing has gone through some generations and as a result only a few widely used middleware 
architectures remain. The Globus Toolkit is the most widespread middleware in most of the current production 
Grid systems, but the LCG-2 middleware dominates in Europe. The paper describes a brokering solution that 
enables the interoperability of various Globus and LCG-2 based Grids during the execution of workflow 
applications, and supports users to utilize computing and storage resources from multiple production Grids by a 
single application. The development and execution of such applications can be managed by a Web-based Grid 
portal called P-GRADE Portal, and the brokering of the workflows is carried out by its integrated GTbroker and 
LCG-2 broker component. 
 
A. Amar, A. Bouteiller, A. Chis, P.K. Chouhan, Y. Caniou, E. Caron, H. Dail, B. Depardon, F. Desprez, J.-S. 
Gay, A. Su, G. Le Mahec 
DIET: New Developments and Recent Results 
Among existing Grid middleware approaches, one simple, powerful, and flexible approach consists of using 
servers available in different administrative domains through the classic client-server or Remote Procedure Call 
(RPC) paradigm. Network Enabled Servers (NES) implement this model also called GridRPC. Clients submit 
computation requests to a scheduler whose goal is to find a server available on the Grid. The aim of this paper is 
to give an overview of an NES middleware developed in the GRAAL team called DIET and to describe recent 
developments. DIET (Distributed Interactive Engineering Toolbox) is a hierarchical set of components used for 
the development of applications based on computational servers on the Grid. 
 
Massimo Coppola, Marco Danelutto, Nicola Tonellotto, Marco Vanneschi, Corrado Zoccolo 
Execution Support of High Performance Heterogeneous Component-Based Applications on the Grid 
Application deployment is becoming an increasingly hard task, as complex, component-based Grid applications 
have to be deployed on heterogeneous and dynamic Grids, interfacing to several different component 
frameworks and Grid middlewares. We describe the architecture of the Grid Execution Agent (GEA), the 
deployment and resource brokering tool of the Grid.it project. GEA has been designed to ease the deployment of 
complex Grid applications written in a high-level, structured way. To easily handle different component models 
over heterogeneous Grid resources, the GEA design exploits multiple levels of abstraction. Our approach allows 
consistent translation of the high-level requirements from heterogeneous, multi-component applications, to low-
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level operations over different middlewares. GEA architecture provides a unified interface with services to locate 
resources, devise initial mapping, and instantiate applications, and it is extensible to new component models. It 
supports dynamically reconfiguring, self-adapting applications by allowing execution-time resource allocation 
changes. 
 
Wei Xing, Marios D. Dikaiakos, Rizos Sakellariou 
Towards a Grid Information Knowledge Base 
In this paper, we present our work on building a Grid information knowledge base, which is a key component of 
a semantic Grid information system. A CoreGrid Ontology (CGO) is developed for building a Grid knowledge 
base; and the SPARQL query language is adopted to query the knowledge base.  
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Architecture of a Network Monitoring Element

Augusto Ciuffoletti1 and Michalis Polychronakis2

1 CNAF-INFN, Bologna, Italy
2 FORTH-ICS, Heraklio, Greece

Abstract. A Network Monitoring system is a vital component of a Grid;
however, its scalability is a challenge. We propose a network monitoring
approach that combines passive monitoring, a domain oriented overlay
network, and an attitude for demand driven monitoring sessions. In order
to keep into account the demand for extreme scalability, we introduce a
solution for two problems that are inherent to the proposed approach:
security and group membership maintenance.
Keywords: network monitoring, passive network monitoring,
on demand network monitoring, network monitoring element,
scalability issues, security issues

1 Introduction

Monitoring the network infrastructure of a Grid has a vital role in the man-
agement and the utilization of the Grid itself. The Global Grid Forum (GGF)
schema [7], splits this activity into three distinct phases: production, publication,
and utilization of measurements. Here we focus on the production and publi-
cation, with a special concern for scalability: for measurement production we
address the usage of passive network monitoring techniques, while for the pub-
lication activity we adopt a domain-oriented overlay network which reduces the
complexity of the task.

The challenge comes from the fact that a Grid oriented network monitor-
ing should address network routes, not single links, since this is the kind of
information needed to optimize distributed applications. Since each pair of Grid
Services should be individually monitored, this makes an O(n2) complexity for
many aspects of network monitoring: from the size of the database containing
the results, to the number of pings that probe the system.

We combined a number of ideas in order to limit the complexity of our
solution: i) monitoring shouldn’t address single Grid resources, but pools with
similar connectivity; ii) monitoring tools shouldn’t inject traffic, but observe
existing traffic; iii) monitoring activity should be tailored on application needs.
Only the integration of above ideas can effectively control the problem size, and,
in some sense, the first two open the way for the application of the third one.

We observe that a Grid topology is made of pools of resources reachable
through dedicated ingress points: the accessibility of such pools depends on
ingress points connectivity, and local administration avoids internal bottlenecks.

CoreGRID FP6-004265 11
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Therefore the monitoring topology can be simplified by monitoring Network El-
ements between ingress points of distinct pools.

One Network Monitoring architecture, called GlueDomains [3], has been re-
cently designed and prototyped according to a two levels hierarchical overlay;
the purpose of such experiment was mainly the assessment of a number of design
principles. A Grid-wide deployment of GlueDomains was carried out during the
summer of 2006, as part of the Italian branch of the Large Hadron Collider Com-
puting Grid Project (LCG). Apart from the statistics collected (usual packet loss
and roundtrip time, together with an experimental one way jitter measurement
tool, published through the GridICE Grid Information Service [2]), the most rel-
evant results from the GlueDomains experiment concern the ease of deployment,
as well as the resilience, and stability of the architecture, which were assessed
during a one month trial. GlueDomains is included in the current release of the
Italian branch of LCG.

GlueDomains architecture centers around a number of specialized units host-
ing the agents in charge of monitoring the network. Such agents are able to au-
tonomously (re)configure their activity based on a dynamic description of the
network monitoring topology, available from a relational database. The moni-
toring activity was based on a domain partitioning of Grid resources: the target
of such monitoring is the Network Element, which abstracts the network infras-
tructure in charge of interconnecting two domains.

One relevant lesson learned from GlueDomains experience is the identification
of the role played by the agent that concentrates the network monitoring activity
for a domain. This role corresponds to a new resource in the Grid architecture,
which is mainly dedicated to network monitoring. In the architecture proposed in
this paper we call such agent a Network Monitoring (NM) Element: its activity
is organized into Network Monitoring Sessions.

Another cornerstone concept in our architecture is passive monitoring, which
is non-intrusive by nature. The internal architecture of NM Elements adopts
specific hardware and software solutions to address passive network monitoring.

A third concept that cuts down network monitoring complexity is an applica-
tion driven configuration: this is feasible in a Grid, where applications negotiate
computing resources with resource brokers, which can configure Network Moni-
toring Sessions on the fly, providing adequate credentials to NM Elements. The
relevant conclusion is that, if network monitoring activity is bound to applica-
tions, it will increase linearly with system throughput, not with the square of
system size.

A relevant aspect of an application driven approach is the interface that a
NM Element should offer to the outside. Currently brokers find resource char-
acteristics in the Grid Information System (GIS), automatically collected by
preconfigured network monitoring sessions. This attitude is inappropriate in an
application driven scenario for its limited scalability, and it would be prefer-
able to connect NM Elements to brokers through a publish-subscribe system.
Given that this aspect is still a research topic, we indicate a composite interface,

CoreGRID FP6-004265 12
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which decouples the input, consisting of monitoring requests, from the output,
consisting of observation records.

The scheme described above is based on some knowledge shared by all the
NM Elements, which can be assimilated to a group membership. Such common
knowledge consists of the certificates needed to enforce security, complemented
by the composition of Domains. Such data should be readily accessible by any
Grid component, although the throughput for access operations can be quite
asymmetric: frequent read queries should be performed promptly, while infre-
quent updates can be treated lazily. We address this problem by replicating this
directory on each NM Element, and using an epidemic algorithm in order to
maintain consistency of distinct network views.

2 Inside view of a Network Monitoring Element

The internal structure of a Network Monitoring Element is layered according
to the scheme in Figure 1. The upper layer is in charge of implementing the
interfaces to the outside, offering a Network Monitoring Service.

(proxy)

Network
Monitoring
Database Sensor

Monitoring
Network

Service
Monitoring
Network User Interface

GIS Interface

Information
Grid

Service

Network Monitoring Element

Certification
Authority

User
Application

Network Monitoring Element

Fig. 1. Interfaces between the NM Element and other Grid components.

The NM Service offers three distinct interfaces: one for user applications
(resource brokers included), another for the Grid Information Service (GIS),
and one that interacts with the Certification Authority. The User Application
Interface allows the submission of a request for a specific monitoring session:
the NM Service checks broker credentials and verifies local resources availability
before accepting a request. In response, the broker receives an acknowledgement.
The User Application Interface also provides users with access to the Network
Monitoring database. The GIS interface allows the publication of observations
coming from network monitoring sessions. We do not explore the architecture of
the GIS in this paper, but we note that it should enforce certain access limits:
for instance, the results of an on demand network monitoring activity should be
visible, as a general rule, only to trusted users. The GIS should be informed of
such limited access by the NM service which received the request.

CoreGRID FP6-004265 13
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The lower layer is composed of two distinct modules that do not interact with
each other. The Network Monitoring Sensor supports monitoring sessions: the
implementation of sessions is delegated to specialized modules that take their
configuration from the upper layer. The results of the monitoring activity are
delivered to the NM Service via dedicated one-way streams from the specific
session to the upper layer. We distinguish between preconfigured and on demand
sessions: the former are configured directly by the NM Service module using
the Grid topology described by the Network Monitoring Database, while the
latter are configured by an outside user application, through the NM Service.
The Network Monitoring Database describes the domain partition of the Grid, as
well as its components: for each element in the Grid (NM elements, Computing,
Storage etc.), the database holds a certificate (which contains a reference to a
domain) for the element, together with other relevant attributes.

2.1 The Passive Network Monitoring Component

The NM Sensor receives measurement requests from the NM Service: its interface
is summarized in Table 1, and Figure 2 describes its internal architecture.

The NM Service creates a new measurement session by sending a create
request, which specifies the type of the measurement and any measurement-
specific parameters, and returns a measurement identifier (mid). The creation of
a new measurement session does not imply that the measurement will immedi-
ately begin upon the receipt of the create request; this allows the NM Service to
activate or deactivate the measurement, also depending on resources availability
and timing requirements.

The measurements are carried out using specialized modules implemented on
top of MAPI [18], an API for building passive network monitoring applications.3

The basis of MAPI is the network flow abstraction, which is generally defined
as a sequence of packets that satisfy a given set of conditions. These conditions
range from simple header-based filters, to sophisticated protocol analysis and
content inspection functions.

The back-end of the NM Sensor consists of the basic components of MAPI,
namely the monitoring daemon mapid and the communication agent commd.
Packets are captured and processed by mapid: a user-level process with exclu-
sive access to the captured packets [18]. The monitoring modules are built as
separate applications on top of MAPI. MAPI internally handles all the commu-
nication between the modules and the monitoring daemon, making it completely
transparent.

The computed results of a measurement are pushed back to the NM Service
either on-the-fly, or upon the end of the measurement: the desired behavior is
passed in the create request.

In the rest of this section we describe the operation of the modules collecting
some relevant network metrics.

3 MAPI is available at http://mapi.uninett.no
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Function Parameter Description

create Type Measurement type: traffic load, packet loss, or RTT

Arguments Measurement-specific parameters

Return value Measurement session identifier (mid) or error type

start Identifier The mid of the session to be started

Return value Acknowledgement or error type

stop Identifier The mid of the session to be stopped

Return value Acknowledgement or error type

close Identifier The mid of the session to be terminated

Return value Acknowledgement or error type

Table 1. API of the NM Sensor.

Monitoring
Interface

Captured Packets

Monitoring
Agent (mapid)

Communication
Agent (commd)

I/O Bus

NMS

Traffic Load
Module

MAPI stub

Packet Loss
Module

MAPI stub

RTT
Module

MAPI stub

Fig. 2. The architecture of the Network Monitoring Sensor.

The Network Traffic Load module provides traffic throughput metrics of vary-
ing levels of granularity by passively measuring the number of bytes transferred
through the monitored link. Besides aggregate throughput, fine-grained per-flow
measurements are available for observing the throughput achieved by specific
applications or hosts. MAPI supports generic BPF filters [14], as well as more
fine-grained filtering using pattern matching in the packet payloads through
string searching or regular expressions.

An estimation of the Packet Loss Ratio between two domains is measured
by two cooperating observation points, which keep track of packets of specific
flows that do not reach the destination within a timeout period. The packet loss
module needs traffic information from both ends. This is achieved by creating a
network flow in the local sensor, which keeps track of the outgoing packets with a
destination IP address that belongs to the remote domain, and a second network
flow at the destination domain, specified by the dstdomain parameter. The NM
Element of the other domain is instructed to create a second network flow, which
keeps track of the incoming packets with a source IP address that belongs to
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the local domain. The packet loss ratio is then estimated by correlating the data
from the two network flows.

The Round-Trip Time is estimated using the time difference between the SYN
and ACK packets exchanged during the lifetime of existing TCP connections [12].
Each request specifies the destination domain for the end-to-end RTT measure-
ment using the dstdomain parameter. The module then creates a network flow
that captures the SYN and ACK packets of existing TCP connections between the
two domains, in the unidirectional flow from the local to the remote domain.
RTT is estimated from the time interval between the last-SYN and the first-ACK
that is sent from the local to the remote domain. The accuracy of the measure-
ment increases with its duration, since a longer duration allows for more TCP
connections to be tracked, which gives a better RTT estimation.

2.2 Outline of a secure group membership scheme

Security issues impose the use of certificates in order to identify the source
of configuration inputs to NM elements: this can be assimilated to the secure
management of a membership. An efficient and scalable certificates distribution
scheme is required [19], conceptually based on the NM Database, where cer-
tificates are stored. Access to this database must be secure and scalable, and
characterized by a small read access latency, a non bursty network overhead,
and a predictable write access latency.

In order to implement such characteristics, the database is replicated: an
(almost) complete replica of the whole database is kept at each NM Element.
The broadcast of update operations is performed using a number of circulating
tokens, each containing a stack of recently issued updates. The number of tokens
circulating in the system is tuned automatically, based on a feedback mechanism
that enables each NM Database Proxy to inject (or remove) a token when needed.

The peer-to-peer protocol used for token circulation is made secure using the
same certificates that are stored in the database itself: upon receiving a token
from a neighbor, the NM Database Proxy authenticates it using the public key of
the sender retrieved from the local database. In the exceptional case that peer’s
certificate is not present in the local database, a copy is downloaded from the
neighbor.

The protocol is resilient to network and host failures, since it does not follow
a preplanned path (or overlay network): tokens wander randomly in the system.
Although mostly based on random decisions, the protocol promises an excellent
stability and predictability: this conclusion is justified by simulation results re-
ported in [5]. The load is evenly distributed in time and space, while the update
latency remains constant.

The interface offered by this module to the upper layer consists of the op-
erations outlined in Table 2, and extends the use of the DB to the storage of
rather static characteristics of the Network Monitoring topology (like domain
partitioning): the select function returns the desired data, while the update
returns an acknowledgement. They take as parameters an SQL-like query and
the id of the Element for which the NM Service issues the request.
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Function Parameter Description

select SQL select query The SQL-like query that returns the desired data

Submitter The id of the Element which submitted the query

Return value A data structure containing selected data

update SQL update query The SQL-like query that modifies the database

Submitter The id of the Element which submitted the query

Return value A data structure containing the query id

check Query id The id of the query

Return value A data structure containing the status of the query

Table 2. API of the NM Database Module.

While the select function is clearly synchronous, the update function is
not: the acknowledgement reflects the fact that the request has been success-
fully queued, not necessarily performed. In order to check the (likely) completion
of a requested update, the interface offers the check function, which takes as
parameter the update id returned as an acknowledgement, and returns the cur-
rent status of the update request, derived from the internal queue. The returned
status contains a prediction of the completion time.

3 Related work

The network monitoring management has been addressed by a number authors:
solutions are differentiated in the way they cope with scalability and security.

NWS [22] is the ancestor of network monitoring services, and it shares the
same building blocks with the architecture introduced in this paper: sensors and
a directory for available monitoring functions. However, NWS did not consider
at all scalability and security issues. Therefore, despite its importance as a proof
of concept, its applicability is limited to small, protected networks.

TopoMon [9] can be regarded as an evolution of NWS, in a direction which
is somewhat complementary to the approach followed in our work. In fact,
TopoMon extends NWS with tools and support for managing link level topology,
a knowledge we explicitly exclude from our interests. Although we understand
that this information is relevant (for instance, in view of a reservation service
that cannot ignore the existence of shared links when allocating end to end
communication resources), we prefer to explore scalability and security issues,
which are not addressed by TopoMon, instead of insisting on tools for exploring
communication infrastructure.

The JAMM [20] sensor management system has been implemented at
LBNL for purposes which are close to ours, and is able to configure sensors
upon request from applications. An LDAP based directory service keeps records
of available sensors, and data from sensors flow to the user applications through
specialized gateways. The authors suggest to use encrypted communication in
order to ensure security.

The architecture we present in this paper addresses security and scalability
aspects in a different way. In JAMM, gateways are used to decouple producers
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from users, in order to limit the fan out from the sensors. Our model is character-
ized by a more composite approach to scalability: a support for domain partition
is provided, which limits the size of the problem, directory management is ad-
dressed with explicit reference to its complexity, passive monitoring is explicitly
supported to contain communication footprint, and finally the solution of the
fan out problem is delegated to a GIS, without introducing a new solution to a
problem that must be necessarily solved elsewhere.

An interesting approach to the problem of retrieving monitoring data is of-
fered by Gigascope [8], a stream oriented database for storing captured network
data in a central repository for further analysis using an SQL-like query language.

A large scale project that focuses on a scalable, secure monitoring infras-
tructure is NIMI [1]. The architecture introduced in this paper shares several
aspects with such large scale prototype: mainly, the strict separation of concerns
regarding making measurements, requesting measurements, analyzing results,
configuring probes is reflected in the internal structure of our NME. In our
architecture, which is at the design stage, we introduce a decentralized global
view of the overall network monitoring system, which serves as a support also
to service discovery. Such aspect is not covered by NIMI, which bases the local
knowledge of each probe on the information received by Configuration Point of
Contacts, without introducing any form of coordination between them.

We employ passive monitoring as a technology that fits our scalability re-
quirements: likewise, this approach is a cornerstone of the CoMo project [11].
One purpose of this project is to allow users to query network data gathered
from multiple administrative domains in a secure and reliable way, without in-
terfering with resource availability. The white paper which is available does not
address the organization of a registry of available sensors, which is needed to
address a large, domain structured network.

Sprint’s passive monitoring system [10] also collects data from different mon-
itoring points into a central repository for analysis. The authors observe that
the amount of data collected becomes rapidly unmanageable: in our design, this
drawback is resolved with the introduction of a domain oriented overlay network,
and by offering an interface for on demand monitoring.

Arlos et al. [6] propose a distributed passive measurement infrastructure that
supports various monitoring equipment within the same administrative domain.

An approach that makes use of passive monitoring is often based on packet
analysis libraries, which extract the desired pieces of information from the mon-
itored traffic. The most widely used library for this purpose is libpcap [16],
which provides a portable API for user-level packet capture. The libpcap inter-
face supports a filtering mechanism based on the BSD Packet Filter [15], which
allows for selective packet capture based on packet header fields. CoralReef pro-
vides a set of tools and supports functions for capturing and analyzing network
traces [13]. Nprobe [17] is a monitoring tool for network protocol analysis. It
is based on commodity hardware, and speeds up network monitoring tasks using
filters implemented in a programmable network interface.
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The passive monitoring components of our system are based on MAPI [18],
which shares some functionality with the above monitoring systems, but at the
same time provides a more expressive programming interface with significantly
extended functionality and, in many cases, increased monitoring performance.
Additionally, the distributed version of MAPI [21] enables distributed network
monitoring applications through a flexible interface that allows the manipulation
of many remote monitoring sensors from a single application.

The overall approach described in this paper is derived from the GlueDo-
mains [4] prototype, which has been successfully deployed and used in the Grid
infrastructure of the Italian National Nuclear Physics Institute (INFN). How-
ever, the existence of a centralized repository for configuration data, together
with an extended use of active monitoring techniques, limits the scalability of
the GlueDomains prototype to approximately 50 domains, which is reasonable
only for a small-scale grid.

4 Conclusions

In this paper we outline the internal architecture and the interface of a net-
work monitoring service, specifically addressing security and scalability issues.
The basic building block is the Network Monitoring Element, a specialized Grid
component. A Grid contains several instances of this component, which is respon-
sible for monitoring Network Elements between Network Monitoring Domains.
A Network Monitoring Element carries out its monitoring activity using passive
monitoring, virtually without network overhead. Its activity is described by a
number of Network Monitoring Sessions. We exclude manual intervention for
its configuration, which should be carried out automatically, either using pre-
configured sessions, or preferably according to requests from resource brokers.
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1 Introduction

As the volume of digital data increases, scalable storage systems provide a means of
consolidating all storage in a single system to improve cost-efficiency (Figure 1a). For
this reason, storage system architectures are undergoing a transition from directly- to
network-attached. This new architecture offers potential for flexible configuration of
storage systems to better match application needs and thus improve their performance.
This is an important concern because distinct application domains have very diverse
storage requirements; Scientific computation, data mining, e-mail serving, e-commerce,
search engines, operating system (OS) image serving or data archival impose different
tradeoffs in terms of I/O throughput, latency, reliability, capacity, high-availability, se-
curity, data sharing and consistency.

Violin [3] is a kernel-level framework for building and combining virtualization
functions at the block level. Violin targets commodity storage nodes and replaces the
current block-level I/O stack with an improved I/O hierarchy that allows for (i) easy
extension of the storage hierarchy with new mechanisms and (ii) flexible combining of
these mechanisms to create modular hierarchies with rich semantics. As an example,
Figure 1b shows a virtual hierarchy that provides a private virtual disk to each of many
virtual machines running on a single system [4]. This system uses partitioning, version-
ing, and content addressable storage layers to provide the illusion of private disks on
top of the same physical storage. More scenarios of advanced virtualization semantics
are discussed in [4].

We proposed Conductor [2], a rule-based expert system that is aimed at providing
support for configuring and maintaining virtual storage hierarchies in scalable storage
systems, such as Violin. Currently, this task relies entirely or mostly on the expertise
and intuition of human system administrators. Moreover, most configuration activities
are usually complex, not exact, and thus, hard to formalize. Conceptually, Conductor
maintains a knowledge base about the storage system as facts, e.g. devices, properties,
measured values, structures, and expertise expressed as rules, e.g. how the characteris-
tics of a disk are changed if striped or what are the symptoms of a faulty disk. Based
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Fig. 1. Generic networked storage organization (a) and example virtual hierarchy to consolidate
storage for virtual machines.

on the facts and rules Conductor will be able to infer new information that may indicate
symptoms of problems or may trigger corrective reconfiguration actions.

Storage requirements of applications can be divided in two categories: (a) Statically
satisfiable requirements, such as capacity, archival capability, fault tolerance level, en-
cryption, and compression. (b) Dynamically satisfiable requirements that refer mostly
to performance characteristics, such as throughput and response time, albeit, some static
requirements may also change over time for a given application.

In its current status, as presented in our previous work [2], Conductor is able to deal
with static (initial) system configuration. The focus of the work so far has been to sug-
gest optimal configurations that fully satisfy functional (static) requirements, but only
approximate performance (dynamic) requirements based on estimated performance val-
ues for system components. The performance of a storage element depends both on its
physical characteristics as well as the specific application workload. The latter is usually
only approximately known at system configuration time. Therefore, initial (static) sys-
tem configuration usually relies on estimated values for dynamic (performance) charac-
teristics. This is also what happens in Conductor; For instance, when a system needs to
provide a virtual volume that offers a certain level of I/O throughput, Conductor relies
on estimated values for the throughput of physical devices and heuristics to estimate
the throughput of the final virtual device. In essence, Conductor currently addresses
two challenges:

– It captures human expertise in the form of rules of a production system. They rep-
resent “rules of thumb” that a human administrator would follow, e.g. “to achieve
a certain level of throughput stripe a virtual volume over a number of devices”.
However, to grasp real human expertise and introduce sophisticated rules beyond
elementary ones currently implemented, this aspect of Conductor needs to be fur-
ther investigated.
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– It reduces the complexity of searching the configuration space. In this direction,
Conductor uses heuristics and tries to reduce search complexity without compro-
mising the quality of the generated solutions significantly.

In this paper, we focus on how to augment Conductor in order to satisfy dynamic
requirements, as both workload and system characteristics evolve over time.

Satisfying dynamic requirements requires continuous monitoring of a storage sys-
tem to detect whether certain goals are being violated. Monitoring is system specific
and is usually possible by instrumenting the I/O path at user- or kernel-level. Monitored
data are inserted into Conductor’s knowledge base in form of facts and subsequently
Conductor is able to detect if certain (dynamic) requirements are not met by simply
comparing the monitored information to the original specifications; For instance, if
throughput of a specific volume drops below a minimum threshold during high traf-
fic conditions, this may imply that the system is not able to satisfy application requests
at the agreed rate. Whenever Conductor detects a discrepancy from the original speci-
fication it triggers corrective actions that will reconfigure the system. Now, we discuss
two main alternative approaches to dynamic reconfiguration: (a) global dynamic recon-
figuration and (b) directed dynamic reconfiguration.

2 Global reconfiguration

One approach to deal with dynamic features is to trigger a full system reconfiguration
when problems are detected. This procedure resembles static configuration: a new vir-
tual hierarchy is built from scratch, however, using actual, measured values as opposed
to the estimated values used in static system configuration. For instance, if throughput
to a specific physical disk is measured to be half of the estimated throughput, then this
measured value may lead to more realistic configuration. This scheme can be further
refined by establishing certain statistical properties of measured values or relationships
between them. As an example it may be projected that encrypted volumes have x per-
cent higher latency where x is established from actual measurements. Hence, not only
can measured values replace estimated ones, but also actual experience can refine the
way configuration is realized by updating the knowledge base in Conductor. In this
sense, measured values also serve as refinements to the existing experience over a longer
period; certain trends, relationships between performance and workload, further details
of projecting the performance can be established and incorporated into both static and
dynamic (re)configuration.

Global reconfiguration is a natural extension of static configuration and re-uses ex-
isting mechanisms in Conductor. While initial configuration may not meet performance
requirements due to the use of estimated values for performance characteristics, re-
configuration of the system using feedback from the actual system can narrow the gap
between required and achieved values. However, this approach has several potential
disadvantages.

A main issue is the overhead that a global reconfiguration incurs. Our previous
work [2] shows that this is an extensive process. First, configuration itself is an exhaus-
tive search and even though various search strategies have been investigated to reduce
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complexity by several orders of magnitude, it may still exhibit an exponential behavior.
Moreover, reconfiguration affects the entire storage hierarchy independently of the type
or focus of the problem, which may not scale in large storage systems. Finally, another
potential weakness of global reconfiguration is that although it uses more realistic actual
performance values, it omits workload information. Workload behavior may depend on
the structure of the hierarchy itself. Thus, rebuilding the full hierarchy from scratch may
result in different workload behavior and, as a consequence, reduce the usefulness of
the measured values.

3 Directed reconfiguration

Instead of triggering a global system reconfiguration, an alternative approach is to first
detect the type of performance problem as accurately as possible as well as the location
where it occurs in a storage hierarchy and then solve it by directed, local reconfigu-
ration. This, less intrusive approach requires detecting the origins of discrepancies in
dynamic characteristics. Today, this diagnostic procedure is the task of experienced hu-
man operators that understand both application requirements as well as symptoms of
specific performance problems. Automating this procedure is essential for improving
the cost-efficiency of large scale storage systems.

Directed reconfiguration relies on the inference mechanism of production systems [5]
that is especially appropriate for diagnostic purposes. If the expertise of a human op-
erator is expressed as rules in the production system, then measured facts (monitored
values) about system components can be used to infer (diagnose) the location of a prob-
lem.

The location where a problem is first detected is not necessarily the origin of the
problem. For this reason, diagnosis involves multiple, recursive steps, where inferred
information at each step may lead to further decomposing the system to simpler com-
ponents. For instance, if the bandwidth of a volume is less than expected, diagnosis
needs to examine which of the constituent virtual or physical devices of the volume
may be responsible. This recursive procedure, essentially follows the structure of vir-
tual volumes, as they are composed out of (possibly multiple layers of) physical devices,
storage nodes, and network paths. When a problem is localized with diagnosis, the ac-
tions that will be taken by directed reconfiguration represent another form of human
expertise and are empirical, inexact, and hard to formalize.

Directed reconfiguration may lead to better decisions compared to global reconfig-
uration, since diagnosis tries to preserve as much as possible the existing structure. This
allows for selecting the most promising reconfiguration actions in a given situation and
can lead to better configurations in fewer steps, avoiding a costly (and potentially more
disruptive) global reconfiguration that has to try a plethora of possibilities. For exam-
ple, if there is an indication that 10% more bandwidth is required in a virtual volume,
directed reconfiguration may suggest immediately an upgrade of the volume from 2-
to 3-way striping, instead of trying all possible configurations using measured perfor-
mance values.

The main drawback of directed reconfiguration is that in several cases it may not
be easy to find the exact scope and cause of a problem. Even human system adminis-
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trators sometimes can do little more than an intelligent guess – this type of experience
can hardly be formalized. It is thus likely that only a subset of the potential problems
and their symptoms will be formalized as rules. Nevertheless, we anticipate that signifi-
cant classes of performance problems can be detected by this method and addressed by
efficient system reconfiguration.

4 Related Work

Due to the overall complexity of administering storage systems, the application of ab-
stract control and intelligent methods, have been proposed in recent work. While there
are some similarities with our work in certain details, none of them address the issue of
configuring and maintaining virtual storage hierarchies.

Polus [7] aims at mapping high level QoS goals to low level storage actions by in-
troducing learning and reasoning capabilities. The system starts with a basic knowledge
of a system administrator expressed as “rules of thumb” and it can establish quantita-
tive relationships between actions taken and their observed effects to performance by
monitoring and learning.

Ergastulum [1] is aimed at supporting the configuration of storage systems with
reducing the search complexity of possible design decisions by utilizing heuristics with
randomization and backtracking.

A novel approach presented in [6] tries to predict the effect of certain actions and
helps with making decisions at data distribution. It establishes a set of What... if... state-
ments where the hypothetical effect (what part) of a certain circumstance (if part) is
stored. These relations are obtained by statistical, analytical or simulation methods.

5 Conclusions

Our goal in this work is to examine how we can extend the existing static features of
Conductor [2] to automatically configure large scale storage systems so that they satisfy
application requirements for dynamic system characteristics. We introduce two poten-
tial approaches: The first, global reconfiguration, is a direct extension of Conductor and
can be implemented in a straightforward manner. The second one, directed reconfigu-
ration aims at capturing further human expertise when managing large storage systems.
One of the main challenges here is introducing appropriate diagnostic rules in the pro-
duction system.

Global and directed reconfiguration can also be seen as complementary to each
other: Global reconfiguration uses measured data but omits structural information. Its
effect is global and it is most useful when problematic spots cannot be identified ei-
ther because they are related to the entire structure with no specific focus or appear too
frequently or simply cannot be diagnosed. On the other hand, directed reconfiguration
takes into account measured data and structural information and tries to locate the prob-
lematic spot and the possible causes as precisely as possible. It is more appropriate for
“local” problems in the system structure, such as performance hot-spots.

Finally, we are currently implementing the two approaches. This requires address-
ing the following challenges: (a) Capturing human expertise in the form of rules for
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diagnosis purposes can happen at various levels of detail. (b) Although detecting a cer-
tain problem is easy, it is hard to decide if action must be taken or if the problem is
temporary, can be tolerated and should thus, be ignored. (c) Improving the management
system by extending the knowledge base gradually with new rules as more experience
is acquired with new applications and new system components. (d) Performing experi-
ments with realistic setups that reflect situations encountered in real life.

Overall, we believe that rule-based expert systems, such as Conductor, tuned to the
needs of storage applications, can offer significant help in managing large scale storage
systems and improving their cost-efficiency.
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Abstract. OGSA-DQP is a Distributed Query Processing system for the
Grid. It uses the OGSA-DAI framework for querying individual databases
and adds on top of it an infrastructure to perform distributed querying
on these databases. OGSA-DQP also enables the invocation of analysis
services, such as Blast, within the query itself, thereby creating a form of
declarative workflow system. DynaSOAr is an infrastructure for dynami-
cally deploying web services over a Grid or a set of networked resources.
The DynaSOAr view of grid computing revolves around the concept of
services, rather than jobs where services are deployed on demand to meet
the changing performance requirements. This paper describes the merging
of these two frameworks to enable a certain amount of dynamic deploy-
ment to take place within distributed query processing.

Key words: Dynamic deployment, Web Service, Grid, distributed query
processing.

1 Introduction

OGSA-DQP[1], [2] is a publicly available service-oriented distributed query proces-
sor for the Grid. It provides distributed query functionality on databases spread
over the Grid using the commonly used service for data access and integration,
OGSA-DAI[3]. OGSA-DQP supports the evaluation of queries expressed in a
declarative fashion over one or more services, including data access services and
external analysis services. It can be seen as complimentary to other service or-
chestration mechanisms, such as workflow languages.

Because the services can be potentially located on computational resources dis-
tributed across the internet, communication costs can play a major role in the
performance of the system. Co-locating the query evaluation service and the
analysis service with the data, even with an on-the-fly deployment may prove to
be potentially beneficial in the long run, especially when frequent, long-running
queries are executed. DynaSOAr[5] is a framework, which enables such dynamic

CoreGRID FP6-004265 27

CoreGRID –Network of Excellence
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deployment of services on available computational nodes. An enhanced version
of OGSA-DQP has been created which incorporates DynaSOAr concepts. This
paper briefly describes the DynaSOAr architecture, and its use within the OGSA-
DQP context. Experimental results and analyses show how DynaSOAr may ben-
efit service-oriented distributed query processing by moving the analysis and
data retrieval code near the actual data.

The paper is organized as follows: Section 2 provides a brief introduction to
the OGSA-DQP concept and functionality. Section 3 describes the DynaSOAr
architecture in brief, followed by the use of DynaSOAr infrastructure within the
OGSA-DQP context in Section 4. The experimental setup, results and analysis
are covered in Section 5. Related works are discussed in Section 6, current and
future directions in Section 7, with conclusions in Section 8.

2 Brief Description of OGSA-DQP

OGSA-DQP is composed of two major services (i) Grid Distributed Query
Service (GDQS) and (ii) Query Evaluation Service (QES). The GDQS is imple-
mented as an extension to the standard OGSA-DAI service, and is deployed as
an OGSA-DAI data service with an exposed data service resource1. The DQP
data service resource thus exposed, supports querying over a set of OGSA-DAI
data services, each wrapping a database on some computational node. It also
supports the invocation of analysis services over the query results. An example
of a typical query, in OQL, supported by OGSA-DQP is as follows:

%print select p.ORF, g.id, calculateEntropy(p.sequence)
from p in protein_sequences, g in goterms, t in protein_goterms
where g.id=t.GOTermIdentifier and p.ORF=t.ORF and
p.ORF like "YBL06%" and g.id like "GO:0000%";

In this example, the query spans over three databases (protein sequence, goterm
and protein goterm) which can be distributed over a large geographical area, and
an analysis service exposed as a Web Service is also invoked on each sequence el-
ement. Based on the schema and WSDL imported from the data and the analysis
services and the resources available to it, a query compiler/optimizer component,
Polar*[6], generates a parallel query plan, which is partitioned into sub-plans.
These sub-plans are distributed to the participating evaluation services each of
which is responsible for evaluating the sub-plan assigned to it and conveying
the result back either to the root partition or other evaluation services. Finally,
1 A data service resource implements the core OGSA-DAI functionality. It accepts

perform documents from data services, parses and validates them, executes the data-
related activities specified within them and constructs response documents. It can
also cache data for retrieval by third-parties (if the data service resource is configured
to support asynchronous data delivery). Data service resources are accessed via data
services.[4]
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the result is collected at the node evaluating the root partition and sent to the
GDQS and hence to the consumer.

3 DynaSOAr Architecture

DynaSOAr is a framework, which provides a generic infrastructure for deploy-
ing web services as and when required, on available nodes. DynaSOAr achieves
this dynamic deployment by processing the incoming consumer request at differ-
ent levels between two different components, namely a DynaSOAr Web Service
Provider and a Host Provider, with a defined interface between them.

– The DynaSOAr Web Service Provider is the entity with which consumers
interact. It advertises the services it can provide, receives SOAP messages
from consumers requesting a service from a particular endpoint associated
with the message, and is responsible for arranging the processing of the re-
quest. The Web Service Provider achieves this by choosing an appropriate
Host Provider and forwarding the message to it with any associated Quality
of Service (QoS) parameters and an added element in the message header
identifying a software repository where the service code can be found in case
a dynamic deployment is required.

– The Host Provider is responsible for controlling the computational resources,
such as a cluster or a grid, on which services can be deployed, and requests
for those services can be processed. It accepts the SOAP messages forwarded
by the Web Service Provider on behalf of the services hosted by it, and sends
back any response generated after processing the request.

When a message reaches the Host Provider, there can be two different interaction
patterns depending on whether or not the requested service is already deployed
on the node -

1. If the service is already deployed on the computational node where the re-
quest is to be processed, then the Host Provider routes the SOAP message
to the service on that node. In Figure 1a, the consumer makes a request
for service S2, which is already deployed on node N1 and N2. Based on the
current information about the system load, the Host Provider routes the
request to the lightly loaded node N2 where the request is processed and
the response is sent back.

2. The second case is where the consumer makes a request for a service, which
is not already deployed on any of the available nodes, such as the request
for service S8 sent by the consumer in Figure 1b. In this case, a decision
is made about the target node where the service is to be deployed and the
message is forwarded to that node. The node downloads the service code
from the software repository, deploys the service dynamically, and processes
the request.
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(a) Routing request to existing
deployment

(b) Request service not already
deployed

Fig. 1. Routing requests in DynaSOAr

It is to be noted that in the scenarios described above, the consumer is not aware
of the resources behind the Web Service Provider or the fact that the service
has been dynamically deployed. They interact with the Web Service Provider by
sending SOAP messages which is the standard way of interacting with a service.

DynaSOAr has two other components to support dynamic deployment, namely
a Registry Service, and the Service Repository.

– The DynaSOAr Registry Service is provided by GRIMOIRES[7], which is
a UDDI-based registry, with added support for storing metadata as RDF
triplets. Whenever the provider of a service decides to make the service
available via DynaSOAr, the service code needs to be uploaded to the service
repository, as a result of which the registry is updated with the information.
The service is added to the registry without any concrete accessPoints (in
UDDI terms), but a reference to the Service Repository web service is added
to it. Every time a service is deployed on any of the available nodes, the
entry of that service in the registry is updated with the actual endpoint.

– The Service Repository manages the upload or download of the service code.
The Host Providers communicate with this service while downloading the
service code for a service to be deployed.

The description so far consisted of a single Host Provider. However, in reality,
several Host Providers may be available to one Web Service Provider. It might be
advantageous to make a selection between the available Host Providers based on
certain parameters, such as cost, dependability, QoS, security. To facilitate this,
another component, the broker, with the same interface as the Host Provider,
has been introduced in the architecture to make such decisions. The broker has
the knowledge about one or more Host Providers, and is able to make the deci-
sions based on the characteristics of the available Host Providers and the QoS or
security requirements requested by the consumer. Figure 2 describes the generic
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architecture of DynaSOAr with all its components.

Fig. 2. Generic DynaSOAr Architecture

DynaSOAr is a generic framework allowing the structure to grow dynamically to
any level or depth. There can be any number of brokers and any number of Host
Providers, thereby creating the space for a Web Service Market Place, where
the brokers can choose between all available providers meeting the consumer
requirements to process the requests.

The generic architecture of DynaSOAr does not restrict the dynamic deploy-
ment functionality to web services alone. As described in [5], DynaSOAr enables
the dynamic deployment of virtual machines like VMWare[8] and Microsoft Vir-
tual PC[9] and also .NET services and stored procedures over SQLServer.

4 Dynamic OGSA-DQP

The features of OGSA-DQP and the requirements for distributed query process-
ing make it a prime candidate for the use of the DynaSOAr infrastructure. Usage
scenarios in OGSA-DQP, which can benefit from the DynaSOAr features, include
the following -

1. Frequent and long-running queries can benefit from the on-the-fly deploy-
ment of an analysis service such that it is co-located with relevant data.

2. A new database wrapped by the OGSA-DAI data service can be deployed
to enable the GDQS to serve queries involving the new database.
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3. An increased degree of parallelism can be obtained by deploying multiple
copies of the analysis service on multiple nodes.

4. Increased performance for a database scan can be enabled by deploying vir-
tual machines containing a copy of the database.

5. Even though the deployment of virtual machines is costly in terms of time
required, in the case of frequent and long-running use of the database present
in the virtual machine or the service deployed in it, the initial deployment
cost can be outweighed by the benefits.

6. Polar* performs some basic optimization based on the information available
to it. But this optimization can be enhanced by considering the dynamic
deployment scenario, where the scheduler should be able to schedule deploy-
ment of new evaluation or analysis services on new computational nodes if
it finds the existing deployments to be heavily loaded.

4.1 Implementation

As a proof of concept the publicly available OGSA-DQP has been modified to
incorporate the DynaSOAr features into it. In the DynaSOAr-enabled OGSA-
DQP, the primary requirement is to create a structure similar to the Web Service
Provider - Host Provider structure of DynaSOAr. The Grid Distributed Query
Service (GDQS) corresponds to the Web Service Provider, which advertises it-
self as capable of providing distributed query processing functionality over a set
of databases exposed as OGSA-DAI data service resources, and a set of analysis
services, either provided by a remote provider, or by the GDQS itself. In the
latter case, the analysis service may not be deployed on any node available to
the GDQS, but the Service Repository stores the service code, and the registry
contains information about this potentially available service.

As in case of the public OGSA-DQP, a DQP data service resource must be cre-
ated from the deployed GDQS factory data service resource when initializing the
service. In the second initialization step, this data service resource imports the
schema of the databases exposed by OGSA-DAI and the WSDL of the analysis
service. During this second phase, the GDQS in the dynamic version of OGSA-
DQP tries to co-locate the evaluation services with the OGSA-DAI-wrapped
databases by dynamically deploying the Query Evaluation Service, which is a
standard web service, onto the nodes where the data resides. If an analysis service
advertised by the GDQS is added to the DQP data service resource configura-
tion, the GDQS using the DynaSOAr framework deploys the service on a suitable
computational node. Once these new services are deployed, the schema and the
WSDL are imported from them in the same way as in case of the standard
OGSA-DQP. The complete deployment process is shown in Figure 3.
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As the new services are deployed, the registry is updated with the correspond-
ing information, so that another data service resource for the same GDQS will
be able to reap the benefit of the previous deployment by re-using the already
deployed services. This is the point where the advantages of DynaSOAr over
currently available job-based grid systems become apparent. The services de-
ployed using DynaSOAr will be accessible until they are explicitly removed from
the server, or the server becomes unavailable, compared to the jobs, which do
not persist beyond a single execution. Thus we can achieve a “deploy once, use
many times” philosophy with DynaSOAr, which has a positive effect on the
performance of the distributed queries as shall be seen in the analysis of the
experimental results.

Fig. 3. DynaSOAr enabled OGSA-DQP

5 Experiment

5.1 Setup

To analyze the performance of the Dynamic OGSA-DQP system, several exper-
iments have been performed and the results analyzed. The initial experiments
primarily concentrated on the dynamic deployment of the analysis services and
the impact made by this on the performance of the distributed query process-
ing activities. The DynaSOAr framework was setup on a set of Linux machines
within the Newcastle University GIGA cluster - each of them being a four-
processor Intelr XeonTM CPU 2.80GHz system, with 2GB memory, and Fedora
Core 4 installed on them. The GDQS was deployed on another Linux machine
- a four-processor Intelr XeonTM CPU 3.06GHz with 1GB memory and Fe-
dora Core 4 installed on it. The DynaSOAr Registry and Service Repository
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service were co-located with the GDQS. The analysis service code, along with
the Query Evaluation Service code were uploaded to the Service Repository,
and a copy of the same analysis service was deployed on a Linux (one-processor
Intelr XeonTM CPU 2.40GHz system with 1GB memory and Red Hat Enter-
prise 3 Linux) system at the Edinburgh Parallel Computing Centre (EPCC) at
Edinburgh University. The network between Newcastle University and EPCC is
JANET, which is a high performance gigabit network connecting the universities
in the United Kingdom.

Five databases were exposed as OGSA-DAI data resources on five of the Linux
systems that were part of the already established DynaSOAr framework. One
of the databases used for the test queries was loaded with several tables, each
with 100,000 records, and fixed record sizes of 128 bytes, 256 bytes, 512 bytes,
1 Kbytes, 2 Kbytes, 4 Kbytes, 8 Kbytes and 10 Kbytes. The experiments were
designed to fetch data out of each table in chunks of 100, 200, 400, 800, 1000,
2000, 5000, 10000, 20000 and 50000 tuples and perform the analysis on each
tuple using the analysis service. Results were collected in order to compare the
performance of the system with a remote analysis service, to the performance
with a local service dynamically deployed using the DynaSOAr framework, i.e
to investigate item (1) in Section 4.

5.2 Results And Analysis

In preliminary experiments, the DynaSOAr framework was used to deploy the
analysis service on separate hosts. The deployment cost includes the time re-
quired to transfer the service code from the repository to the target host and the
time taken for the actual deployment within the web service container, Apache
Tomcat in this case - where the packaged service (packed as a WAR file) is
unpacked into a proper directory structure and the various libraries are loaded
before the service can be accessed. Figure 4a shows the time taken to deploy the
service on different hosts and the average time for deployment.

The average time required for an individual service deployment on a compu-
tational node was approximately 32.4 seconds. This is a one-time cost and is
incurred only during the DQP initialization phase. Copies of the same service
can be deployed in parallel on multiple nodes if required, so that the total de-
ployment cost of all copies becomes equivalent to the cost of a single deployment.
Once the service is deployed locally, the performance of the queries executed by
this GDQS reaps the full benefit of this one-time deployment, as is evident from
the other experiments.

A set of ten queries was executed on a test database, retrieving 100, 200, 400,
800, 1000, 2000, 5000, 10000, 20000 and 50000 tuples from the database. Each
query was used to retrieve datasets of different sizes, such as 128 bytes, 256 bytes,
512 bytes, 1 Kbytes, 2 Kbytes, 4 Kbytes, 8 Kbytes and 10 Kbytes. Each query
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also invoked the analysis service for each retrieved tuple. An example query used
in the tests is as follows:

%print select p.id, calculateEntropy(p.sequence) from p in
proteinsequence_random_sequence_128s where p.id < 20000;

This query retrieves 20,000 tuples from the database and invokes the analysis
service (calculateEntropy in this case) on the sequence attribute of each tuple.
The results of these experiments are shown in Figure 4b and Figure 4c.

Figure 4b compares the invocation cost (in milliseconds) of a local and a re-
mote deployment of the same service for different result cardinalities, ranging
from 100 to 20,000. Figure 4c compares the average invocation cost (in millisec-
onds) of the local and remote service for different sized tuples, from 128 bytes
to 10 Kbytes.

(a) Required deployment time on
different hosts

(b) Comparing average invocation
cost for different tuple sizes

(c) Comparing local and remote
service invocation cost

(d) Comparison of the total evaluation
cost

Fig. 4. Performance Analysis of DynaSOAr-enabled OGSA-DQP

It is evident from the plotted results that the invocation cost increases radically
for the remote analysis service as the number of tuples increase starting from 100
tuples to 20000 tuples. In Figure 4b, the total cost of invoking the analysis ser-
vice increases as the number of tuples retrieved from the database increase. But,
the rate of increase is far more substantial when the analysis service is remote,
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than when it is local. In Figure 4c, the average invocation cost per tuple is plot-
ted against the average tuple size, starting from 128 bytes to 10Kbytes. In this
case, for both local and remote services, the invocation cost tends to increase as
the tuple size increases, but the effect of a remote service is significantly higher
than a local service, and it can be inferred that the cost of invoking the remote
service will increase further if the data size increases.

Figure 4d shows the total query evaluation cost for two scenarios, (1) when
the analysis service was local and (2) when the analysis service was remote. This
figure shows that the total query evaluation costs when the analysis service was
remote are significantly higher than the total evaluation costs when the service
was local. The difference between these two values becomes equal to the average
cost of deployment (an average of 32.4 seconds) when the number of tuples is
approximately 1000, and starts increasing even more significantly as the number
of tuples increase. This data validates the statement made earlier in this paper
that the one-time deployment cost can be outweighed by the performance ben-
efits in case of frequent, long-running queries.

These results clearly show that for the queries using analysis services over the
data retrieved from the databases, the performance of DynaDQP is much bet-
ter than the standard OGSA-DQP where the analysis service can be remote
from the data. The difference in the performance is quite noticeable considering
the fact that a very high-speed Internet backbone exists between the server at
Edinburgh Parallel Computing Centre and the Linux cluster at Newcastle Uni-
versity. The performance difference would probably be even more prominent if
the analysis service resides much further apart geographically, because a higher
communication cost would be incurred in that case.

6 Related Work

Although in the DynaSOAr architecture, the Host Provider sits on top of ex-
isting Grid infrastructure as a high level service, it can exploit the results of
work producing components on which dynamic deployment frameworks can be
built. In particular, the job scheduling fabrics like Condor[20] can be utilized as
a means of gathering machine characteristics, and CPU loads. However, deploy-
ment of services rather than jobs raises other issues, such as making the decision
about whether to deploy a service on a new node or to use an existing but pos-
sibly overloaded deployment. The GridSHED project [10],[11] for job scheduling
has been investigating this area, and the results are being utilized to design an
effective scheduling system for DynaDQP.

There is some work on dynamic deployment as in [18], but this is essentially
tied to a particular implementation of Grid middleware and web service con-
tainer (WS-RF[12] and the Globus Toolkit[13]) without addressing the more
widespread deployment scenarios involving commonly used standard toolkits
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such as Axis and Tomcat. The work described in [21] is built on top of special-
ized hardware. Moreover, the deployment of different types of components such
as virtual machines, stored procedures, .NET services together in one framework
is not addressed in any of the current systems.

This paper focuses on the use of the dynamic deployment framework within
the context of Distributed Query Processing. To our knowledge, there is no cur-
rent distributed query processing system which is factored out as inter-operable
services and allows on-the-fly deployment of evaluation and analysis services on
available nodes thereby co-locating the data processing and analysis code with
the data, as proposed in [19]. The analysis of the results clearly indicate that
moving the code to the data, even with an initial deployment cost can potentially
be beneficial, especially for frequent execution of long running queries over huge
data sets.

7 Current And Future Directions

At present, work is under way to enable the DynaSOAr framework (and hence
DynaDQP) to support the usage of virtual machines for dynamic deployment of
data access services, evaluation services, analysis services and databases. It has
been accepted by OGSA-DAI as well that the availability of a deployment-ready
OGSA-DAI service would greatly help the dynamic deployment work, and work
is going on in that respect too.

In OGSA-DQP, the compiler/optimizer performs some static scheduling based
on a very simple cost model, but that does not consider the inherent dynamism
in a Grid system where the dynamics of the environment is liable to change
drastically. The effects of changes in resources at runtime have been considered
in the investigations into adaptive distributed query processing [17], [16]. It will
be an effective solution to combine the findings of GridSHED, DynaSOAr and
the adaptive DQP investigation.

Some work has been done in this area of fault-tolerant distributed query process-
ing [14], [15]. The concepts of the dynamic DQP are also relevant to fault-tolerant
query processing systems where a failure of an evaluation node can be handled
through the deployment of the same service on another node or a virtual ma-
chine as a replacement of the failed node, and by replaying certain sections of
the query evaluation to regain the state where the processing stopped due to the
failure.

Virtual Machines are an important aspect for the Dynamic DQP framework.
Some basic work has already been done on deploying Microsoft’s Virtual PC
systems in DynaSOAr. It is being extended to incorporate VMWare systems,
and the deployment of databases in virtual machines. Deploying databases in
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virtual machines does however raise other key issues such as keeping the copy in
sync with the original database.

8 Conclusion

This paper presents an overview of ongoing work on enabling dynamic service
deployment in OGSA-DQP using the DynaSOAr framework. We believe that
distributed query processing can potentially benefit from the dynamic deploy-
ment mechanisms of DynaSOAr by deploying evaluation and analysis services
closer to the data, and this claim is supported by the experimental results. It
also includes scope of creating software market places, where the computational
resources can be chosen from a pool of available Host Providers based on the
cost and (or) the quality of service provided by the host.

The project is continuing to investigate different aspects of the system, such
as scheduling new deployments, routing requests between multiple instances of
the same service, deploying virtual machines and databases, and the future work
involves looking into the utility of the framework for adaptive and fault-tolerant
distributed query processing systems and evaluating various transport technolo-
gies for transferring the service code.
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Abstract. In this paper, we explore the technologies behind the security
models applied to distributed data access in a Grid environment. Our
goal is to study a security model allowing data integrity, confidentiality,
authentication and authorization for VO users. We split the process for
data access in three levels: Grid authentication, Grid authorization, local
enforcement. For each level, we introduce at least one possible techno-
logical solution. Finally, we show our vision of a SOA oriented security
framework.
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Introduction

In this report, we will explore the technologies behind the security models applied
to distributed data access in a Grid environment. Our goal is to study a security
model allowing data integrity, confidentiality, authentication and authorization
for VO (Virtual Organizations) users [13]. Although the effort will be to create
a generic model, the work will be based on a Grid framework with the following
assumptions: Grid users are organized in VOs with existing tools to manage
memberships and credentials. In other words, we want to define policies for
resource usage on the basis of user credentials, and to enforce them on the basis
of Grid status.

The rest of this paper is organized as follows: in section 1 we introduce
our approach to security with some definitions. In section 2 we explain some
general requirements. In section 3 we describe the technologies to build a security
framework. In section 4 we introduce the technologies to build a Grid data access
framework.
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1 Definitions

Initially, the Grid was referred to as Computational Grid, thinking as a way to
share computational facilities. However, much of the Grid jobs are data inten-
sive, and to stress this point, today we normally think of Grids in term of Data
Grids: most large jobs that require Grid services, especially in the scientific do-
main, involve the generation of large datasets, and their consuption [1]. There
is a necessity for the reservation and the scheduling of data repositories, and so
we need to express some policies to govern their access. Moreover, thousands of
people may want to use storage resources to share him/her data with a limited
set of other researchers, or maybe with no one but themself. The future stor-
age systems will contain critical user information for various applications and
purposes, like for example life science and financial ones.

Grids need an authorization framework to handle the users privacy necessi-
ties, and their limits too. In other words, we want to control the access to the
Grid users’ data on the basis of some high controlled sharing rules.

1.1 Grid Data Management Systems

A distributed system is a collection of independent computers that appears to
its users as a single coherent system. Similarly, a distributed data access system
is a distributed data storage, with ubiquitous and transparent data access and
migration. A Grid Data Management System (GDMS) is a data access system
acting in a Grid environment. GDMS offer a common view of storage resources
distributed over several administrative domains. Therefore, they must allow the
smooth integration or removal of resources, without affecting the integrity of
neither the individual independent domains nor the system as a whole. Problems
behind the implementations of such a system are:

– processes communication: the way distributed processes exchange informa-
tions.

– Naming : name resolution and localization.
– Synchronization, consistency and replication: the way data are synchronized

and the definition of policies for the consistency and the replication of data.
– Security : the way to gain security for data access.

1.2 Security

We define a security architecture as a set of features and services that tackles a
set of security requirements and can handle a set of cases[16]. Grid systems in
use today do not address security in a systematic way: just to make an example,
historically in Globus [17] an authenticated user is a good user. This emphasizes
the authentication aspect, but Grids need a strong authorization mechanism.
Our aim is to enable new Grid infrastructure developer to create more secure
systems, capable to attract new Grid users and applications. Security models
should define “who can do what, when and where”. A Grid middleware should
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encompass a security framework, in which we can distinguish two virtual black
boxes: the authentication box and the authorization box:

– authentication deals with the verification of the identity of an entity within a
network. An implementation should provide an agnostic plug point for mul-
tiple authentication mechanisms, and the means for conveying the specific
mechanism used in any given authentication operation.

– Authorization deals with the verification of an action that an entity can
perform after authentication was performed successfully. The goal of an au-
thorization framework is to provide a light-weight, configurable, and easily
deployable policy-engine-chaining infrastructure that is agnostic to back-end
enforcers and evaluators, as well as the run-time container infrastructure and
the state model that hosts them. The framework allows for a combined and
flexible decision making process, taking into account information, assertions
and policies from a variety of authorities.

We can make a brief comparison between the high-level techniques besides au-
thentication and authorization. The first link in the Grid security chain is au-
thentication. Grid resources authenticate remote users using basically two ways:
the first uses a session key, and the second, which is the mostly used too, uses the
Public Key Interface (PKI). On the other hand, we need a Privilege Management
Infrastructure (PMI): a PMI is to authorization what a PKI is to authentication
[2]. Just to make an example, we can express some user’s attributes using the
X.509 Attribute Certificate (AC), which maintains a strong binding between a
user’s name and its attributes. Certification Authorities (CAs) digitally sign a
public key certificate; in a similar way, the entity that signs an AC is called
an Attribute Authority (AA), while the root of trust of the PMI is called the
Source of Authority (SOA), which may delegate its power to subordinate AAs.
Like Certificate Revocation List (CRL), an AA could issue an Attribute Certifi-
cate Revocation List (ACRL) to revoke privileges from an AC. Obviously, ACs
is just one of the possible solutions to join users and their attributes.

2 Requirements

Integration, interoperability and trust are the building blocks of the requirements
behind a Grid security infrastructure. In this section we give some brief and
general guidelines, but we want to point out that more specific requirements will
be glean in the proceeding of this paper.

– Confidentiality is the property that information doesn’t reach unauthorized
individuals, entities, or processes. It is achievable by a mechanism for ensur-
ing that only those entitled to see information or data can access them.

– Integrity is the assurance that information can only be accessed or modified
by those authorized to do so. Data integrity is a nontrivial problem especially
when storage hardware and networks are not perfect.
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– Resilience is an important requirement as the Grid links and nodes are very
dynamic in nature and may change over the time. The GDMS security archi-
tecture should remain intact and should deliver the promised level of security
assurances even if its composition changes over the time. The resilience pro-
vides an abstraction layer to hide the architectural changes from the overall
security architecture.

– Data Lifecycle Management (DLM) is the process of managing data through-
out its lifecycle. GDMS should ensure that the data contents will be pro-
tected from malevolent entities.

– Fault Tolerance is a desirable feature especially when transfers of large data
files occur.

2.1 Data Types

In section 1, we’ve made a really brief history of the evolving of the concept of
Grid, from Computing Grids to Data Grids, and we mentioned the data types
involved in it. To understand all the security requirements, we have to think to
who is using Grid now, who is going to use it soon, and who wish to use it, but
can’t trust it for some security reason. At the present time, the majority of Grid
tools are growing behind some specific needs, mainly HEP3 experiments. These
applications produce and consume a considerably high amount of data with
heavy impact on the bandwith, but probably they don’t need a high security
system, because the main purpose of this activities is to be fast. In the future,
much more people is going to use Grids and peer-to-peer systems, not only with
the actual purposes. In the next generation file sharing, a user will want to give
access to his/her files only to a limited set of people. There’s the need for a high
control over who is authorized to view them. This means more protection levels,
but less performance too. What we want to stress here, is that every data type
needs different protection levels, and that a Grid security system must take care
of this principle. Different data types can determine the way we achieve data
integrity, confidentiality, authentication and authorization.

The next generation storage elements would be able to publish the Quality of
Protection (QoP) they can assure to the data they own. In this way, the QoP will
be decisive for the entire data storage system. Just to make an example, a user
should request the resource provider to not have read access to his/her data: this
is a non-trivial challenge, and obviously not all the storage elements will be able
to enforce this demand, because this is depending of the locally implemented
security system: it determines the QoP and the Service Level Agreement (SLA),
which defines how data is protected while in transit over the service. Security
negotiations should be used to establish secure sessions between the endpoints.
A security infrastructure featuring support for negotiations and establishment of
end-to-end and/or hop-to-hop security associations has broader applicability to
general networked environments like Grids. Security negotiations require some
brokering agent to mediate between the endpoints.

3 High Energy Physics
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3 Data Management Security Technologies

We can roughly divide the process to reach access to a Grid resource in 3 lev-
els: first of all there’s a Grid authentication process, then authorization on a
Grid-ID base, and finally local enforcement using the resource-specific security
framework. In figure 1 you can see the all-round security process.

Fig. 1. The security process

3.1 Authentication

Grid computing is, in its essence, about bridging organizational boundaries. In
order to do so, we can report here two commonly identified solutions: virtual
organizations [13] and federated trust.4 We are not going to explain the difference
between these two models, because they are quite theoretical and in practice
it is often hard to distinguish the boundaries between them. Grid users are
traditionally organized in VOs.

In a Grid environment the authentication model is normally based on the
concept of trusted third parties (TTPs): the first link in the authentication chain
is the certification authorities (CAs), which in practice are trust anchors for
VOs. This model makes use of the Public Key Infrastructure (PKI) technology:
CAs issue X.509 certificates, where essentially a unique identity name and the
public key of an entity are bound through the digital signature of that CA. It is
possible that some GDMS may require further security controls, but these issues

4 For more information, see http://www.projectliberty.org/
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are out of the scope of a Grid authentication service, because they suppose a
specific contract between the user and the resource, outside the Grid security
infrastructure.

An authentication service must define distinctly the Grid identity of any user:
this mean that every user inside a Grid is given a background, a description. With
description we mean not only user’s VOs, but his/her role inside every VO he is
member of. In the proceeding of this paper we will refer to this kind of enhanced
authentication as of “Grid authentication”.

Role Based Access Control Access Control technologies has evolved from
two fundamental types: Discretionary Access Control (DAC), and Mandatory
Access Control (MAC). DAC permits the granting and revoking of access control
privileges to be left to the discretion of end users, typically the resource owner.
MAC is a way of restricting access to objects based on the sensitivity of the
information contained in the objects. These policies aren’t well suited for VOs
authorization requirements, because we need to take access decisions on the basis
of the roles that individual users have as part of an (Virtual) Organization. In the
Role Based Access Control (RBAC) [5] user access rights are defined by roles
in the form of user attributes, letting a separated management access control
policy defining what roles are allowed to do what actions on resources. The roles
represent typically organizational roles such as secretary, manager, employee,
etc. In the authorization policy, they are given a set of permissions, and each
user is then assigned to some or more roles. When accessing a target, a user
establishes a session and, during it, he can request the activation of some of
the roles he is authorized to play. After that, the user will be represented by
his/her roles, and so the authorization framework will deal with roles rather
users themselves.

We present here two existing estensions. The first is the hierarchical RBAC
model, which is just a more sophisticated RBAC type, in which the senior roles
inherit the privileges of the more junior roles. For example, there might be the
following hierarchy:

employee ≤ programmer ≤ manager ≤ director

Giving the role “programmer” some permissions means that managers and di-
rectors will inherit them. The hierarchical extension to RBAC fits very well the
Grid VO requirements, and so we assume that the Grid end systems, like the
storage ones, will be able to enforce the capabilities applied to VO roles in a
hierarchical fashion.

The second RBAC extension is the temporal RBAC model (TRBAC) [6],
which supports periodic role enabling and disabling, and temporal dependencies
among such actions. Consider for example the case of a part-time staff in a
company: what we want to do, is to give him authorization only on working
days. With TRBAC, we can assign the part-time staff a role, and enable it
only during a temporal interval. The role enabling/disabling depends on some
requirements, that can be used to constrain the set of roles that a particular user
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can activate at a given time. Enabling/disabling actions can be given a priority
to help in solving conflicts.

An RBAC system will become a must to manage the future Grid authoriza-
tions. Without it, the wide mutable nature of VO-like systems would become a
nightmare for all systems administrators, who should take care of granting ev-
ery single user with his/her capabilities. RBAC simplify the VO’s administrator
life too, because they have just to assign every user with a somewhat restricted
set of roles. In this way the user’s identity is managed at VO-level, while the
end-systems deal with roles only. We can have the right granularity level with
the less possible effort.

Anyway, this isn’t perfect yet: assume that a user, like

User = JohnDoe/V O = NeV O/Roles = ExRole, NeRole

is trying to do something nasty, for example he is using his ExRole capabilities
to store a malware in his role shared space. If the system (or the administrator)
recognizes it, it should be possible for him to boot that user from his resources
without affecting his entire VO/role. There are two possibilities:

– if the end-system doesn’t deal with the users authentication names, the only
possibility is to do a report to the NeVO VO, asking it to reject that user: to
do this, there is first the need to recognize the user, and this isn’t practical
nor fast.

– The second and best option is to let the end-systems to know the effective
user names, although the policy end-systems should only use the VO/roles
associations to determine the capabilities. In other words, the end-systems
authorization frameworks should use the effective user names only for in-
depth security reasons.

State of the Art: VOMS In 3.1 we have stated that, from our point of view,
a “Grid authentication” should give a user a complete background and identi-
fication. Actually, a framework that can be used to reach this objective is the
Virtual Organization Membership Service [8], which is an accepted authentica-
tion and authorization framework into existing Grid projects, like for example
EGEE5 and OSG.6

VOMS is an Attribute Authority (AA). Users can be organized in a hierar-
chical structure with groups and subgroups, thus implementing a hierarchical
RBAC system. To allow for more flexibility, users are also characterized by two
other sets of credentials: roles and capabilities. Roles are used to specify the users’
properties as members of some groups. The main difference between groups and
roles is that a user can choose which of his roles are to be listed in his credentials,
while all his groups are always specified. Capabilities are expressed as free-form
strings of characters, and can be used to describe the user’s special character-
istics. VOMS is traditionally presented as an authorization framework, but in
5 http://public.eu-egee.org/
6 http://www.openscienceGrid.org/
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this paper we introduced it as an authentication one. The reason besides this
choice is that VOMS is used to define the “Grid user identity” (it can provide a
“Grid authentication”), which is not a grant for authorization on any end sys-
tem: the enforcement of these VO-managed attributes at local level must reflect
the agreements between the VO and the Resource Provider (RP). However it
should be possible for an RP to override the permissions granted by a VO, for
example banning unwanted users.

3.2 Authorization

Authentication frameworks and Attribute Authorities (AA) can provide a coarse-
grained granularity to identify the users’ roles and background in a Grid. An
authorization system can make use of these information for fine-grained access
decisions, using a policy authorization service.

Evaluating the Policies In this section we will explore the policy interactions
and their relations with the Privilege Management Infrastructure (PMI) intro-
duced in section 1.2. First of all, we have to remind some of the requirements
for a policy authorization service:

– a future authorization service will be based on a recognized policy expression
language and exchange format, and will use a Request/Response protocol to
allow intra-site and multiple site scalability. This implies the investigation
for the use of “standard” format languages and protocols.

– It will use the principle of ownership in respect to the policy and decision
making precedence. This means that the final decision will always reside with
the resource owner. It should be able to explicitly accept or reject policies
from other domains, and to distribute them.

– A future authorization service will separate authorization infrastructure from
the policy itself, providing only secure environment and mechanism for site-
authority controlled policy enforcement. The policy evaluation engine will be
implemented as a separate service that will be able to call external separate
decision points.

We can give a more formal specification for this requirements, using the following
definitions:

Policy: the combination of rules and services, where rules define the criteria
for resource access and usage.

Policy Decision Point (PDP): the point where decisions about the policies
are made. It evaluates applicable policies and renders authorization decisions. In
a loosely coupled distributed environment like Grid, a local to a resource (des-
ignated) PDP can call other PDPs requesting for evaluating policy components
related to their domain of authority to provide a final decision.

Policy Enforcement Point (PEP): the point where the policy decisions
are actually enforced. This is the system entity that performs access control,
by making decision requests and enforcing authorization decisions. From a data
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management perspective, this means that every storage resource should have a
local PEP to enforce the policy decisions.

Policy Authority Point (PAP): the point that owns the authority over
the PDPs. We should remind that sometimes PAP indicates the Policy Adminis-
tration Point, which is the system entity that creates and administer the policies.

Policy Information Point (PIP): the system entity that act as a source
of attribute values.

The PDP-PEP interaction is the key for a good policy distribution. There
are two possible basic implementations, the pull model and the push model. The
pull model is the more used one, in which a supplicant first ask for the resource
PEP to authorize himself, and then the PEP ask to an external PDP for the final
decision. We can see a brief example to clarify the way these policy points interact
each other. To allow user access on a storage resource, for example a SRM[1]
implementation, the storage agent requests via his own PEP an authorization
decision from a designated PDP, that evaluates the authorization request against
the policy defined for the request, resource and user attributes/roles. During the
policy evaluation, the PDP may also request specific user attributes from a Policy
Information Point (PIP), or asking an authentication service for user identity
confirmation. It should be noted that these controls are a burden for a high
percentage of the actual Grid data, but should be a must for some of the future
Grid storage uses: data owners and the system administrators should be able to
choose how much security controls will be needed. When the PDP identifies the
applicable policy instance, it collects the required context information, evaluates
the request against the policy, and communicate the decision back to the PEP.
After receiving a PDP decision, the PEP conveys the service request to the
resource, that may also have a locally determined policy implying additional
restrictions on resource usage and/or access. All these communications can be
secured using cryptographic technologies like SSL/TLS or MLS.

In essence, when making an authorization decision, we should be able to
combine information from a number of different sources. In other words, policies
should be defined at different levels, like VO, site, or other stakeholders. It should
be noted that every level should have the permission to define different kind of
policies, and that sometimes they could overlap each other. For example, a VO-
level PDP could force some of his self-managed group/role to not exceed a disk
quota of 100 Mbytes, but a resource-level PDP should impose a more restrictive
permission. We think that every controversial decision should be resolved in favor
of the local decision point, which could be the PEP closest match. This PDP,
called “Master PDP”, composes the final decision, optionally contacting other
PDPs. In figure 2, we show a possible interaction flow between Policy Points.

The solution presented above has known performance problems: requesting a
remote PDP decision involves the use of time and resource hungry components,
such as building a remote SSL/TLS connection, message parsing, possible re-
mote policy request and PDP/AuthZ service invocation [11]. For this reasons,
there’s the need for investigation over the PDP-network topology, in order to
avoid useless communications. This trade-off can be resolved using distributed
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Fig. 2. Interactions between Policy Points in an all-round authorization process. Not
all of the shown communication are mandatory.

policy caching, combining pull and push operation models, using short-validity
authorization tickets, or implementing a policy guessing mechanism. In addition,
everyone of the listed services should be a bottleneck for the entire authorization
framework; in this situation, consider for example the devastating effects of a
Denial Of Service (DOS) attack to anyone of the listed policy points.

Using a standard policy language Nowadays, the language for writing ac-
cess control polices that best fit the listed requirements is the eXtensible Access
Control Markup Language (XACML) [20], which is an XML based technology
developed and standardized by Organization for the Advancement of Structured
Information Standards (OASIS).7 It should be considered a “de facto” standard
for expressing policies. XACML includes an access control language, a process-
ing environment and a request-and-response protocol that let developers write
policies that determine what users can access on a network or over the Web.
XACML can also be used to connect disparate access control policy engines.
Every policy is defined for the target triad “Subject-Resource-Action”. The pro-
cessing environment assumes interactions between the policy points described in
the previous section.

XACML has many benefits over other access control policy languages:

7 http://www.oasis-open.org/
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– One standard access control policy language can replace dozens of application-
specific languages

– Administrators save time and money because they don’t need to rewrite
their policies in many different languages

– Developers save time and money because they don’t have to invent new
policy languages and write code to support them. They can reuse existing
code

– Good tools for writing and managing XACML policies will be developed,
since they can be used with many applications

– XACML is flexible enough to accommodate most access control policy needs
and extensible so that new requirements can be supported.

– One XACML policy can cover many resources. This helps avoid inconsistent
policies on different resources.

– XACML allows one policy to refer to another. This is important for large
organizations. For instance, a site-specific policy may refer to a company-
wide policy and a country-specific policy.

– It provides facilities to support the core and hierarchical RBAC approach.

Anyway, XACML doesn’t define protocols or transport mechanisms to protect
the message security with authenticity, integrity and confidentiality. Full imple-
mentation of this model depends on use of other standards, for example the
OASIS Security Assertion Markup Language (SAML) [19] [21]. SAML is an
XML standard that supports web single sign on, attribute-based authorization
and securing web services. There are threes basic SAML components: assertions,
protocol, and binding. Assertions can be one of three types: authentication, at-
tribute, and authorization. Authentication assertion validates the identity of the
user. The attribute assertion contains specific information about the user, while
the authorization assertion identifies what the user is authorized to do. The
protocol defines how SAML request and receives assertions. There are several
available binding for SAML, that define how message exchanges are mapped to
SOAP, HTTP, SMTP and FTP among others.

State of the Art: Gridmap File, CAS, G-PBox One of the first attempt to
provide authorization in Grid was in the form of the Globus Gridmap File. This
file was simply a list of the authorized user, identified by a distinguished name,
and the equivalent local user account name they are to be mapped into. This
solution is infeasible for the next generation Grids, because the resource owner
can’t set a policy for who is allowed to do what, and maximize the workload of
the resource administrator who must keep track of all the authorized users. This
system isn’t scalable nor flexible [3].

The Globus team developed the Community Authorization Service (CAS) [9].
CAS allows for a separation of concerns between site policies and VO policies. It
allows the resource owner to grant access to a portion of his/her resource to a VO.
The CAS server acts as a trusted intermediary between VO users and resources:
the users first contact the CAS asking for a permission to use a resource, the
CAS server consults its policy, and grants or deny the access. CAS does not
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issue Attribute Certificate’s (AC), but whole new proxy certificates, and this
isn’t a good solutions, because a security system should use standards. Another
problem is that CAS completely remove control from site administrators, and
that it requires a VO to know everything about the configuration of its farms.

One of the most interesting authorization framework is the Grid Policy Box
(G-PBox),[7] which can be used for the representation and management of poli-
cies for Grid infrastructures. It’s based upon the composition of modular objects,
Policy Boxes (PBox), which are policy repositories hierarchically-distributed to
independent administrative-based layers, each containing only policies regarding
itself. In G-PBox, there are PBoxes at VO, domain, farm and site level, with the
possibility to have sub-farm levels. Each and every client that wants to be policy-
aware, has a configured PBox that will be contacted whenever a policy decision
is required. From a theoretical point of view, we can think at every PBox as
being a Policy Authority Point containing a Policy Decision Point, while every
resource should have a local Policy Enforcement Point. In G-PBox, the policies
are defined using XACML.

3.3 Local Security Enforcement

There are basically two ways to enforce access control over data: the first is to
allow Grid access only, the second is to allow local access in parallel to Grid
access.

In the Grid enforced security model, users can access their files only via Grid
tools and services. As stated in [14], “the easiest way of implementing this is
to assign all files in a storage element to a service userid, for example gstorage,
and to add a component, which runs under this identity and interacts with the
user”: the users should go through the Grid middleware services to gain access to
their files. With this type of service, we can easily have a standard authorization
service for all the Grid resources, with uniform security semantics, that can take
authorization decisions like a centralized authorization service. This model gives
support for resources with weak local authorization mechanism.

In the Site enforced security model, if we want to allow local access in parallel
to Grid access, we have to implement a mapping from Grid identities to local
userids. If a Grid service has to act on the user’s behalf, then it needs the user’s
credential to be delegated. With this model, the site storage administrator has
full control over his resources, and he will be able to use the local authorization
mechanism he prefers.

The choice from a Grid user’s point of view should be the Grid security
model, because it integrates the site peculiarities into a uniform security model,
where every Grid storage site looks the same. Although this last point could be
reached also in the site enforced security model using an additional layer for the
standardization, we have to remind that an external security service will let site
administrators to administer their own local security, in a site technology inde-
pendent fashion. The real problem besides this is that the Grid security model is
not acceptable by some sites due to their local policies, and in addition existing
security infrastructure can’t be replaced overnight. Each domain typically has
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its own authentication and authorization infrastructure that is reputed secure
and reliable, and site administrators won’t replace it in favor of a single new
model or mechanism. From the beginning of the Grid computing one of the fun-
damental requirements was to let every site to use his own security mechanism,
and this implies the use of a site enforced security model. In the Globus Toolkit
[17], gateways are used to translate between the common GSI infrastructure and
local site mechanisms, for example Kerberos Identities or local UNIX users and
groups. In LCMAPS [18], we can map Grid users to local ones, and primary and
secondary local groups, which are predefined by the resource owner: LCMAPS
is used to delegate some global Grid credentials to the local site security system,
in this case the UNIX uid/gid match, with the possibility to add ACLs if the
file system (and the kernel) can handle them.

Access Control List Access Control List (ACL) is a means of determining
the appropriate access rights to a given object, depending on certain aspects of
the process that is making the request, principally the process’s user identity.
This is a deliberately general definition, because ACLs have been implemented
in many ways in different environments.

The POSIX.1e ACLs [12] are an estension of the POSIX.1 permission model,
the standard 9-bit access permissions of the UNIX systems. The extended ACLs
support more fine-grained and complex permission scenarios, that are difficult
or impossible to implement with the minimal model. Unfortunately, the work
behind ACLs never became a POSIX formal standard, and at the time of writing
there’s a wild mix of implementations with subtle differences and incompatibil-
ities. We aren’t going to explain how they work, we just say that they can be
applied to files and directories, increasing flexibility and security.

For our purposes, the worst problems come when we have to preserve per-
missions in a distributed system: it’s very difficult to implement a system able
to preserve as much information as possible. There are a number of complica-
tions that make the operation prone to implementation errors, especially when
we have different kernels and file systems. The semantics of ACLs differ widely
among UNIX systems alone, not to speak of non-UNIX ones. A full ACL support
over any kind of distributed system requires a mechanism so that all access de-
cisions are performed in a way that honors ACLs: this means that every remote
site should have a system-ACL support. Using only fs-ACLs will will lead to
interoperability problems, although the good part is that they are automatically
enforced on the end systems. In a Grid environment, there’s the need to translate
the resource-dependent ACLs in a common format.

In a Grid, we need to map a global security mechanism into a local one, which
is independent from the “Grid security infrastructure”. This brief discussion on
ACL wants to remark the fact that every Grid resource should expose its security
capabilities because not all of them are able to enforce the security and privacy
requirement of some data types, due to the lack of security potentiality.

A PEP implementation can be used to map a Grid-ID in a local account,
using File System ACL to enforce the Grid Authorization response. For our
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purposes, an example of an SRM implementation that can act as a PEP is
StoRM [4].

4 Building a Grid Data Access Framework

Grid middleware should define a Grid security framework, encompassing both
authentication and authorization in a standard way, and interfacing with local
storage elements. Ensuring integrity, confidentiality and interoperability between
heterogeneous systems can be achieved using a Web Service Architecture [22],
which is an incarnation of a Service Oriented Architecture (SOA) in the context
of the World Wide Web. SOA is the leading architectural style for building the
current and future generation Grid technologies. Protocols based on Web Ser-
vices provide important benefits for Grids, particularly in avoiding the tendency
that proprietary binary protocols frequently become closely tied to particular
implementations or languages. As stated in [10], “the Grid authorization model
should be built on top of upcoming standards in the area of authorization, e.g.
XACML, SAML, and WS-Authorization”.

We think that a Grid authentication model should include an attribute au-
thority that issues attribute assertions, and that a Grid authorization model
should be built over a standard policy language. Different Policy Points should
make decisions based on initiator identity and attributes, and so what is needed
is a standard attribute language, that allow for interoperability between AA’s
and and PDPs. In addition, we have to remember that there may be several au-
thorities that assert attributes for users, including other users. In section 3.2 we
have already outlined the Policy Points actions, using the pull and push models.
We should extend these variants thinking at the interactions between an autho-
rization mechanism and a AA. From a technological point of view, a number of
methods for requesting and encoding attributes already exist: for example X.509
Attribute Certificates[15], SAML[19] Attribute Assertions and XACML[20] At-
tributes. Since the emerging of the use of XACML for policy expression and the
capabilities of SAML for attribute encoding, we should be able to combine this
upcoming standards building a Grid Data Access Framework.

5 Conclusions

In the past sections we explored the technologies behind security in a Grid en-
vironment, focusing on the Grid Data Management Systems security aspects.
With this paper, we didn’t want to propose a definite solution, instead we de-
fined some of the requirements and boundaries that we’ll guide our future works
in this field. In the following months, we will outline a Grid-based RBAC model
for accessing distributed data, and we’ll follow the implementation of a multipol-
icy authorization framework, based on XACML and SAML specifications. We’ll
define policies applicable to GDMS, their distribution and consuption, and inter-
actions with monitoring and accounting services. At the same time we’ll study
methods to increase the performance of the whole authorization system.
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Abstract. This paper presents an analysis of security requirements of large-

scale distributed file systems. Our objective is to identify their generic as well 

as specific security requirements and to propose potential solutions that can be 

employed to address these requirements. FileStamp – a multi-writer distributed 

file system developed at CETIC is considered as a case study for this analysis. 

This analysis yields that the existing range of security solutions can be em-

ployed to secure large-scale distributed file systems. However, they should be 

holistically employed to triumph over the security chinks in the FileStamp’s 

armor. 

Keywords: security services, requirements analysis, highly scalable systems, distributed data 

management. 

1   Introduction 

The exponential growth in the scale of distributed data management systems and 

corresponding increase in the amount of data being handled by these systems require 

efficient management of files by maintaining consistency, ensuring security, fault 

tolerance and good performance in terms of availability and security. Read only sys-

tems such as CFS [1] are much easier to design as the time interval between meta-data 

updates is expected to be relatively high. This allows the extensive use of caching, 

since cached data is either seldom invalidated or kept until its expiry. Security in a  
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read-only system is also quite simple to implement. Digitally signing a single root  

block with the administrator’s private key and using one-way hash functions allow 

clients to verify the integrity and authenticity of all file system data. Finally, consis-

tency is hardly a problem as only a single user, the administrator, can modify the file 

system. 

Multi-writer file systems face a number of operational issues not found in the read 

only systems. These issues include maintaining consistency between replicas, enforc-

ing access control, guaranteeing that update requests are authenticated and correctly 

processed, and dealing with conflicting updates. 

This paper is organized in the following manner: an overview of FileStamp distrib-

uted file system is presented in section 2. Its generic and specific security require-

ments are elaborated in section 3. Section 4 presents a detailed account of technolo-

gies that can be employed to address the security requirements of the FileStamp. Fi-

nally some conclusions are drawn in section 5. 

2   FileStamp Architecture 

FileStamp is a distributed file system developed at CETIC with the aim of finding a 

solution to the problems encountered in multi-writer file systems. It is a highly scal-

able, completely decentralized multi-writer peer-to-peer file system. The current ver-

sion of the FileStamp is based on Pastis [2] architecture. It aims at making use of the 

aggregate storage capacity of hundreds of thousands of PCs connected to the Internet 

by means of a completely decentralized network. Replication allows persistent storage 

in spite of a highly transient node population, while cryptographic techniques ensure 

the authenticity and integrity of file system data. 

 

 

 
 

Figure 1: FileStamp Layered Architecture 
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The layered architecture of FileStamp is shown in figure 1. Routing and data stor-

age are handled by the Pastry [3] routing protocol and the PAST [4] distributed hash 

table (DHT). The good locality properties of Pastry/PAST allow Pastis to minimize 

network access latencies, thus achieving a good level of performance when using a 

relaxed consistency model. In Pastis, for a file system update to be valid, the user must 

provide a certificate signed by the file owner which proves that he has write access to 

that file. 

The format of the Pastis certificate is shown in figure 2. This certificate is issued by 

the file owner and it grants the write access to a given user. The expiration date allows 

access revocation. 

 

 

 
 

Figure 2: Pastis certificate format 

 

 

Authentication of the certificate is performed by the DHT nodes and FS clients. 

They verify both signatures when storing and/or retrieving a UCB (User Certificate 

Block). 

This certificate has two crucial problems. First, it always gives write permission to 

its users whereas in a real life application, a user may only be given read permission 

while accessing the file. Second, its format is not standardized. It does not correspond 

with the format of the X.509 certificate and hence it renders compatibility problem 

with the existing standard credentials. This issue is discussed in detail in section 4.1 
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3   Security Requirements of FileStamp 

The security requirements of FileStamp are driven by the roadmap of Open Grid 

Services Architecture (OGSA) [5]. OGSA security model casts security functions as 

OGSA services. This strategy allows well-defined protocols and interfaces to be de-

fined for these services and permits an application to outsource security functionality 

by using a security service with a particular implementation to fit its current need. 

3.1   Generic Requirements 

This is the set of security services that constitutes the fundamental requirements for 

any data management system. 

 

3.1.1. Authentication: 

Authentication provides plug points for multiple authentication mechanisms and the 

means for conveying the specific mechanism used in any given authentication opera-

tion. The authentication mechanism may be a custom authentication mechanism or an 

industry-standard technology. The authentication plug point must be agnostic to any 

specific authentication technology. 

Authentication between two entities of FileStamp nodes means that each party es-

tablishes a level of trust in the identity of the other party. In practical use an authenti-

cation protocol sets up a secure communication channel between the authenticated 

parties, so that subsequent messages can be sent without repeated authentication steps, 

although it is possible to authenticate every message. The identity of an entity is typi-

cally some token or name that uniquely identifies the entity. 

 

3.1.2. Authorization:  

Authorization allows for controlling access to grid resources based on authorization 

policies (i.e., who can access a resource, under what conditions) attached to each 

service. It also allows for service requestors to specify invocation policies (i.e. who 

does the client trust to provide the requested service). Authorization should accom-

modate various access control models and implementation. 

In the grid environments, the virtual organisations (VOs) [6] introduce challenging 

management and policy issues, resulting from often complex relationships between 

local site policies and the goals of the VO with respect to access control, resource 

allocation, and so forth. In particular, authorization solutions are needed that can em-

power FileStamp to set policies concerning how resources assigned to the community 

are used without, however, compromising site policy requirements [7]. 

 

3.1.3. Availability:  

Availability of a requested data item is an important performance parameter. A 

well-known technique for improving availability in distributed systems is replication. 

If multiple copies of data exist on independent nodes, then the chances of at least one 

copy being accessible are increased. Aggregate data access performance will also tend 
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to increase, and total network load will tend to decrease, if replicas and requests are 

reasonably distributed. 

 

3.1.4. Confidentiality:  

Confidentiality is the property that information does not reach unauthorized indi-

viduals, entities, or processes. It is achievable by a mechanism for ensuring that only 

those entitled to see information or data have access to that information. The confiden-

tiality requirement includes point-to-point transport as well as store-and-forward 

mechanisms. 

 

3.1.5. Integrity:  

Integrity is the assurance that information can only be accessed or modified by 

those authorized to do so. Data integrity is a nontrivial problem especially when stor-

age hardware and networks are not perfect. Data loss and corruption must be timely 

caught and swiftly fixed. As systems grow in size and complexity, problems may pass 

unnoticed until recovery becomes difficult and expensive. 

3.2   Specific Requirements 

This is the set of security services that are specifically needed for FileStamp. These 

services complement the generic set of security services and are needed to enhance the 

quality of security of the data management system. 

 

3.2.1. Resilience  

Resilience is an important requirement as the grid links and nodes are very dynamic 

in nature and may change over the time. FileStamp security architecture should remain 

intact and should deliver the promised level of security assurances even if its composi-

tion changes over the time. The resilience provides an abstraction layer to hide the 

architectural changes from the overall security architecture. 

 

3.2.2. Data Lifecycle Management (DLM)  

Data Lifecycle Management (DLM) is the process of managing data throughout its 

lifecycle from conception until disposal across different storage media, within the 

constraints of the entire process. The lifecycle is the time from the moment data is 

created until it is deleted or stored indefinitely. Security assurances require spanning 

the entire lifecycle of data. FileStamp should ensure that the data contents will be 

protected from the malevolent entities throughout its lifecycle. 

 

3.2.3. Fault Tolerance  

Fault tolerance is a desirable feature especially when transfers of large data files 

occur. Protocols such as GridFTP [8] allow for resuming transfers from the last byte 

acknowledged. Overlay networks provide caching of transfers via store-and-forward 

protocols. However, caching reduces performance of the overall data transfer and the 

amount of data that can be cached is dependent on the storage policies at the interme-

diate network points. 
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4   Solutions for the FileStamp Security Requirements 

In this section, solutions to the security requirements of FileStamp are provided. 

The premier objective of this section is to identify the range of existing technologies 

that can be employed in FileStamp. However, solutions to all the security require-

ments do not already exist. In situations where existing solutions are either inadequate 

or non-existent, we have discussed the potential solutions and have given reference to 

our ongoing work in that direction. 

The aim of this approach is to workout new solutions which are needed for the se-

curity architecture of the grid data management systems without reinventing the wheel. 

4.1   Authentication 

Most of the current grid tools are built on Grid security Infrastructure (GSI) [9] or 

Secure Hyper Text Transfer Protocol (HTTPS) [10], both of which use X.509 certifi-

cates [11] for securely establishing a grid identity [12]. 

Other schemes include PGP keys [13], SSH keys [14], and SPKI [15] keys and pro-

tocols. SPKI focuses on authorization certificates more than identity certificates. SSH 

is primarily a private/public key mapping with no real attempt to provide global 

names. The X.509 scheme has a small set of trusted third parties called Certification 

Authorities (CAs). These CAs are used to sign identity certificates that contain sub-

scriber's public key. This improves the scaling properties of public key distribution in 

that only the CA's public key needs to be distributed in an out-of-band secure manner. 

In systems without a trusted third party, such as PGP, each key holder must find some 

secure way of establishing the association of his identity with his public key, to each 

party with which he wishes to establish authenticated communication. In the X.509 

infrastructure, the individual subscriber’s public key can be transmitted in a public key 

certificate as part of a TLS connection handshake and can be accepted as valid if the 

certificate is signed by a trusted CA. Another feature of the X.509 infrastructure is that 

it supports multiple independent CAs. In a Grid each site may chose which CAs it will 

accept for binding domain names and public keys. 

 

We recommend the use of X.509 infrastructure for FileStamp. It will not only 

standardize its authentication mechanism (unlike owner’s issued certificates) but 

also facilitate its interactions with the grid world. FileStamp with X.509 infra-

structure will be easily integrated with any grid platform. Initially, a local CA 

can be created that will deliver the standard X.509 certificates to the bona fide 

users of FileStamp. Later the certificates of other CAs (such as Belgian Grid CA 

[16]) can be used for authentication purposes. 

4.2   Authorization 

FileStamp may simply employ local mapping of the users (like UNIX authorization 

matrix). This mapping also serves as an access control check – access to the resource 
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is denied if the user is not listed in the local mapping configuration. In this scheme, 

once the user is mapped to a local identity, local policy management and enforcement 

mechanisms constrain the user’s actions to those allowed by local policy. This ap-

proach allows the local operating system to act as a sandbox. Thus, administrators can 

use normal policy administration tools to configure policy. 

This simple approach has the advantage of being easy for site administrators to un-

derstand and configure because it uses existing local policy management and en-

forcement mechanisms with which the administrator is presumably already familiar. 

However, in the context of the grid environment, this approach has several shortcom-

ings (such as scalability, lack of expressiveness, consistency of policies, etc.). 

These problems are addressed in the Community Authorization Service (CAS) 

[17]. The idea behind the evolution of CAS is inspired from the Role Based Access 

Control (RBAC) [18]. CAS allows for a separation of concerns between site policies 

and VO policies. Specifically, sites can delegate management of a subset of their pol-

icy space to the VO. CAS provides a fine-grained mechanism for a VO to manage 

these delegated policy spaces, allowing it to express and enforce expressive, consis-

tent policies across resources spanning multiple independent policy domains. CAS 

implementations are built on the Globus [19], thus allowing for easy integration of 

CAS with existing Grid deployments. 

Other solutions include VOMS [20], Akenti [21], and PERMIS [22]. VOMS (Vir-

tual Organization Management Service) and CAS are similar architecturally in that 

both issue policy assertions to a user that the user then presents to a resource for the 

purpose of obtaining VO issued rights. The primary difference between the two sys-

tems is the level of granularity at which they operate. The policy about what member-

ships a user has is centralized in the VOMS server, but the policy regarding exactly 

what rights those memberships grant is distributed among the sites. CAS assertions 

provide the rights directly and do not need interpretation by the resource. This com-

plete centralization of policy can achieve better consistency especially in situations 

where policies are changing dynamically. 

Akenti and PERMIS, while having differences in implementation and features, are 

architecturally similar in that they provide a resource with an authorization decision in 

regards to a request. While the CAS implementations provide simple authorization 

decision functionality, they are limited to supporting CAS policy assertions and do not 

have as rich a feature set as either Akenti or PERMIS. It is possible that either of these 

systems, with some modifications, could be used to provide resource-side functional-

ity for CAS (i.e., parse the CAS assertion and use it to authorize the user's request.) 

 

We recommend the use of CAS with the implementation of a local authoriza-

tion server for FileStamp. Local authorization server would accept authorization 

queries from request servers, apply all applicable local and community policies, 

and return a yes or no answer. This authorization server would need to be highly 

trusted by the resource server and highly available. This service could poten-

tially take CAS credentials, forwarded by the resource, and use their credentials 

in making its decision, or it could contact the CAS server itself. Such a server 

could be implemented by using Akenti or PERMIS. 
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4.3. Availability, Confidentiality, and Integrity 

Grid technologies enable transparent access to a wider resource pool, across or-

ganizations as well as within organizations; they can be used as a building block to 

realize stable, highly reliable execution environments. In such a complex environment, 

policy-based autonomous control and dynamic mobility are keys to realizing systems 

that are highly flexible and recoverable. Availability is often not considered in litera-

ture, when it comes to a model design. Nevertheless, in a production environment we 

cannot expect user not having assurances regarding the availability of what they pay 

for. GSI provides mechanisms to grant availability of data owned by a user on a re-

mote resource. These are achieved by means of secure communication protocols, such 

as HTTPS. As far as services availability is concerned, Globus relies on a dedicated 

module that manages a limited set of grid events. 

 Use of some adequate encryption technologies is indispensable to guarantee the 

secure communications across the grid nodes which assure the confidentiality and also 

integrity. Encryption indirectly assures the availability too; however, the protection 

against the denial of service attack is addressed in the security policy. There exist a 

range of encryption technologies from HTTPS (where a layer of security is added on 

the top of HTTP) to Secure Hash Algorithm (SHA) [23] (where it is computationally 

difficult or impossible to hack and the integrity check – checksum – is also per-

formed). 

 

 

        
 

Figure 1a: HTTPS Architecture 

 

 

Figure 1 shows graphic representations of these two encryption schemes. In figure 

1a, the layered architecture of HTTPS is shown. Figure 1b depicts how the SHA 

works. The quick comparison of these two techniques show that SHA seems quite 

powerful as it require considerable computing power to break the algorithm; however, 

in the specific context of the grid applications notably FileStamp, we need to consider 

the overhead incurred due to the encryption operations. Large datasets will consume 

enormous computing cycles for the SHA processing and HTTPS may not be consid-

ered as dependable solution especially when network connections are not reliable. 
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Figure 1b: SHA Architecture 

 

 

We recommend the use of encryption technology for FileStamp as the data 

movements across the grid nodes will be subject to potential attacks if there will 

be plain text data exchange between the nodes. However, the selection of some 

specific encryption technology is a tricky issue that depends on the nature of data 

(required security level of the data movement) and the affordability of the total 

cost of the encryption algorithms. A simple technique such as HTTPS can be 

employed for generic situations and some more powerful techniques can be used 

for providing higher level of security assurances. SHA consumes enormous 

amount of computing power but in return it provides highest security assur-

ances. 

4.4. Resilience and Fault Tolerance 

General trend for the attainment of resilience and fault tolerance in the distributed 

systems is to maintain ample number of replicas of the dataset. When some node fails 

then the load/job is transferred to some other node. The quality of service depends on 

how efficiently the system recognizes the faulty nodes and how transparently the jobs 

are migrated from the faulty nodes to working nodes without interrupting operations. 

In order to assure resilience and fault tolerance features, FileStamp should be able to 

negotiate the terms of security parameters with the nodes so that new replicas be cre-

ated if the set of nodes expands resulting in the need of more replicas; or failure of 

some existing nodes bearing replica sets need to be compensated by generating new 

replicas. 

 

We recommend the phased approach (as mentioned in [24]) to deal with the 

resilience and fault tolerance issue. According to this approach: 

  

1. In Phase I, the service providers that need to interact are identified. It is gener-

ally assumed that this is undertaken through a manager entity – which is form-

ing the VO in order to undertake a particular activity.  

CoreGRID FP6-004265 63

CoreGRID –Network of Excellence



2. In Phase II, the identified providers are asked to join the VO. This phase may 

involve negotiation between the manager entity and the providers (or directly be-

tween the providers) to ensure that a Service Level Agreement (SLA) is estab-

lished between the entity and each provider (or directly between the providers).  

3. In Phase III, the providers interact to perform the particular activity desired by 

the manager entity.  

 

A set of protocols is needed to perform these negotiations. Negotiation protocols 

are the set of rules that govern the interaction. They are required to realize SLA-aware 

resource management system.  

 

We recommend the use of Service Negotiation and Acquisition Protocol (SNAP) 

[25] as negotiations protocol. SNAP is structured around the negotiation of SLAs 

to solve the negotiation problems at run-time. When SNAP is used to submit a 

file transfer job to a community scheduler, the scheduler understands that a 

transfer requires substantial storage space on the destination resource, and sub-

stantial network and endpoint I/O bandwidth during the transfer. The distrib-

uted applications (common in Grid environments) exacerbate the coordination 

problems of community schedulers. Not only do SLAs coordinate use of re-

sources by mutually distrustful schedulers, they also coordinate the use of dis-

trustful resources for a single application goal. The file transfer emphasizes such 

distributed goals by requiring real-time coordination of significant endpoint and 

network capability. 

4.5. Data Lifecycle Management (DLM) 

Data lifecycle management (DLM) is a policy-based approach to managing the 

flow of an information system's data throughout its life cycle – i.e. from creation and 

initial storage to the time when it becomes obsolete and is deleted. Security assurances 

require spanning the entire lifecycle of data. Existing Grids are already managing huge 

quantities of data [26]. Since Grids maximize the utilization of computing resources, 

their potential to generate new data and consume storage is very high, making storage 

capacity and DLM critical issues. By targeting data to appropriate storage media (pri-

mary disk storage, secondary serial advanced technology attachment (ATA) storage, 

tape, etc.) DLM solutions can influence on the overall protection of the data besides 

significantly reducing the cost of Grid storage infrastructures. FileStamp should en-

sure that the data contents will be protected from the malevolent entities throughout its 

lifecycle. 

 

We recommend a two-tier approach to handle the DLM issue in the FileStamp 

system: 

First, the security policy should explicitly mention the desired lifecycle of the 

data being managed by the FileStamp system. The dynamic nature of the grid 

environments does not permit some rigid definition of any parameter including 

security; however, the security policy of a VO is generally fixed for that VO and 
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hence the VOs using the FileStamp should include a formal description of the 

stage where the data generated by the VO operations be destroyed from the 

storage devices. 

Second, FileStamp should also employ some secure storage management tech-

nique such as HSM (Hierarchical Storage Management) [27]. HSM is policy-

based management of file backup and archiving in a way that uses storage de-

vices economically and without the user needing to be aware of when files are 

being retrieved from backup storage media. The hierarchy represents different 

types of storage media, such as redundant array of independent disks systems, 

optical storage, or tape, each type representing a different level of cost and speed 

of retrieval when access is needed. 

5. Conclusions 

Global connectivity of computing and storage resources opens up the possibility of 

misusing information to a degree never seen before. The objective to facilitate use of 

these resources by protecting them against any misuse must, however, be realistic 

given the current technical infrastructure. It is important that the security technologies 

be integrated in these systems from the inception stage rather than considering them as 

add-on optional features. Security issues should not be overlooked while designing 

these systems as they are critical to the success of these scalable distributed systems. 

In this paper, the security requirements of large-scale distributed file systems are 

addressed. The FileStamp multi-writer distributed file system is considered as a case 

study for this analysis. Various security requirements are identified and the potential 

solutions corresponding to these requirements are proposed. However, it is important 

to remember that the analysis of security requirements is a process, the risk and threat 

pictures are always changing, and their analysis needs to be continuously updated. In 

other words, overall infrastructure of large-scale distributed file systems should be 

subject to constant review and upgrade, so that any security loophole can be plugged 

as soon as it is discovered. 
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Abstract. We propose coupling based on contracts as a mechanism
to address the problem of exchanging information between parties that
require information to work together. Specifically, we show how our ap-
proach can be used to couple the deployment of an application with a
Grid infrastructure deployment descriptor using ProActive[11,2].
To achieve this, we identify the properties related with information ex-
change between parties, and we group the properties of interest into
typed clauses. We then propose that interfaces can be built using shared
typed clauses. If the interfaces between parties are compatible, the cou-
pling of the interfaces can yield a coupling contract. The clauses belong-
ing to the contract represent what information can be shared between
the parties, and the type of the clause specifies how this information will
be shared.
Finally, we show how the deployment of applications on the Grid can
benefit from the proposed approach. Unfamiliar applications can couple
with deployment descriptors to deploy on alien Grids, without modifying
or inspecting neither of them.

1 Introduction

Originally, distributed resources were managed using a centralized approach.
This has been shown to be unpractical in the Grid. The resources can be nu-
merous, heterogeneous, with distributed ownership, and having different policies
[8,14].

The problem of scheduling an application on distributed resources was ad-
dressed using different strategies. This generated a diversity of mechanism for
resource acquisition protocols (LSF [16], PBS[10], SGE[9], Globus-gram[8], etc.).
At that point in time, application developers were forced to choose and bind an
application to a specific resource acquisition protocol. Migrating from one re-
source acquisition protocol to another required modifying the application.
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Later, new levels of abstractions were introduced which allowed the appli-
cation developers to abstract the application, not only from the resource ac-
quisition protocol used, but also from other Grid infrastructure details such as
communication protocols, software location, etc.[3].

In the current scenario, we can now imagine having repositories of applica-
tions and repositories of Grid infrastructures. The problem of finding a suitable
Grid infrastructure for an application can be seen as a problem of classified
advertisements and matchmaking [12,13] or a problem of database search like
UDDI web services [6].

We set sail from this point. Let us imagine two candidate parties (ex: applica-
tion and Grid infrastructure) that have already been matched. To work together,
each party requires and provides information from the other. We propose cou-
pling based on contracts as a mechanism to address the problem of exchanging
information in a generic way between unfamiliar parties. Specifically, we show
how our approach can be used to couple the deployment of an unfamiliar ap-
plication with an unfamiliar Grid infrastructure descriptor using ProActive[11].
Therefore, our objective is the deployment of an application on a Grid infras-
tructure without modifying or inspecting either.

This paper is organized as follows. In section 2 we review the related work.
Then in section 3 we explain our coupling proposal, and in section 4 we show
how this proposal is applied for deployment on the Grid using ProActive. Finally
we conclude and present our future work in section 5.

2 Related Work

The problem of finding suitable resources for a given application have already
been addressed by techniques such as matchmaking in Condor [12,13], collections
in Legion [4], or using resource management architectures like Globus[5].

In the case of Condor, the resource acquisition is viewed as a three stage pro-
cess composed of advertisement, matchmaking, and claiming. The requirements
are advertised by the involved parties (jobs and resources), suitable matches
are found, and finally the claiming of the resources takes place. To achieve the
claiming, the advertised information from each party is exchanged.

While this approach has been acknowledged as suitable for finding matches,
how the advertised information sharing is done has been overlooked. Up to now,
techniques like the ones proposed by Condor allow finding suitable matches by
specifying what information is exchanged, but no mechanism is provided for
defining how the information exchange should take place.

For example, if an application is looking for n nodes, and a Grid infrastructure
can provide m nodes (n < m), then these two parties will be matched. If no
how semantics are provided for the claiming face, the following scenario could
happen: the application could decide to take advantage of the m nodes provided
by the infrastructure, while the infrastructure can decide to provide only the n
nodes advertised by the application. The result would be the application trying
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to use m nodes, while the infrastructure is only providing n nodes. Therefore, a
mechanism is required to specify how the information exchange takes place.

To address this issue, we propose the addition of a new stage called coupling,
thus rendering four stages: advertisement, matchmaking, coupling, and claiming.
Once the matchmaking has taken place, the semantics of how the information
will be shared between the parties will be addressed in the coupling face, before
the resources are successfully claimed.

Another related approach corresponds to the Web Services Agreement (WS-
Agreement) Specification[1], which is about to become a draft recommendation
of the Global Grid Forum[7]. The WS-Agreement is a two layer model: Agree-
ment Layer and Service Layer. Many of the concepts introduced in this paper find
their reflection in the Agreement Layer. According to the specification “an agree-
ment defines a dynamically-established and dynamically-managed relationship
between parties”, much like the proposed coupling contracts. Also, the proposed
coupling interfaces can be seen as agreement templates in WS-Agreement, since
they are both used to perform advertisement. Additionally, in the same way that
interfaces and contracts are composed of clauses, in WS-Agreement templates
and agreements are composed of terms. Finally, the concept of constraints is
present in both approaches.

The similarity of the proposed approach and WS-Agreement Specification
is encouraging when we consider that both were conceived independently. On
the other hand, the main difference in the approaches is that the definition of
a protocol for negotiating agreements is outside of the WS-Agreement Spec-
ification scope. Therefore, we believe that WS-Agreement could benefit from
the proposed automated coupling approach, built using typed clauses. From the
WS-Agreement perspective, typed clauses can be seen as an automated negoti-
ation approach because they provide an automated mechanism for accepting or
rejecting an agreement.

3 Coupling Matches with Contracts

In this section we describe our approach for coupling parties (ex: application and
descriptor) that require exchanging information to work together.

Figure 1i shows the problematic. Unfamiliar parties cannot exchange infor-
mation with each other in a generic way. Our approach proposes to capture the
properties of how the information exchange occurs into types (Figure 1ii). A
group of typed clauses will then form an interface that will specify what infor-
mation is required and provided by each party (Figure 1iii). The coupling of
the interfaces will yield a contract, that will allow the parts to couple and work
together on a common goal (Figure 1iv).

In the rest of this section we provide the details on how the parties can couple
using the proposed approach. Later in section 4 we will show how this approach
can be used to couple distributed application with Grid deployment descriptor
using the ProActive[11] Grid middleware.
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Fig. 1. Coupling Matches with Contracts.

3.1 Clause Types

Let a and b be matched parties that require information from each other, or
from an external source e like the environment to work together. We have iden-
tified that the information requirements can be exposed and fulfilled using typed
clauses. The type of the clause represents a specific configuration of the following
properties:

1. Ability to set a value. This defines which party has the ability to set a
value for the clause. Possibilities are any permutation of a, b, e:
{abe, ab, be, ae, a, b, e}.

2. Ability to set empty values. This defines which party can set this clause
as empty. The possibilities are any permutation of a, b: {a, b, ab,−}.

3. Ability to set constraints to the values, thus narrowing the space of
possible values. This can be done by providing an explicit list of alterna-
tives, or using comparison operators (<, >, =, . . .). The alternatives are
permutations of: a, b: {ab, a, b,−}.

4. Priority. If more than one party can set a value, an empty value, or the
constraints, this identifies which has the priority. The alternatives are com-
binations of a, b, e: {abe, aeb, bae, bea, . . .}. The order in which they are
expressed defines the priority.

For example, we have identified the types depicted in Table 1. Conceptually
the types can be interpreted as:

A The value can only be set by a. Since b can set the value to empty, then b
can force a to provide a value.

B Corresponds to the symmetrical of A.
A-PRI The value can be set either by a or b, where b can provide a default

value, and a can override the default.
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Table 1. Types

Type Name — Set value — Set empty — Set constraints — Priority

A a b - a
B b a - b

A-PRI ab - b ab
B-PRI ab - a ba
ENV e - - e

B-PRI Corresponds to the symmetrical of A-PRI.
ENV The value can be set from the environment.

The flexibility of the approach allows defining the types of interest only, and
extending the set of types as required. The definition of new typed clauses is
possible using these or future imagined properties. For example, we could imagine
handling the priorities at a finer grain, thus having to specify three priorities for
setting the value, setting the empty value, and setting the constraints. In this
work we will focus on the types depicted in Table 1, because these represent the
types of interest in section 4.

3.2 Typed Clauses

We will define a typed clause (clause for short) as having the following fields:

1. Type Corresponds to one of the allowed clause types. These are: A, B,
A-PRI, B-PRI, ENV.

2. Name Corresponds to the name of the clause.
3. Value The value that will be set, empty or not.
4. Constraints The restrictions imposed on the values that can be set, if al-

lowed by the type.

We will say that a clause pair named clsa and clsb compose a shared clause
cls if both clauses names match clsa = clsb. The shared clause cls is type
compatible if clsa.type = clsb.type, and incompatible otherwise.

The fields of a type compatible shared clause are defined as:

– Name: cls = clsa = clsb,
– Type: cls.type = clsa.type = clsb.type,
– Value: cls.value = cls.type.priority(clsa.value, clsb.value)
– Constraint: cls.constraints = cls.type.priority(clsa.constraints, clsb.constraints)

We will say a clause, shared or not, is valid if and only if cls.value 6= empty
and cls.value satisfies cls.constraints such that: cls.constraints(cls.value) =
true. Note that two invalid clauses can be separately invalid, but the shared
clause composed using both of them can be a valid clause.
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3.3 Coupling Interfaces

An coupling interface (interface for short) corresponds to a group of clauses. A
party can expose more than one interface, thus allowing coupling with more than
one party. An interface is defined by:

1. A name
2. Set of clauses identified by their names

Thus for a party a we can identify an interface by a.int name. And for
identifying a clause belonging to an interface we write: a.int name.cls name.

We will say that two interfaces can be coupled (a.int name and b.int name),
if there are no type incompatible shared clauses between the interfaces. The re-
sult of the interface coupling corresponds to the set of all shared clauses, and
will denote it as: a.int name � b.int name.

3.4 Coupling Contracts

A coupling contract (contract for short) corresponds to the interaction between
two interfaces of different parties. If there exists two interfaces a.int and b.int,
such that both interfaces can be coupled, then the contract is defined as a set of
clauses:

Contract = a.int � b.int ∪ (a.int− (a.int � b.int)) ∪ (b.int− (a.int � b.int))

This means that the clauses contract will contain the shared clauses between
the interfaces, the unshared clauses of a, and the unshared clauses of b.

We will say that two parties a and b can be coupled if:

1. A contract can be built between them: two interfaces belonging to a and b
can be coupled, and

2. the contract is valid: every clause in the contract is valid.

3.5 Matching parties: descriptors and applications example

Typed clauses can also be used to perform advertisement and matchmaking in
the Condor style. Both parties can expose their interface (advertisement) to a
matchmaker or broker. To determine if the two parties are a suitable match, the
coupling contract can be generated and validated.

The clauses belonging to the interfaces will specify what information is shared
(provided or required) for the matchmaking. And the type of the clauses will
specify how the information is shared for the coupling.
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4 Coupling distributed applications with deployment on
the Grid

In this section we show how the concepts defined in section 3 can be applied.
Specifically, we aim at coupling a distributed application with Grid resources
using the Grid middleware ProActive. ProActive already provides a mechanism
based on deployment descriptors for deploying on the Grid. We will show how
this mechanism can benefit from the use of coupling contracts to couple appli-
cations with deployment descriptors.

This section is organized as follows. We will first provide some background on
ProActive. Then, we will show how coupling contracts have been incorporated
into ProActive.

4.1 Background on ProActive Deployment Descriptors

Within the ProActive Descriptor Deployment Model [3], it is possible to de-
ploy applications on sites that use heterogeneous protocols, without changing
the application source code. All information related with the deployment of the
application is described in an XML Deployment Descriptor. Thus, eliminating
references inside the application code to: machine names, submission protocols
(local, rsh, ssh, lsf, globus-gram, unicore, pbs, lsf, nordugrid-arc, etc.) and com-
munication protocols (rmi, jini, http, etc.).

The Descriptor Deployment Model is shown in Figure 2.

Deployment Descriptor

VN

Nodes

Connectors Acquisition

Creation Infrastructure

Mapping

Application Codes ADL

Fig. 2. Descriptor Deployment Model
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The infrastructure section contains the information necessary for booking
remote resources. Once booked, ProActive Nodes can be created (or acquired)
on the resources. To link the Nodes with the application code, a Virtual Node
(VN) abstractions is provided, which corresponds to the actual references in
the application code. Virtual Nodes have a unique identifier which is hardcoded
inside the application and the descriptor.

A deployer can change the mapping of the application → Virtual Node to
deploy on a different Grid, without modifying a single line of code in the appli-
cation.

4.2 The Problematic of Applications and Descriptors

In the traditional approach, the application developer and the descriptor devel-
opers need to have a previous agreement on the name of the Virtual Node. This
means that the name of the Virtual Node is hardcoded inside the application
and the descriptor. If the application wants to use a new descriptor, then either
the descriptor or the application has to be modified to agree on the new Virtual
Node name.

A possible solution to this problem is passing the Virtual Node name as
a parameter to the application. Nevertheless, the problem of figuring out the
proper Virtual Node name from the descriptor remains. To find out the name of
the Virtual Node, inspection of the descriptor has to be performed, which can be
a problem for someone alien with respect to the Grid infrastructure’s descriptor.

Furthermore, the Virtual Node name is not the only information sharing
problem that the application and descriptor have. For example, a descriptor
might be configured to deploy on k nodes, but the application only requires j
nodes (j < k). Without shared clauses, the descriptor has to be modified to
comply with the requirements of the application.

Modifying the application or the descriptor can be a painfull task, specially if
we consider that the person deploying the application (deployer) may not be the
author of either. To complicate things further, the application source may not
even be available for inspecting the requirements and performing modifications.
Figure 3 illustrates the issue. The deployer is not aware of the application or
descriptor requirements.

Fig. 3. Matching and Coupling Contracts.
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Nevertheless, using coupling contracts, the deployment can be further en-
hanced by enabling automated matchmaking and coupling of applications and
descriptors.

4.3 Clause Types

The involved parties are the application (a) and the descriptor (b), and the
environment information (e) (given through java properties). To improve the
clarity of the example, we have renamed the clause types identified in the Table
1 to the names shown in Table 2.

Table 2. ProActive Deployment Clause Types.

Type Name — ProActive Type Name

A Application
B Descriptor

A-PRI ApplicationPriority
B-PRI DescriptorPriority
ENV JavaProperty

4.4 Clauses in ProActive Descriptors

Clauses can be specified using XML tags as shown in the example of Figure 4
for the descriptor. To define the clauses a new section labeled clauses has been
added at the beginning of the descriptor to hold the interfaces. The clauses
shown in the example correspond to:

PROACTIVE HOME & MAX NODES Correspond to descriptor set clauses. The value
is set directly in the descriptor, and can be used later on, inside the descriptor
or the application.

VIRTUAL NODE NAME Corresponds to a clause that the descriptor enforces the
application to set. If the application doest not set this value, the clause inside
the coupling contract will not be valid, and the application will not be allowed
to couple with the descriptor. In the example, we force the application to
set the name of the Virtual Node.

LOAD BALANCING Corresponds to a clause that the application has set, but the
descriptor can override. In the example, we imagine that an application is
capable of handling, or not, the load balancing. By default the application
will assume that no load balancing is provided by the Grid infrastructure
(Figure 5), and thus handle the load balancing at the application level. Nev-
ertheless, the descriptor is aware if load balancing can be done at the Grid
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infrastructure level and activate it. The application can then access the con-
tract’s clauses to learn if the infrastructure is using the load balancing and
disable the application load balancing mechanism.

NUMBER OF NODES Corresponds to a clause that the descriptor has set a value,
but the application may override. Additionally, the descriptor has set con-
straints indicating that the value must be an integer between 1 and MAX NODES.

USER NAME Corresponds to a clause that is set from the environment. In this
case, the username can be specified from the environment as a java property.

<clauses>
<interface name="descriptor-example-interface">
<Descriptor name="PROACTIVE_HOME" value="ProActive/"/>
<Descriptor name="MAX_NODES" value="100/"/>
<Application name="VIRTUAL_NODE_NAME" value=""/>
<DescriptorPriority name="LOAD_BALANCING" value="on"/>
<ApplicationPriority name="NUMBER_OF_NODES" value="1">
<!--// (NUMBER_OF_NODES>0) && NUMBER_OF_NODES<=MAX_NODES -->
<integerConstraint>
<and>
<biggerThan>0</biggerThan>
<smallerOrEqualThan>${MAX_NODES}</smallerOrEqualThan>

</and>
</integerConstraint>

</ApplicationPriority>
<JavaProperty name="USER_NAME" value="user.name"/>

<interface>
</clauses>
...
<virtualNodesDefinition>
<virtualNode name="${VIRTUAL_NODE_NAME}"/>
</virtualNodesDefinition>

...
<sshProcess class="org.objectweb.proactive.core.process.SSHProcess"

hostname="example.host" username="${USER_NAME}"/>

Fig. 4. Example of clauses in descriptor.

Figure 4 also shows an example of how the clauses can be used inside de-
scriptors. Note that the value of the clause VIRTUAL NODE NAME has not been
set in the descriptor, since it is of type Application. This means that the value
used inside the descriptor will be the one set from the application. Also note,
that clauses obtained from the environment can also be used, like the USER NAME
clause.

4.5 Clauses in ProActive Applications

We have also provided a mechanism for specifying clauses and interfaces from
the application. This can be done through an API, or loading the clauses from an
external XML file. Since the XML approach has already been shown for the de-
scriptor, Figure 5 shows an example using the API. First an interface is created,
and then the clauses are added to the interface. The interface is then passed
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as a parameter when parsing the descriptor. The parsing will try to generate a
coupling contract using the application’s and the descriptor’s interfaces.

//Create a new interface
ClausesInterface ci= new ClausesInterface("application-example-interface");

//Set the clauses in this interface
//set(<type>, <clause name>, <value>, [<constraint>])

ci.set(Application, "VIRTUAL_NODE_NAME", "testnode",);
ci.set(ApplicationPriority, "NUMBER_OF_VIRTUAL_NODES", "16");

// LOADBALANCE="on" || LOADBALANCE="off"
OrConstraint oc = new OrConstraint();
oc.add(new EqualsConstraint("on"));
oc.add(new EqualsConstraint("off"));
ci.set(DescriptorPriority, "LOAD_BALANCING", "off", new StringConstraint(oc));

//Parse and load the descriptor using the coupling interface. If the application and
descriptor can not be coupled an exception will be thrown

ProActiveDescriptor pad = ProActive.getProactiveDescriptor("descriptor.xml", ci);

//Clauses from the coupling contract can be used in the application
CouplingContract cc = pad.getCouplingContract();
String loadBalancing = cc.getValue("LOAD_BALANCING");

//The application can take decisions based on the clauses
if(loadBalancing.equals("on")){...}
else{...}

Fig. 5. Example of clauses in application.

If the application can be coupled with the descriptor, then the application
can retrieve the coupling contract and consult the contract’s clauses. For exam-
ple, using this strategy the application can know if the descriptor activated the
infrastructure load balancing, and avoid using the application load balancing.

4.6 Constraints

Constraints are boolean expressions that will be evaluated for each clause when
the contract is built. The constraints can be of two types: integer or string. For
each constraint the logical operators: and, or, xor are allowed. Also, boolean
operators are provided for each type of constraint. The integer operators are:
biggerThan, biggerOrEqualThan, smallerThan, smallerOrEqualThan, equals.
The string case sensitive operators are: subString, superString, equals. Fig-
ure 6 shows the constraint grammar specified using XML Schema[15] for the
integer type constraints.

Figure 4 shows an example where the clause NUMBER OF NODES is constrained
to be: 0 < NUMBER OF NODES <= MAX NODES. Note that MAX NODES is defined as
a Descriptor type clause. Figure 5 shows an example using string constraints.
The clause LOAD BALANCING is constrained to be either on or off.
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<xs:element name="integerConstraint">
<xs:complexType>
<xs:choice>
<xs:element name="and" type="intConst"/>
<xs:element name="or" type="intConst"/>
<xs:element name="xor" type="intConst"/>

</xs:choice>
</xs:complexType>

</xs:element>
</xs:complexType>
<xs:complexType name="intConst">
<xs:choice minOccurs="1" maxOccurs="unbounded">
<xs:element name="and" type="intConst"/>
<xs:element name="or" type="intConst"/>
<xs:element name="xor" type="intConst"/>
<xs:element name="biggerThan" type="xs:string"/>
<xs:element name="biggerOrEqualThan" type="xs:string"/>
<xs:element name="smallerThan" type="xs:string"/>
<xs:element name="smallerOrEqualThan" type="xs:string"/>
<xs:element name="equals" type="xs:string"/>

</xs:choice>
</xs:complexType>

Fig. 6. Integer Constraint Schema Grammar.

5 Conclusions and Future Work

We have shown an approach for coupling parties that require exchanging in-
formation to work together. To achieve this, we have identified the properties
related with information exchange between parties, and we have grouped the
properties of interest into typed clauses. We have then proposed that interfaces
can be built using shared typed clauses.

If two interfaces between parties are compatible, the coupling of the interfaces
can yield a coupling contract. The clauses belonging to the contract represent
what information can be shared between the parties, and the type of the clauses
specify how this information will be shared.

Using the proposed coupling approach, we have shown how coupling con-
tracts can be applied for automated deployment of unfamiliar applications on
alien Grids. For this, we have provided a mechanisms to specify clauses in the
application and the deployment descriptor using the Grid middleware ProAc-
tive. As a result, the approach can now be used to couple applications with
descriptors, without having to modify or inspect either.

Nevertheless, it can be argued that the proposed approach requires each
party to know beforehand the names of the clauses used in the coupling. In
reality, only a subset of the clauses belonging to the coupling contract have to
be known: the ones that must be provided with a value to make the contract
valid. Furthere more, if two different interfaces couple with a third generating
two valid coupling contracts, the clauses contained in these contracts can be
different. While this seems strange, it is a direct result of the proposed approach
being boolean: either the contract is valid or not. In the future, we would like to
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extend this concept by introducing Conformance Levels in coupling contracts.
Thus, a minimum conformance level (i.e. minimum set of known clauses) could
be provided for basic applications, and higher conformance levels (i.e. a superset
of the lower conformance levels) could be used for more advanced features that
require more specific clauses.

From the Grid infrastructure side, in the future we would like to identify
standard interfaces for coupling applications with different types of Grids. The
idea is to be able to release applications packaged with interfaces that certify
the deployment of an application with a Grid interface. On the other hand, from
the application point of view, we would like to identify interfaces for common
structured parallel programming patterns. For example, if an application uses
the master-slave pattern, then it can benefit by coupling with a Grid interface
optimized by deploying the master on a more powerfull or better connected
resource than the regular slaves. Thus, a Grid could provide an optimized inter-
face for applications exploiting different patterns such as: farm, pipe, divide and
conquer, etc.
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Abstract. The use of grid computing to easily and efficiently execute data and 
compute-intensive applications strongly depends on new software development 
approaches able to separate application-domain aspects from non-functional 
ones, such as task mapping and deployment. In this paper, we present an object-
oriented framework that is able to transparently transform non-distributed 
programs into hierarchical master-slave ones, and to map and schedule them 
onto a grid computing system. Moreover, the framework is able to leverage 
services delivered by the underlying middleware platform, such as resource 
management and communication, to satisfy user requirements. The paper 
presents the framework architecture, a reflection-based implementation and its 
evaluation atop of a hierarchical grid middleware.

1. Introduction

Thanks to the increasing amount of resources available across the Internet and to 
improvements of wide-area network performance, in recent years grid computing is 
emerging as a viable computing paradigm to execute data and compute-intensive 
applications. 

At the state of the art, two of the main difficulties to wide diffusion of grid 
technologies are usability and efficiency: if the computing environment provided by 
the grid system is seamless, user-friendly and efficient, users will potentially exploit 
wide-area distributed resources to obtain high performance with a little effort related 
to the management of the distributed system and the deployment of applications on it. 
Existing distributed programming approaches based on message-passing (such as 
MPICH-G2 [1]) adopted for not or limited distributed systems (such as parallel 
machines or clusters of workstations), or “standard” approaches based on object-
oriented technologies (such as Java RMI and CORBA) are hardly applicable to write 
and execute applications in highly dynamic and geographically distributed computing 
environments. These approaches, in fact, require to directly deal with problems not 
encountered for sequential programming, such as non-determinism, synchronization, 
data partitioning and distribution, load-balancing, fault-tolerance, security, etc. 
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To overcome the burden of these approaches, new programming models, 
abstractions, tools and methodologies are required. In this connection, we believe that 
object-oriented component frameworks for high-level distributed programming are 
strategic to increase the spread of grid computing technologies (even in industrial and 
enterprise environments) and the productivity of grid programmers. This 
convincement derives from the analysis of similar technologies, such as Enterprise 
Java Beans and application servers employed in enterprise environments to separate 
functional and non-functional aspects in distributed software systems.

To improve efficiency, scalability and adaptability of applications, a framework for
grid computing has to: (1) permit the programmer to focus only on domain-dependent 
aspects of an application, rather than on control and coordination aspects of 
distribution, which depend on the target environment; (2) be able to reuse the same 
application logic into different computing environments (such as parallel machines, 
clusters and Grids).

As concerning distributed computing models, in this work we focus on the master-
slave pattern [2], which is a widespread architectural pattern adopted to implement 
coarse-grained parallel and distributed applications either in local- and wide-area 
networks. We focus on the hierarchical version of such pattern, since it is particularly 
effective to be used in intrinsically hierarchical grid computing systems, because of 
well-defined and limited communication patterns among computing nodes. In these
systems, computing nodes are often hosted by heterogeneous resources characterized 
by limited-bandwidth communication in the levels of the hierarchy close to the user, 
and high communication performance in the other levels, typically not directly 
accessible through the Internet because they are often clusters accessible only through 
a front-end. In future we intend to take into account other widespread patterns 
currently adopted in the distributed computing, such as divide and conquer and 
pipeline. 

This paper presents a framework to simplify the development of parallel and 
distributed object-oriented applications for grid systems. The framework, called TMS 
Framework (Transparent Master-Slave Framework), is able to transparently 
implement hierarchical master-slave applications in a hierarchical grid environment, 
and to satisfy Quality of Service (QoS) requirements by dynamically exploiting 
services delivered by underlying middleware platforms. The framework was 
implemented by leveraging reflection mechanisms provided by a meta-object protocol 
[3]. We considered, moreover, its customisation for a hierarchical grid middleware
[4], which delivers an economy-driven resource broker usable by the TMS 
Framework to automatically map and schedule distributed tasks satisfying time and 
cost constraints specified by the user. 

The rest of the paper is organized as follows. Section 2 discusses related work.
Section 3 presents the TMS Framework. Section 4 describes a reflection-based 
framework implementation. Section 5 presents an evaluation of the TMS Framework 
in writing a distributed application and a preliminary experimental analysis, and 
finally Section 6 summarizes the paper and presents future work.

CoreGRID FP6-004265 83

CoreGRID –Network of Excellence



2. Related Work

Some frameworks for master-slave applications in dynamic and heterogeneous 
systems have been proposed in literature. The most significant ones are AppLeS 
Master-Worker Application Template (AMWAT) [5] and Condor Master-Worker
(MW) [6]. Also Javelin 3 [7] and Satin [8] are interesting proposals.

AMWAT is a library that provides a software template to implement self-
scheduling master-slave applications written in C, C++, and Fortran in distributed 
memory architectures. The AMWAT programming interface specifies the high-level 
functionalities that the application developer must minimally supply. Such 
functionalities are provided in form of portable and reusable modules. In particular,
the Application Template module contains fifteen application activity functions,
which are provided by developers to implement application-specific functions.

Condor MW is a framework proposed for implementing grid-enabled master-slave 
applications written in C++. Condor MW provides a “top-level” interface to 
application software and a “bottom-level” interface, called Infrastructure 
Programming Interface (IPI). The top-level interface permits to parallelize an 
application and requires the programmer to re-implement some abstract classes, in 
particular the MWTask, which is the abstraction of one unit of work, and the 
MWWorker, which represents a slave process. The IPI interface permits to use 
existing grid computing toolkits without any changes from the view-point of the 
application developer. 

While the AMWAT approach focuses on application performance in terms of 
execution time, the Condor MW approach emphasizes the delivery of high throughput 
computing. It typically deals with many processor faults, since the default Condor 
behaviour is to vacate a running process on a remote machine when it is no longer in
idle status.

Even if the approaches described above permit to simplify writing of master-slave 
applications by hiding distribution, scheduling and communication aspects, they still 
require to explicitly write code for the distributed version of the problem, requiring a 
specific implementation of the application for the master-slave pattern and so limiting 
the programmer productivity and existing code re-use. 

A better separation of functional aspects from non-functional ones can be reached 
through the new programming approach based on skeletons [9], conceived to design 
easy-to-use structured parallel programming environments. The idea is to capture 
recurring patterns in parallel and distributed applications in generic software 
constructs that can be customized by the programmers to write different applications.  

A recent proposal is HOC [10] based on web services, which requires configuring
services through application-specific code, such as, in the master-slave pattern, how 
to split input parameters among the slaves and how to process them. Such 
customisation is obtained through the implementation of specific interfaces. 

Another proposal that focuses on grid systems is Lithium [11], a library based on 
Java and RMI, which supports common skeletons, including pipelines, task farms, 
iterative and data parallel skeletons. 

As for the skeleton-oriented approaches, our goal is to simplify writing distributed 
applications, considering the difficulty in learning new paradigms and programming 
approaches. For this reason, we propose a framework that permits writing (or re-
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using) an application in a sequential version, hiding the distributed aspects related to
the pattern/s adopted for its deployment. Our idea is to configure the pattern-related 
aspects through a preliminary phase that requires writing a configuration file and the 
classes for the framework customization. Moreover we focus on a framework 
implementation that hides pattern-related aspects in some configurable components of 
the system, able to leverage existing grid services, for example resource discovery 
and load balancing.  

Most of the distributed computing environments for master-slave applications, 
which deliver scheduling functionalities, use mapping algorithms that try to optimise 
only the execution performance [12] [13] [5]. In a future commercialisation of grid 
technologies, the resource price will represent a distinctive property to regulate the 
supply-and-demand for resources. To this end, the work in [14] represents one of the 
first effort to introduce economy-driven mapping algorithms for generic applications 
with no control or data dependencies; whereas a previous paper of the authors [15]
defines a heuristic for mapping tasks to the slaves of a master-slave application based 
on deadline and budget constraints.

3. TMS Framework 

The TMS Framework design is based on the following principles: (1) separation of 
concerns: the framework has to permit a programmer to concentrate only on the 
domain-dependent aspects, without dealing with low-level aspects of distributed 
computation such as the definition of the number of resources, the distribution of 
tasks among the resources, synchronization, etc.; (2) code re-use: the framework has 
to permit the re-use, in a distributed computing environment, of existing code written 
to solve the same problem in sequential manner, so permitting to use, in a nearly-
seamless way, the same code for execution on a single workstation, or on a 
homogeneous cluster or on a heterogeneous wide-area distributed system; (3) 
adaptability: the framework has to dynamically leverage services delivered by the 
underlying computation architecture in order to automatically optimise application 
execution and fulfil user QoS requirements.

The main objective of the proposed framework is to re-use existing code for 
sequential execution to automatically produce a parallel and distributed version of it 
through the adoption of the hierarchical master-slave pattern at run-time. The 
hierarchical master-slave pattern consists of extending the single master of the 
canonical pattern to a hierarchy of masters at different levels. The master at the top 
controls the overall computation and distributes it among the masters at lower levels, 
and so on, until the computation is sent to the slaves, which directly process the 
request. The collection of computed results is performed in the reverse order. With 
respect to the master-slave pattern, it permits to increase scalability by removing the 
centralized control of a single master, which could easily become a bottleneck for a 
high number of resources and limited-bandwidth networks. 

The TMS Framework provides a run-time distributed environment in which 
masters and slaves run. To achieve separation of concerns, it defines a generic 
architectural skeleton, which can be customized by the user through application-
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domain code used for sequential version, and some descriptive information for the 
deployment. The distribution aspects that depend on the underlying computational 
infrastructure are captured and managed by the framework, without the necessity of 
application-domain code modification. 

The framework is designed so to automatically manage and trigger well-defined 
coordination activities of the hierarchical master-slave model, which are: (1) splitting 
of the workload, (2) call to slaves, (3) waiting and gathering of results performed by 
the master. The idea is to set up such well-defined activities through a configuration 
phase, which permits to specify the policies to adopt for each activity. In figure 1, the 
main components of the framework are shown, considering one level of the hierarchy
for simplicity. 

The framework is used to dynamically parallelize object-oriented applications
whose functional aspects are delivered through a method of a class (called in the 
following Task class), which implements a sequential solution to a given problem. To 
transparently turn the sequential computation of such method into a parallel one, a 
Task object is used to customize the main framework component, called TMS Task.

The TMS Task is loaded into the TMS Framework of each computing node and is 
configured in order to act as master or slave of the computation. For a master node the 
TMS Task consists of the replication of the original Task object, and a customisable 
framework component, called Master Behaviour, which performs the master 
functionalities of workload splitting and result gathering.
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Application

reply result
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Fig. 1. TMS Framework Architecture

For a slave node the TMS Task consists of the replication of the original Task 
object, and a framework component, which performs the slave activities, called Slave 
Behaviour component.

The framework contains other two configurable components used to capture and 
manage the main capabilities required to distribute and manage a master-slave 
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application, that are the Resource Management and the Communication components. 
The Resource Management component has the task to schedule and manage the 
masters and slaves on distributed resources. The communication and synchronization 
between masters and slaves is managed by the Communication component.

4. Reflection-based implementation

The main goal of the TMS Framework is the implicit implementation of the 
hierarchical master-slave pattern, which can be achieved following static or dynamic 
approaches. 

The static approach is based on specialized pre-compilers, which take care of 
parallelising the application and deploying it on distributed resources. Such approach 
does not fit in a dynamic distributed environment since it does not permit to perform 
on-the-fly modifications in order to adapt applications to variations in underlying 
services and resource availability. 

The dynamic approach permits to overcome such limitations and is based on the 
openness of the system to change, even at run-time, some aspects of its behaviour. 

We propose a version of the TMS Framework based on a dynamic approach
implemented with reflection mechanisms [2]. A reflection-based framework permits
to easily adapt components to changing conditions, and to extend or reconfigure the 
system to meet new requirements. With this approach, an application is logically 
divided in two parts: the meta-level and the base-level. The meta-level is the part of 
the application which provides knowledge of its properties and makes the system self-
aware. The system properties available at the meta-level are represented by Meta
Objects, which encapsulate and represent information about a single system aspect 
that should be adaptable. The base-level models and implements the application logic 
and represents the various services the system offers. Its implementation uses 
information and services provided by the meta-level to remain flexible and 
independent from those aspects that are likely to be modified. 

A reflection-based TMS Framework requires individuating the set of Meta Objects,
which capture the incomplete parts of the framework and permit to customize it for 
the execution of an application. Reflection mechanisms are also used to customize the 
Resource Management and Communication components so to deliver functionalities 
exploiting existing basic services of the underlying middleware.

4.1 MOP-based implementation

We implemented the dynamic master-slave pattern by exploiting the reflection 
features provided by Meta-Object Protocol (MOP) implemented in ProActive [3]. It is 
a proxy-based run-time mechanism, which permits reification of method invocations 
and constructor calls. It is entirely written in Java and avoids any modification or 
extension to the JVMs, as opposed to other meta-object protocols.

By using MOP, the TMS Framework permits to employ every existing class to 
transparently instantiate the set of master and slave active objects (ProActive objects), 
keeping the application very similar to that used for a sequential computation. 
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Therefore, the hierarchical master-slave pattern is dynamically implemented and an 
existing object can be turned in a master able to transparently split the overall task 
into sub-tasks and in a slave able to perform the assigned part of the overall task. 
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Fig. 2. MOP-based TMS Framework implementation

The behaviour of active objects, with respect to the parallelism exploitation 
patterns, is specified through the implementation of the RunActive interface of 
ProActive, delivered by the framework and called TMSRunActive, which specifies 
the actions executed by the active object when a method execution request is received
(see figure 2). In particular, if the active object is a master, the following actions are 
performed: (1) to collect information on the performance capabilities of each resource
available for computation; (2) to perform a partition of input parameters following the 
policies indicated in a configuration file; (3) to send method calls to the active objects 
which are masters or slaves of the lower level, using as input parameters: the original 
input parameter, if it is a non-partitioned parameter, or the corresponding part of the 
partition, if it is a partitioned parameter; (4) to wait for the collection of each partial 
results, which are assembled following the policy specified in a configuration file. If 
the active object is a slave, it directly executes the method.

4.2 Programming Model

The programming model of the TMS Framework permits the parallelisation of one or 
more tasks, each represented by a method of an existing class. The parallelisation is 
initialised through the Configuration Phase, performed delivering a configuration file 
and invoking the static method of the TMSFramework class:

Object configureDistributedTask(Object original, String configFile);

that returns a reified object. The input parameters are original, which is an instance 
of the class used to perform the distributed task and configFile, which is the name 
of the configuration file used to configure the deployment of active objects. It is an 
XML-based file, called Job Description Format (JDF) in which a part depends on the 
underlying middleware adopted for active objects deployment, while another is 
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common and is used for the reflection mechanisms. The common part contains the 
following information: (1) the methods whose invocations have to be distributed over 
the active objects; (2) for each method, the input parameters that have to be 
partitioned and the policy to partition each of them; (3) for each method, the 
assembling policy of the output parameter.

A partition policy is specified by the implementation of the following method of 
the SplitHelper interface:

public Object[] split (Object[] data, double[] caps);

in which, data represents the information used to obtain a partition on an input 
parameter and caps the performance information on each active object, used to 
eventually obtain a load balanced partition.

SplitHelper
<interface>

+ split(Object[], double[]):Object[]

AssembleHelper
<interface>

+ assemble(Object[]):Object

TMSFramework

+ configureDistributedTask(Object, String):Object
+ getConfigurationInfo(Object):ConfigurationInfo

TMSRunActive

+ runActivity(Body)

RunActive
<interface>

+ runActivity(Body)

Fig. 3. Class Diagram of MOP-based TMS Framework 

An assembling policy is specified by the implementation of the following method 
of the AssembleHelper interface:

public Object assemble (Object[] data);

in which data represents the partial results to assemble into a single object 
representing the overall result of the distributed computation.

The Configuration Phase is followed by the Execution Phase, in which the user 
performs method invocations in the same way as for standard objects. The method 
invocation on ProActive active objects is asynchronous, which permits to increase the 
concurrency among local and remote activities.

4.3 User QoS requirements

The default version of ProActive leverages Java RMI and, as a consequence, requires 
the direct handling of scheduling functionalities of resource discovery, selection and 
task mapping, limiting the capability to fulfil user QoS requirements.

Through the adoption of the ProActive-HiMM adapter [16], the TMS Framework 
can be configured to transparently leverage HiMM functionalities. HiMM is a Java-
based middleware able to exploit hierarchical collections of computers interconnected 
by heterogeneous networks. Even if HiMM is not a complete grid middleware (it 
lacks of sophisticated security mechanisms and efficient data access), it delivers all 
the basic services of resource discovery, management, scheduling, and efficient 
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communication mechanisms useful to implement master-slave applications into a grid 
system.

HiMM, in particular, provides an economy-driven broker for master-slave 
applications which is responsible for automatic resource discovery and task mapping 
on the basis of availability, performance and cost of resources, and on time and cost 
parameters specified by the user. It is based on the task mapping heuristic proposed in 
[15] which permits to minimize the total execution time without exceeding a fixed 
budget. The HiMM resource broker can be adopted by the TMS Framework to 
transparently deploy the distributed tasks of resources satisfying time and cost 
constraints specified by the user in the configuration phase. This is obtained following 
the programming model described above and using a file (JDF – Job Description 
Format – file) which contains all the information necessary to exploit broker 
functionalities of HiMM, which are application information (task dependencies, 
overall complexity, single task complexity, etc), application code, input data and user 
requirements. The current version of the HiMM broker does not take into account the 
mapping problem of master hierarchy because it focuses on a grid system with an 
intrinsic hierarchical topology, in which the masters are naturally hosted on those 
machines used as front-end for pools of resources such as clusters.   

5. Framework evaluation

To evaluate the usefulness for programming and to analyse the performances 
delivered by TMS Framework, a simple application is described. It is the well-known 
multiplication of square matrices implemented with the master-slave pattern and 
using the strip partitioning of the left matrix: the master partitions the received left 
matrix and sends the parts to slaves for processing. 

A standard class Matrix, eventually already written for sequential applications, 
delivers a constructor to initialise a bi-dimensional array of float values, and the 
multiply method that sequentially executes the multiplication between the current 
matrix, used as right matrix, and the matrix passed as parameter, used as left matrix.

The following code shows the use of the TMS Framework to turn a standard 
instance of Matrix into a transparent master-slave one:

...
Matrix rigMat = new Matrix(...); // initialisation
Matrix leftMat = new Matrix(...);
Matrix result = null; 
String configFile = null; 

   // Configuration Phase: definition of the XML-based JDF file
   ... 

rigMat=(Matrix)TMSFramework.configureDistributedTask(
rigMat,configFile);

// Execution Phase
result = rigMat.multiply(leftMat);
...
The parallelisation of the multiplication of two matrices requires to specify, in a 

JDF file, the class which contains the method to parallelise, that is Matrix, and the 
classes which implement the SplitHelper and AssembleHelper interfaces used 
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to, respectively, split a matrix in blocks of rows and to assemble blocks of rows into 
one block to return a single matrix. 

We underline that such classes could be already available through a library 
included in the framework or delivered by a third-part developer. A section of the JDF 
file for this application is reported below.

<APPLICATION-STRUCTURE>
  <DISTR-PROG-MODEL>Master-Slave</DIST-PROG-MODEL>
<MIDDLEWARE-SPECIFIC-INFORMATION>
<USER-REQUIREMENTS>
<DEADLINE>50000</DEADLINE>
<BUDGET>100</BUDGET>
<MAPPING-POLICY>TIME_OPTIMIZATION</MAPPING-POLICY>

</USER-REQUIREMENTS>
...
</MIDDLEWARE-SPECIFIC-INFORMATION>
<TASKS>

<TASK>
 <TASK-CLASS-NAME>Matrix</TASK-CLASS-NAME>
 <METHOD-NAME>multiply</METHOD-NAME>
 <METHOD-PARAMETERS>
   <METHOD-PARAMETER>Matrix</METHOD-PARAMETER>
 </METHOD-PARAMETERS>
 <RETURN-TYPE>Matrix</RETURN-TYPE>
<DATA>

  <DISTRIBUTED-INPUTS>
   <INPUT>

 <INPUT-TYPE>Matrix</INPUT-TYPE>
 <INPUT-INDEX>0</INPUT-INDEX>
 <PARTITION>
   <PARTITION-CLASS-NAME>TMSFramework.util.MatrixSplitHelper       

           </PARTITION-CLASS-NAME>
   <PARAMETERS>
     <PARAMETER>
       <INPUT-TYPE>Matrix</INPUT-TYPE>
       <INPUT-INDEX>0</INPUT-INDEX>
     </PARAMETER>
   </PARAMETERS>
 </PARTITION>

   </INPUT>
  </DISTRIBUTED-INPUTS>
  <ASSEMBLING>

<ASSEMBLING-CLASS-NAME>TMSFramework.util.MatrixAssembleHelper    
     </ASSEMBLING-CLASS-NAME>

 <PARAMETERS>
   <PARAMETER>
     <INPUT-TYPE>Matrix</INPUT-TYPE>
     <INPUT-INDEX>-1</INPUT-INDEX>
   </PARAMETER>
 </PARAMETERS>

 </ASSEMBLING>
 </DATA>
</TASK>

  </TASKS>
</APPLICATION-STRUCTURE>

Figure 4 shows the components that must be provided by the developer to 
configure the framework and Figure 5 shows the deployment of the components on a 
pool of distributed resources through a broker for resource management. During the 
configuration phase, the broker is adopted to discover and select a pool of resources 
able to satisfy user performance and cost requirements specified in the JDF file. 
Selected resources are adopted to build a hierarchical virtual machine managed 
through HiMM.

We conducted a preliminary performance analysis on a network of workstations
composed of fourteen homogenous machines, each equipped with Intel Pentium Xeon 
2.8 GHz, a RAM of 1GB, running Custer-Linux Rocks ver. 4 operating system, and 
inter-connected by a Fast Ethernet network. The software packages used are Java 2 
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SDK 1.4.2, ProActive version 3.0 and HiMM version 1.1. We used the multiplication 
of two square matrices as benchmark and adopted the time minimization heuristic 
considering the same performance parameters for each resource so to obtain roughly 
the same execution time on each of them. We measured the overall execution times 
and evaluated the speedup factor considering various matrix sizes and various 
numbers of available resources. The execution times and speedup factors are reported 
in figure 6 (a) and (b), whose trends show the system efficiency.

<interface>
SplitHelper

MatrixSplitHelper

+ split(Object[], double[]):Object[]

<interface>
AssembleHelper

MatrixAssembleHelper

+ assemble(Object[]):Object

TMS Framework Components

Matrix

...
+ multiply(Matrix): Matrix

Fig. 4. Configuration of the TMS Framework for the matrix multiplication application
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RunActive3.2 split
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multiply(matrix2_part[i])

Simple Node
(slave)
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(matrix2_part[i])

TMS
RunActive

Matrix
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(results[])

3.6 return result
3.7 return
 result

TMS
RunActive

Matrix

TMS
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Matrix

3.4 multiply
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Fig. 5. Dynamics of the TMS Framework components for the execution of matrix 
multiplication application

CoreGRID FP6-004265 92

CoreGRID –Network of Excellence



1

2

4

6

8

10

12

14

1700 1800 1900 2000 2100 2200 2300 2400

S
p

ee
d

u
p

 F
ac

to
r

Matrix Size

2
4
6
8

10
12
14

Fig. 6. (a) Execution times (b) Speedup factors

6. Conclusion

We defined a component framework able to automatically implement the hierarchical 
master-slave pattern in a distributed environment leveraging the application code for 
the sequential solution. We described a reflection-based implementation that exploits 
reflection to use the services of the underlying grid middleware. The usability of the 
TMS Framework for writing distributed applications and the results of an 
experimental analysis to prove the system efficiency were shown. In future, we will 
test the system scalability of the TMS Framework for a heterogeneous hierarchical 
environment. Moreover, we intend to customize the TMS Framework so to leverage 
more efficient communication mechanisms based on IP multicast for master-slave
interactions and other middleware services, such as the WSRF-complaint services 
delivered by Globus [17].
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Abstract. This paper presents the integration of a multi-level sched-
uler in the YML architecture. It demonstrates the advantages of this
architecture based on a component model and why it is well suited to
develop parallel applications for Grids. Then, the multi-level scheduler
under development for this framework is presented. 1

Keywords: Grid Computing, YML, Scheduling, Resource Management, Work-
flow

1 Introduction

High Performance Computing has emerged as a common need in many current
applications. In order to solve such applications, Grid computing infrastructures
have been developed to allow a high number of heterogeneous resources from dif-
ferent Virtual Organizations (VO) to be shared across a common network. Each
cluster in each VO has its own management system. For example, availability of
resources, access policies, Local Resource Manager (LRM), usage cost, etc. are
usually different from site to site. Therefore common tools have to be provided
to deal with resource heterogeneity and to facilitate the interconnection between
them. Moreover, resource states are highly dynamic and volatile and increase
the difficulty of managing a Grid infrastructure which is accessed concurrently
by multiple users.

The development of Grid applications requires thorough knowledge of inter-
nal mechanisms and generally involves a preliminary step of identifying paral-
lelizable parts of the application. This identification step leads to the creation

1 This research work is carried out under the FP6 Network Of Excellence CoreGRID
funded by the European Commission (Contract IST-2002-004265).
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2 S.Noël et al

of components, which are unitary tasks computed by one node of the Grid. An
application is divided into components initialized with different input param-
eters and launched taking into account precedence constraints. Such workflow
application is usually represented as a Direct Acyclic Graph and requires a high
level of control of the Grid infrastructure.

In this paper, we study the use of a framework called YML for developing
HPC applications on Grids and propose a multi-level scheduling architecture
for it. The paper is organized as follows: in section 2, we succinctly present the
YML framework and the associated workflow language YvetteML. Section 3 is
devoted to the description of a general architecture of a multi-level scheduler for
YML. Finally, section 4 presents some conclusions and perspectives

2 YML framework

YML is a framework providing tools for parallelizing applications and has been
developped at PRiSM laboratories in collaboration with Inria-Futurs/LIFL [3]. It
focuses on two major aspects: the development of parallel applications and their
execution in a Grid environment. YML makes this development independent of
the Grid middlewares used underneath and hides the differences between them.

In the YML context, an application is divided into different computing sec-
tions, each of them containing some tasks sequentially or concurrently executed.
A task, called a component, is a piece of work that can be mapped to one
node in a parallel environment. It has some input and output parameters and is
generally reusable in different parts of the application as well as in different ap-
plications. YML provides a special type of component, called graph component,
which consists in the description of a subgraph. As we will see in 3.2, this kind
of component will be exploited for the distribution of an application.

YML divides the development of a parallel application into three major steps:

1. Definition of new components. This definition consists of an abstract descrip-
tion and implementation component description, which are both presented
in the next section.

2. Description of the parallel application. This description is independent of
any underlying middleware and makes use of the components as functional
units. It specifies the parallel and sequential parts of the application using
the YvetteML graph description language and provides notifications to syn-
chronise the execution of dependent components. This description is directly
deduced from the graph representation of the application. More information
on YvetteML is provided in subsection 2.3.

3. Compilation of the application. This step analyses and transforms the appli-
cation graph into a list of parallel tasks taking into account the precedence
constraints.

These three steps are all middleware independent and ensure that no Grid
relevant knowledge is necessary to develop parallel applications.
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A multi-level scheduler for the Grid computing YML framework 3

After the compilation of the application, the execution can be started using
a Workflow Scheduler which will interact with the underlying middleware. This
interaction, represented in figure 1, requires the use of a specialized backend
dedicated to the corresponding middleware. The execution of the application is

Fig. 1. YML Workflow Scheduler interaction with the middleware

directed by the Workflow Scheduler, which will submit tasks to the middleware
through the dedicated backend. Each task is launched by a YML worker which
will contact the Data Repository Server to obtain component binary and input
parameters to start the computation.

2.1 YML advantages

The comparison of YML with other workflow compatible frameworks like Uni-
core[5] or DAGMan[1] for Condor[6] points up several advantages.

YML helps the developer in the whole process of parallelizing applications. It
starts at the early stage of component creation and goes through to the execution
of strongly constrained workflow applications on a Grid. Moreover, YML allows
the user to test and validate those applications on his own computer thanks to a
special backend, which relies on the multithreading capabilities of the underlying
operating system.

As we will see in the next subsection, component creation in YML is relatively
simple. Existing code can be reused by importing libraries as new components
without any adaptation. Those components are called by the application when
computational tasks have to be started. Moreover, the notions of abstract and
implementation descriptions of components add three interesting features to the
Grid scheduler that could be used in the framework:

– data migration at the start and at the end of the application can easily be
quantified from the abstract definition;

– the data used by a component is clearly defined in the abstract and imple-
mentation definitions; therefore this can be used in a checkpointing process
to move a component from one node to another;
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– computation time of a component can be evaluated from the implementation
definition.

The use of Data Repository Servers hides the data migrations from the devel-
oper and ensures that the necessary data are always available to all application
components.

The next subsections will present an example of how to use the YML frame-
work to create a squared-matrix product application.

2.2 Component creation

A component has to be defined and registered in the YML catalog in order to
be used in a parallel application. This will be illustrated by a short example: a
matrix multiplication component. The component creation can be done in three
steps.

Definition of custom datatypes : new datatypes can be defined in new
classes or in existing libraries (the YML compiler allows to include libraries, thus
improving reusability of code). Functions for serializing and deserializing data
have to be defined: the prototypes and their corresponding definitions (which
are not represented here) are required for I/O operations made by the final
component. Primitive datatypes such as integer, real and strings are already
provided by the YML framework.

#ifndef MATRIX_HH
#define MATRIX_HH 1
#include <matrix.h>

typedef math::matrix<int> Matrix;

template <> bool param_import(Matrix& param,
char* filename);

template <> bool param_export(const Matrix& param,
char* filename);

#endif

This new datatype is called Matrix and makes use of the Matrix TCL Lite library
[2] which does not require any modification.

Abstract definition : this definition includes a name for the component, a
short description and a list of input and output parameters. This list specifies a
name and a type for each parameter.
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<?xml version="1.0" ?>
<yml-query login="userName" password="pass">
<component name="MatrixProduct" type="abstract"
description="Product of two matrices">

<param name="result" type="Matrix" mode="out"/>
<param name="mat1" type="Matrix" mode="in" />
<param name="mat2" type="Matrix" mode="in" />

</component>
</yml-query>

This abstract definition is included in an XML request providing username
and password for authentication purposes. The Matrix type is a custom datatype
and has been defined at the previous step. The names of the three parameters
match the names of the variables in the implementation part.

Implementation : it is based on the abstract definition. The output will be
automatically sent to the Data Repository Server and made available for other
components. This implementation is currently done using C/C++ but other
programming languages can be added into all backends.

<?xml version="1.0" ?>
<yml-query login="userName" password="pass">

<component name="MatrixProduct_Impl" type="impl"
abstract="MatrixProduct"
description="Product of two matrices">

<globals>
<![CDATA[

#include <matrix.h>

]]>
</globals>
<source lang="CXX">

<![CDATA[

result = mat1 * mat2;

]]>
</source>

</component>
</yml-query>

This simple example demonstrates how easily components are created with YML.
After the creation of the components, the graph description language YvetteML
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can be used to describe the application. Application creation with YvetteML is
presented in the next subsection.

2.3 Application creation with YvetteML

YvetteML provides different features for creating applications. These features
are described in an illustrative example in figure 2, i.e. a parallel squared-matrix
product. This application makes use of:

– Component calls. Their role is to submit a new task to the Local Resource
Manager (LRM) providing the name of the component defined earlier and
the different input parameters (lines 15, 16, 27 and 35 of figure 2).

– Parallel sections. They are used to explicitly define sections which will be
executed in parallel (lines 11, 20 and 29 of figure 2) or to execute a parallel
loop with iterators (lines 12 and 21 of figure 2).

– Sequential loops. They are loops with iterators, which are executed sequen-
tially (line 31 of figure 2).

– Conditional statements. They can be used to test the value of iterators.
– Event notifications. They are used to synchronize the different parts of the

execution when a precedence constraint has to be respected (lines 17, 18,
25 and 26 of figure 2). For instance in line 17, a new event called evtMa-
trixLoad is defined with an index ([1][i][j]) equal to that of the matrix that
has just been loaded by the MatrixLoad component. After this notification,
the corresponding wait call (in line 25) will stop blocking the execution of
the iteration in the parallel loop.

The application described in figure 2 is presented for illustrative purpose. It
makes use of three components: MatrixLoad (which loads part of a file into a
Matrix datatype), MatrixProduct (which computes the product of two matrices)
and MatrixComp (which composes the result Matrix by aggregating all sub-
matrices).

This section has briefly presented the YML framework. More details can be
found in [4]. Next section will describe the architecture of a scheduling model
that we are considering.

3 A multi-level scheduling model in YML

We describe in this section a multi-level scheduling model based on the YML
framework. This model has multiple objectives:

1. to schedule a set of YML components with input data and precedence con-
straints issued from one or more users;

2. to provide computing resources for these components in a multi-middleware
environment;

3. to offer users a guarantee in terms of completion time of the application;
4. to dynamically reorganise the schedule if unexpected events occur.

The following subsections develop different aspects of the model and present a
case study.
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1 <?xml version="1.0"?>

2 <yml-query login="userName" password="pass">

3
4 <application>

5 <source>

6 size := 4;

7 div := 2;

8 url1 := "http://www.prism.uvsq.fr/cni/yml/matrix1.csv";

9 url2 := "http://www.prism.uvsq.fr/cni/yml/matrix2.csv";

10
11 par

12 par (i:= 1; div) # i = index of the row

13 (j:= 1; div) # j = index of the column

14 do

15 compute MatrixLoad(mat[1][i][j],url1,size,div,i,j);

16 compute MatrixLoad(mat[2][i][j],url2,size,div,i,j);

17 notify(evtMatrixLoaded[1][i][j]);

18 notify(evtMatrixLoaded[2][i][j]);

19 enddo

20 //

21 par (i:= 1; div)

22 (j:= 1; div)

23 (k:= 1; div)

24 do

25 wait(evtMatrixLoaded[1][i][k]);

26 wait(evtMatrixLoaded[2][k][j]);

27 compute MatrixProduct(result[i][j][k],mat[1][i][k],mat[2][k][j]);

28 enddo

29 endpar

30
31 seq (i:= 1; div)

32 (j:= 1; div)

33 (k:= 1; div)

34 do

35 compute MatrixComp(final,i,j,size,div,result[i][j][k]);

36 enddo

37
38 </source>

39 </application>

40 </yml-query>

Fig. 2. Squared-Matrix Product Application using YvetteML
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3.1 An economic model

The context we focus on is characterized by the following points:

– the objective of the Grid is High Performance Computing;
– the applications are mostly compute-intensive rather than data-intensive;
– the resources are owned by different providers and part of different VOs;
– the number of resource providers ranges from several dozen to several hun-

dred;
– the architecture is not centralized.

Each cluster:

– is composed of homogeneous resources;
– has a single access point;
– has a previously negotiated access policy to one or more other sites;
– is managed by an LRM (which may be different from one cluster to another).

The model we propose is based on an economic approach of resources and defines
different entities which will interact within the Grid infrastructure. An entity
can be a resource provider or a consumer, or both. Consumers require resources
owned by different providers and available on the Grid. When a provider receives
a request from a consumer, he will answer by proposing a set of suitable schedules
and associated cost for parts of the application depending on access policy of
the consumer and availability of local resources. He can possibly subcontract
parts or the whole application to other resource providers without mentioning
anything to the consumer.

This model can be used in different scenarios: either cooperation or com-
petition between sites in the Grid infrastructure. Moreover, a hierarchy with
different layers of scheduling instances, as presented in [9], can be built.

Technically, the main idea is to provide a YML server for each LRM. This
YML server has 3 main purposes:

– to communicate with other YML servers and therefore, connect the different
clusters in a common Grid;

– to interact with the underlying LRM using a specialized backend;
– to provide the features missing in the LRM.

The following subsection presents a typical scenario with this economic model.

3.2 Scheduling scenario

A typical scheduling scenario is as follows:

1. the user/consumer submits his application to the local YML server;
2. the YML server analyses the application and decides whether it can provide

the resources or not;
3. the YML server may forward the whole or parts of the request to other

resource providers;
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4. suitable schedules are sent back in return of each request;
5. the local YML server gathers the information and proposes differents prices

to the user/consumer.

Steps 2, 3 and 4 are executed consecutively each time a YML server receives a
scheduling request. The different sequences of the above scenario are explained
in more detail in the next subsections.

Submission of the application. As described in section 2, the user makes use
of YvetteML to describe a parallel application. Within the submission request,
the user provides a completion time for the whole application or for some parts
of it depending on the requirements. The local YML server handles the user
requests in compliance with its local access policy. When the policy forbids
access or the user has no authorization, the request fails and the computation is
stopped. Otherwise, the scheduling process goes on to the next step.

Analysis of the application graph. Taking into account the amount and
types of local resources on the one hand, and the current resource reservations
on the other hand, the YML server will attempt to find suitable schedules for
the whole or parts of the application. It will try to schedule successively:

1. the whole application;
2. parallel sections;
3. graph components;
4. tasks in the parallel sections.

If local resources are able to compute the whole application and meet the
user’s constraints, the scheduling process is either stopped or forwarded to other
YML servers in the Grid. In the first case, reservation is made on local resources
and the computation is started. In the latter case or in case the local infrastruc-
ture cannot provide sufficient resources for the whole application, the scheduling
continues with step 3.

Forwarding of the request. The local server can decide whether it forwards
the whole request or only parts of it (this decision can be made in compliance
with the access policy). In the latter case, the request is split into different sub-
requests and is sent to other sites. To forward a request in the Grid infrastructure,
the local server will interact with other resource providers with whom an access
policy has been negotiated.

Return of suitable schedules. Each server will aggregate the suitable local
schedules as well as schedules from other resource providers. Then, a reply is
sent to the user.
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3.3 Access policy

When an instance wants to join the Grid infrastructure (to provide or to use
resources), it has to negotiate access policies with one or more other scheduling
instances. We propose an access policy divided into two sections, each containing
static or dynamic information. This can be used to get a highly customizable
contract between both scheduling instances. The static information will be used
first to filter the list of resource providers without any interaction. The resulting
list will be filtered again by querying each resource provider.

A non-exhaustive list of possible parameters that can be set in an access
policy may include:

– time intervals;
– cost per node per time unit;
– constant/variable cost;
– application size;
– number of nodes;
– nodes description;
– number of providers;
– resource reservation;
– forwarding policy of the requests;
– failure compensation;
– access priority;
– etc.

Some or all of these parameters have to be set so as to define an access policy
which can then be used in the resource discovery process. As presented in [7],
this process essentially involves two filtering steps: an authorization filtering and
a minimal requirement filtering.

The application requirements are defined by the YML Compiler, which ana-
lyzes the YvetteML code of the application provided by the user; this information
is used for the minimal requirement filtering.

Figure 3 presents the two-step reduction of the set of suitable resources.
First, a static filtering is applied to obtain a reduced list B. Then, if the list
B is not empty, requests are sent to the resource providers to obtain dynamic
information which will be used as a second filter to get a resource list C. This
two-step filtering aims to reduce the number of requests exchanged between the
scheduling instances.

Each resource provider in list C will be queried for possible schedules of the
application. This process is illustrated in the next subsection.

3.4 Case study

To describe the scheduling model, we will focus on an example Grid, presented
in figure 4: the Grid infrastructure contains 5 clusters from different Virtual
Organizations. An arrow from a server to another means that the first has an
access policy to contact the latter. For instance, YML server 1 has two resource
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Fig. 3. Resource discovery process: static and dynamic filtering

Fig. 4. Example of Grid infrastructure with different Virtual Organizations
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providers, namely servers 2 and 4 ; the rest of the Grid (servers 3, 5 and 6 ) is
not visible to server 1. When a server receives a request, it can handle the entire
request or ask other resource providers. An access policy has previously been
negotiated and can be different for each client of a single site. Therefore, a direct
request to a server may be less interesting than going through an intermediary.
For instance, in figure 4, policy (c) could be more expensive than (a)+(b2); in
this case, the client located in VO1 can ask for resources from server 2 which
will negotiate resources with server 4 in VO3. The negotiation between 2 and
4 is not visible to the first client. As in VO1, a YML server can have no local
resources; therefore, it acts only as a client and will contact other sites to get
computational resources.

An example application is represented in figure 5 by a graph showing the
interdependence between the tasks.

Fig. 5. Example of application graph

The start of the application is represented at the top of the figure and the
end at the bottom. Large dashed squares represent parallel sections of the ap-
plication, described by the user in the YvetteML code. Each task (which is a
component with input parameters) is represented by a plain arrow. Notifica-
tion arrows (dotted) are used to synchronise tasks and introduce precedence
constraints into the application. The example presented in figure 5 has two par-
allel sections; the first is a preprocessing stage needed to start the computation
process of the second one. For instance, the preprocessing tasks can be an ini-
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tialization of the data. The duration is 3 for a preprocessing task and 10 for a
computing task.

The scheduling process or mapping the application in figure 5 on the Grid
presented in figure 4 will be simplified to help comprehension.

We suppose that:

– YML servers 3 and 4 are unavailable for computation;
– 3 nodes of YML server 2 are unavailable;
– the dialog between YML servers 4, 5 and 6 is not described;
– single task allocation is not presented but is effective in our model;
– the parameters of access policy (c) are such that no schedules will be pro-

posed.

The response to each request is presented below from a YML server to an-
other. Symbols ① and ② refer to the parallel sections in figure 5.

1. Response from server 4 to server 1. Access policy (c) is such that no schedules
will be returned to YML server 1.

2. Response from server 4 to server 2.

application part starting time cost

① and ② [45,∞] (3*3+3*10)*2=78

① [3,17] 3*3*2=18

② [3,10] 3*10*2=60
Table 1. Set of schedules proposed by server 4 to server 2

Table 1 presents 3 different sets of schedules. The whole application can be
coallocated to the resources of server 4 (or those of subcontractors which
is not indicated to server 2 ) but this coallocation cannot start before time
45. This means that many reservations have already been made or that
the access policy cannot provide enough resources before this time. Other
propositions consist in scheduling a parallel section (① or ②), which can be
started earlier (on time 3).
We suppose that the cost per node per time unit equals 2 in access policy
(b2) (which is static information). The cost for the different schedules can
be evaluated: 3 nodes x 3 time units x 2 for parallel section ① and 3 nodes
x 10 time units x 2 for parallel section ②.
YML server 2 will aggregate those prices with its local suitable schedules.

3. Response from server 2 to server 1.
We suppose that the cost per node per time unit is not fixed in the access
policy and is therefore a dynamic information. This means that server 2 is
allowed to ask a different price at each request, depending on local consid-
erations.
The coallocation of the whole application can only be done by server 4 (or
subcontractors): this is not indicated to server 1 which will see server 2 as
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application part starting time cost

① and ② [45,∞] (3 ∗ 3 + 3 ∗ 10) ∗ (2 + 1) = 117

① [1,4] 3 ∗ 3 ∗ 1 = 9

① [3,17] 3 ∗ 3 ∗ (2 + 1) = 27

② [3,10] 3 ∗ 10 ∗ (2 + 1) = 90
Table 2. Set of schedules proposed by server 2 to server 1

only resource provider. Server 2 will increase the cost of the resources by 1
to take into account bandwidth use to access server 4.
A new schedule for parallel section ① is proposed by server 2, which aims
to enhance the use of local resources by applying an attractive cost of 1 per
node per time unit.
These schedules are received by YML server 1 which will choose some of
them and start resource reservation by requesting server 2.

3.5 Features for the scheduling model

As presented in [8], a Grid scheduling architecture should provide different im-
portant features. These features are discussed in this subsection using the eco-
nomic model described in 3.1.

The resource discovery process is not a major feature in our context. Each
LRM is responsible for managing resource status and for providing suitable
schedules depending on the resource availability.

In the same way, the status monitoring is not centralized and is only acces-
sible by the local YML server, which will ask the LRM to provide the necessary
information. This information can be accessed differently according to the in-
stalled LRM.

The reservation of resources is not supported by all LRMs and can therefore
be managed by the YML server if necessary. In such Grid, the resource admin-
istrator has to ensure that YML is the only way of submitting tasks to the local
resources.

The accounting and billing features will be managed at the YML level.

4 Conclusions and perspectives

In this paper, we have presented the YML Grid computing framework which
can be used to develop parallel applications and execute them in a Grid envi-
ronment. We have also described a multi-level scheduling model which can be
used to build cooperative or competitive Grids using a customized access policy
between scheduling instances of the Grid. This scheduling model is currently
being integrated into the YML framework and will provide multi-middleware
capabilities.

We aim to validate this scheduling model by testing it on the YML frame-
work. This testing phase will open up new perspectives and show what will be
needed to be adapted in the current model.
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Abstract. To assure secure access to any computer resources one must
provide an adequate level of authentication, authorization job isolation
and possibility of auditing user actions. In the grid environment that
comprises a large number of users and resources in different administra-
tive domains, these features are challenging. Grid economy and account-
ing related to it are becoming more and more important in an emerging
aspect of grid commercialization. Also, the requirements of the users
and administrators are becoming more and more sophisticated: check-
pointing and migration of jobs, detailed software requirements, quality
of service, collaborative work, and load balancing, to name a few. Virtu-
alization techniques, nowadays more and more matured and advanced,
seem to help solve the above-mentioned problems. In the present paper
we discuss some of these techniques as well as existing solutions and then
propose a framework for Virtual Environments. The framework focuses
on resource access control, but the benefits of virtualization are wider.

1 Introduction

Controlled and secure access to grid computational resources requires authen-
tication, authorization, an adequate level of job isolation and possibility of au-
diting user actions. This should be realized with as little administrative effort
as possible, though providing the administrators and Virtual Organization (VO)
managers with enough control on their resources and users. Grid economy, which
introduces accounting and billing requirements, also becomes more and more
important. From the users point of view the whole Grid should be seen as a
single computer with appropriate software, hiding all the technical details con-
nected with physical locations, middleware, operating systems, etc. The men-
tioned groups of requirements (described in detail in [13, 14]) are closely related
on the conceptual level.
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We have researched a number of existing solutions and found that there
are tools that provide for at least part of the functionality we are interested
in, however none of them addresses all the issues. These tools are widely used
in numerous projects and some of them have become standard, so it seems to
be reasonable to be compatible with them. Moreover, different users, resource
owners and VO managers may have different and often conflicting needs. For
example, there is no isolation level that would always be suitable; sometimes
complete encapsulation of jobs is a must, sometimes jobs need collaboration or
strict isolation is too heavy solution. Hence we have several components (”build-
ing blocks”) that could be used to build a perfect solution for a given situation,
but we need a way to put them together into a framework that will combine
these tools and their features gaining the synergy effect.

Virtualization technology has a long history in computer science [1]. It al-
lows for partitioning or combining real components of computer infrastructure
(hardware, software, networking, etc.) into virtual entities. This technique ab-
stracts from internal details of physical elements, provides isolation and common
interface for virtual elements, even if they share physical entities. Examples are
virtual memory, virtual machines and virtual networks. This technology seems
to be especially promising for grid middleware as it must cover large, loosely
coupled and heterogenous distributed systems and should hide its complexity
from the user.

In our previous papers we have introduced a concept of the Virtual Envi-

ronment, which we understand as encapsulation of user jobs in order to give a
limited set of privileges and be able to identify the user and organization on
behalf of which the job acts. Depending on requirements we may virtualize user
accounts [10],[11] or virtual machines [7]. The concept of ”combining real compo-
nents” opens a way for dynamic construction of an environment. The virtualiza-
tion technique simplifies the assignment of jobs to resources either by discovering
a statically created environment or by expressing parameters of a dynamically
created one, because the user’s requirements specified in an abstract language
may specify abstract features of the environment. In this work we describe an
idea of a framework for the creation and managing of Virtual Environments.
The structure of the paper is as follows: in section 2 we discuss advantages and
disadvantages of Virtual Accounts (VA) and Virtual Machines (VM); section 3
describes the concept and implementation of Virtual Workspaces (VW), which
we found especially useful in constructing our framework; section 4 provides ar-
chitecture of our framework; accounting issues will be discussed in section 5, and
finally section 6 concludes the paper.

2 Comparison of VA and VM

Both methods of virtualization: Virtual Accounts and Virtual Machines allow
for running jobs in separated Virtual Workspaces, but they are best suitable for
different purposes. Virtual Accounts is just a simple implementation of assigning
users to different Unix accounts. Different directories and Unix accounts are used
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to separate jobs. In case of workflow, tasks are run in the same account. Complete
knowledge about mapping from real to the Virtual Account is stored locally and
can be used to resolve all Unix accounts from standard accounting procedures.
Virtual Machines have far more possibilities. In fact Virtual Machines run several
instances of the operating system at the same time and thus provide complete
job separation. Virtual Machines are best suitable for resource centers where job
requirements differ, e.g. operating system requirements are different or even the
grid infrastructure for different users group is incompatible.

Virtual Machines can be used in two ways. One way is to set up static Virtual
Workspaces, for example, to run two different grid infrastructures, or to run
different grid testbeds for different VOs. Virtual Machines (or rather Virtual
Clusters) can also be set up on demand, for the lifetime of the job. This, however,
causes some overhead because either the Virtual Machine must be created and
started (which is time-consuming) or the Virtual Machine was created before
and must now be resumed and reconfigured (which is memory-consuming).

Accounting is very important for the system administrator. The resources
used must be calculated and stored. Standard accounting stores all information
locally. This causes problems for Virtual Machines, because when the machine is
deleted, all detailed information is lost. On the other hand, when the ma chine
is migrated, the information may be inaccurate. Estimated accounting is still
available from the Virtual Machine Management System (e.g. Xen[22, 23]), but
they combine all details into one set of numbers. For instance, it is not possible to
distinguish between user time and system time, and information about executed
command names are not available. The solution is to use an external database
and send all information there during shutdown.

A similar limitation is connected with audit. Logging the operations per-
formed locally on the VM, on its virtual resources is usually not interesting for
the physical machine administrator, but access to some physical devices (e.g.
laboratory equipment) or network connections may be the subject for audit.
However, this may be difficult as some relevant logs may be located on VM and
lost on deletion. Also if the VM user has root privileges, he may maliciously or
accidentally modify or remove the logs.

Using Virtual Machines it is possible to provide a service level agreement
(SLA). Resources assigned to the given Virtual Machine can be managed eas-
ily. SLA for systems with Virtual Accounts is limited. To some extent it can
be achieved by careful configuration of the operating system and the queuing
system.

The integration of virtual environments with the grid infrastructure is espe-
cially important. The Virtual Accounts can be easily integrated with Globus [15]
or gLite [17], because it is just a plugin to the grid middleware. With Virtual
Machines things are more complicated. Dynamic creation of Virtual Machines
is not compatible with existing grid resource brokers. Resource broker does not
know about wirtual environment, therefore it can not create wirtual workspace.
The resource broker just contacts the head node and submits the job to the clus-
ter. But in case of the Virtual Cluster the head node is not created yet and it
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Virtual Accounts Virtual Machines

Purpose small clusters Many VOs, many OS-es,
simple needs Many jobs at a time, SLA

Flexibility in some extent very flexible

Job separation limited full

Accounting full limited

Audit full limited
trusty may be untrusty

Administration easy difficult

SLA limited yes

integration with
grid systems easy difficult

resource consumption insignificant small to large

Table 1. Summary of Virtual Accounts and Virtual Machines

should be created after the resource broker submits the job to the site. Therefore
the submission process must have two steps, and an additional module (GRAM
Proxy) is needed. First, GRAM Proxy accepts the job from the resource broker
and then creates the Virtual Machine and submits jobs there

For Virtual Machines there is also a problem of administration. Virtual Ma-
chines are set up from partitions stored somewhere on a hard disk. But Virtual
Machines restored from the partition must be up to date, which means that
after startup some configuration must be updated, e.g. gridmap files, certificate
revocation list, some security patches etc. This causes additional time overhead
and delays job starting.

Summary of features for virtual systems is presented in table 1.

In general, Virtual Machines have a big potential, but quite often all site re-
quirement can be fulfilled with Virtual Accounts. For sites with thin nodes (single
or dual processors) a typical configuration of job management systems allows for
running only one job per node. In this way jobs are completely separated. For
large nodes with many jobs running at the same time, dynamic assignment can
be a very good solution, especially in the context of a service level agreement.
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An intermediate solution with Virtual Machines set up statically to share the
same hardware between different grid infrastructures and with Virtual Account
used to ensure virtualization inside Virtual Machines is also possible.

3 Virtual Workspaces Approach

An architecture called virtual workspaces [3–6] has been designed to automate
the creation and management of distributed dynamic virtual environments in
the Grid. The architecture comprises several services used to create and manage
virtual environments. When users want to submit a job to a Grid resource,
they contact an appropriate service to create a dynamic virtual environment
for them. For existing environment users can use another service to manage the
environment, e. g., to change the environment’s lifetime, to configure or terminate
the environment. During the lifetime of the virtual environment, standard Grid
services such as GRAM can be used for submitting jobs.

The Virtual Workspaces architecture does not enforce any virtual environ-
ment implementation. Currently, the implementation of Virtual Workspaces
based on Dynamic Accounts and Virtual Machines is available. The background
technology is not pluggable—it is chosen at install time and then only the se-
lected implementation is available.

Virtual Workspaces can be simple (or atomic), and jobs are submitted di-
rectly into it, or it may consist of several (either atomic or complex) workspaces.
Complex workspaces are used to create virtual clusters with a set of definitions
of Virtual Workspaces for both the head node and worker nodes of a real clus-
ter. According to a specification of a virtual cluster, several Virtual Machines
are deployed on physical cluster nodes and set up to form an isolated private
IP network. The virtual machine running on a head node is the only part of a
virtual cluster with a public IP address. After all virtual machines forming the
virtual cluster are up and running, a GRAM service is started on the virtual
head node. Clients then use this GRAM service to start their jobs on the virtual
cluster.

To support Virtual Workspaces, each node of a physical cluster must run
the Xen Virtual Machine Monitor and several services for staging, starting and
managing Virtual Machines.

As the Virtual Workspace is just an environment for submitting users’ jobs,
it must be accessible from everywhere for users to be able to contact its services.
In other words, each Virtual Workspace (except for worker nodes of a virtual
cluster) has to be provided with a public network address. This may cause prob-
lems especially when more than one Virtual Workspace is allowed to be created
on a single physical machine.

On the other hand, users are provided with a way of deploying their own
environment which perfectly suits their needs. However, if users or VO admin-
istrators are allowed to provide a complete image of a Virtual Machine, it must
be done in such a way that site administrators are willing to trust the image.
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If more detailed information on using specific resources is needed for accurate
accounting, coarse runtime data obtained from the Virtual Machine Monitor may
not be enough, and special monitoring tools providing data from the inside of a
Virtual Machine have to be deployed. Similar tools might be useful for logging
user activities.

4 Architecture of the Framework

In our previous papers [13, 14] we described a set of different requirements for
user management and access to resources. We stated that there are numerous
tools that provide at least part of the required functionality, however none of
them addresses all the issues. These tools are used in working Grids. We proposed
to put them into a pluggable framework that will combine the features gaining
the synergy effect.

Section 3 has described Virtual Workspaces effort in detail. Conceptually
the Virtual Workspace is the same as the Virtual Environment defined in our
previous papers. Moreover, VW implementation seems to fulfill most of our
requirements and its architecture is quite similar to our framework. Similarly
to our proposition VW employs WS–Stateful Resource [9] for modeling of the
workspace and managing its life cycle. Hence we would like our framework im-
plementation to be based on VW. In this section we will discuss how the VW
fits our framework, and which elements should be added or modified.

As we discussed in the previous section, both Virtual Environment imple-
mentations (Dynamic Accounts aka Virtual Accounts and Virtual Machines)
have their pros and cons. The decision on using or not VE and which one is
the preferable implementation is up to the resource administrator. This fact
should be transparent from the user point of view, but the VW require ex-
plicit create and life time management operations and to make things worse,
these two implementations provide slightly different interfaces. As a result, the
party that requests the job run (either a resource broker or directly the user -
let’s call them both ”client”) must take care of workspace management and be
conscious of actual interface. These operations may be necessary for advanced
global schedulers that support SLA or checkpointing and workspace migration.
Explicit workspace management is still redundant from the point of view of the
clients in most cases. The user just wants to run a job with specified parameters
and creation of the workspace is a technical detail that should be hidden. Also
most of existing brokers would require modification in order to support the VW
operations. The appreciated scenario is that the client calls the resource man-
ager service (like Globus GRAM) directly and without a previous request for
the workspace creation.

We propose to hide the creation and lifetime management inside the resource
manager, that will take care of the creation automatically. Any special user re-
quirements concerning hardware (number of nodes, memory, etc.), operating
system and software may be expressed in the job description. These informa-
tion passed to the resource manager may be used for the Virtual Environment
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creation. Any creation parameters, that are not explicitly specified may obtain
default values. The Virtual Environment must live until the job is finished at
least, then it may be destroyed. The destruction may be performed periodically
or when the resources occupied by the VE are needed by someone else.

Fig. 1. Architecture of the Framework

The described architecture is shown on figure 1. The newly proposed parts
are modified Globus GRAM (may be both WS and pre-WS one) which accepts
job management requests, VE database and VE Create & Mapping module that
interfaces the GRAM with VE database and VW implementation. Webservice
interface of VW may be accessible outside optionally and if this is the case, VW
operations must be synchronized with the Create & Mapping.

One of the most important features connected with the resource management
is fine grained and flexible authorization. The GT 4.0 Authorization Frame-
work [18, 19] allows for a variety of authorization schemes, including a gridmap-
file, an access control list defined by a service, an SAML-based authorization
service and any custom authorization handler. The security descriptors allow
for flexible security configuration on different levels: container, service, and even
resource. There is a number of existing authorization systems and mechanisms
that already are or easily may be plugged into this Globus framework and fulfill
our authorization requirements. The administrator may properly configure the
Virtual Workspaces and WS GRAM services according to the local needs. The
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pre–WS authorization is not equally flexible, but it is still possible to implement
its own, fine grained authorization using callouts mechanisms [20, 21].

Note, that the authorization is closelly related to the workspace creation
and mapping user to the workspace. The limitations put on the workspace (e.g.
privileges of the virtual account or resources allocated to virtual machine) are
simply security enforcement mechanisms. Moreover, the following job run or
file transfer requests with the same credencials should be mapped to the same
environment.

In case of VA implementation, creation of the environment is virtually equiva-
lent to the mapping operation and may be easily realized by the GRAM mapping
module. The environment is simply a record in the VE database that binds user
to a virtual account. Note that VM meta data and deployment parameters are
equivalents of the static parameters of a physical machine with the VA system.
In case of VA the parameters are only evaluated if they fit to the real resources
(e.g. if required software is installed).

In case of VM implementation, virtual cluster matching the user requirements
must be actually created by the resource manager. The resource manager, that
actually runs the job, is located on the head node of the virtual cluster. In order
to make this fact invisible for the client, all client requests are accepted by the
GRAM that is located on the physical machine (e.g. on domain0 of Xen). It
is called ”proxy GAM” in that case. The proxy will access the VE database in
order to set/get the current user – VE mapping, create the VM if necessary and
forward the job request to the ”internal” GRAM see figure 2.

Fig. 2. Proxy GRAM

The Virtual Workspaces implementations are missing a database that might
be used for storing history of mappings user – Virtual Environment which is
crucial for accounting and auditing purposes. The following section describes in
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more detail what should be stored in this database, how these data might be
obtained from the underlying system and how the information would be exposed
outside.

5 Accounting and Audit

The auditing or accounting data is normally bound to a local account or Virtual
Machine instance. However, in a grid system one is interested in this information
in the context of the global user identity and his Virtual Organization. The
records of VE operations together with the standard system logs and accounting
data provide complete information on user actions and resource usage, but these
two sources must be combined. Virtual Environment Information Subsystem
enables this feature. It consists of VE Database, VE Information Service and
framework for collecting accounting and audit events - see figure 3.

Fig. 3. Architecture of Virtual Environment Information Subsystem

The Virtual Environment Database stores all the relevant information con-
nected with the VE creation and deletion, just on the request of the VE services.
The database is also capable of storing any type of accounting data, both stan-
dard and nonstandard, and any kinds of events described in string values, all of
this unified and connected to the grid user. These data may be collected period-
ically or on request (e.g. just after the VE is deleted), by analyzing sources like
Unix accounting records, system logs etc. The sources may be quite different,
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depending on VE implementation, operating system, used software etc. so we
use a pluggable framework. A plugin must be implemented for each source.

The Virtual Environment Information Service is a frontend for the Virtual
Environment Database. Access to the data must be authorized and depends on
the users role: all the users have rights to read the accounting data referring to
themselves, managers of virtual organizations are able to read data referring to
all VO members, owners of resources are allowed to read all the data connected
to the resource.

As stated in section 2, the Virtual Machine implementation introduces some
problems connected with the accounting and audit data gathering. This may be
overcome by careful configuration and running some software on VM that will
put the relevant information to the VE database on the physical machine. This
workaround, however, will result in lower flexibility of the machine (e.g. the VM
is not fully transparent for the migration process).

6 Conclusions

In the paper we have shown how the virtualization techniques simplify access and
administration of grid resources, and which solutions may be useful depending
on the situation. We have discussed the leading solution in the area: Virtual
Workspaces. We have also proposed a framework based on VW which allows
for easy integration of numerous existing grid middleware components. VW Our
contribution to VW is as follows: automatic (transparent for the client: user
or resource broker) creation of the virtual environment, database and service
supporting accounting and audit features.
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á
â JÏã¾LEDÀXåä H P+ænLEDÀçnDÀW H FÀFGèêéOLEænéÌæjPMJ9X H P H çjFGæjë H F!\�ænì[é ] B H BEDGæjW H FvDGWOíîL H PiBEL ] \�B ] LEJïBEæ
PCæjFGðjJ!çjL H WYX_ñ�\ â H FÀFÀJ@WOçjJnòS\�ænì[é ] B H BEDGæjW H F«DÀWdBMJ9WYPCDÀðnJ7éYLMæjëOFGJ9ìïP�B â H B�\ H WYWOæ�B�ëÌJ â H W�X«FGJ�X
ä7DÃB â DGW?LMJ H PMænW H ëOFÀJ
BMDÀì/J¾J@ðjJ@Wïä7DGB â PiB H BMJ�æ�í¸B â J H LCB!P ] éÌJ@L�\�æjì[é ] BMJ9LEP H WYX=\�ænì[é ] BMJ@L
\�F ] PiBEJ@L�PÊóGô�õfö6ã¾LMDoXOP+\ H W÷ëÌJÊLMJ H FÀDGQ9J9XêLMJ9F H BMDÀðnJ9FGèÂJ H PMDGFÀèøë_èêë ] DÀFÀX«DÀWOç H ] WODÃíîæjLMìùì[DÀX_ñ
X«FGJ9ä H LMJ¾F H ènJ@L�ò_ænW?BMæjé?æní6B â J â H L�X«ä H LEJ H WYX?PMæ�íúBiä H LEJ¾LMJ�PCæ ] LE\@J9P9ònB â J'éOLEænçjL H ì/ì[DÀWOç
\�ænW�\�J@éOB
æní P ] \ â X«DoPiBELMDÀë ] BEJ9X#PCè«PCBMJ9ì[P
DoP7WOænB7ænë_ð_DGæ ] P@ö

û�ü J9\ ] BMDÀWOç H ýiæjë?DÀW H çnLEDoXÊJ@W_ð_DÀLMæjWOì[J@WdB!LEJ9þ ] DÀLEJ9P!PCéÌJ9\@D H FÇPM^_DGFÀFoP
FGDÀ^nJ â æ�ä¡BEæ�ÿ�WYX
æ ] B
B â J H \UB ] H F¸PCB H BMJKæ�í�B â JKçjLMDoX¸ò â æ�ä¡BEæ[LMJ H \ â B â J'LEJ9PMæ ] L�\�J�P@òdJ�B�\�öOA5P7B â JKW ] ì�ëÌJ@L
æ�í¾B â J ] PMJ@L�P[DoPïçnLEæ�ä7DGWYç H WYX çnLEDÀX PCJ9LMð_Do\�J�P H LEJÏPCB H LCBEDGWOç÷BEæ÷ë�J�\�ænì[JÂ\@ænì[ì[J@L�\�D H FÉò
LMJ�PCæ ] LE\@JKëOLMæj^nJ9LEP H LEJ'WOJ9J9X«J�XÏBMæ[íîLEJ@JKB â J ] PMJ@L�P
íîLMæjì�B â J�\ ] ì�ëÌJ@L�PCæjì/J'ä!ænLE^ÊæníÌýiæjë
â H WYXOFGDÀWOçYö á
â æ ] ç â ì[æjPCB�æní7B â J?J ü DÀPCBMDÀWOçÂçjLMDoX÷ì[DÀXYX«FGJ9ä H LMJ�P+çjDGðjJ[B â J?ænéOéÌænLMB ] WYDÃBiè
BMæï\ â æ_æjPMJ5B â JKJ@W_ð_DGLEænWYì/J9WdB!íîæjL!B â J ] PMJ@L � P�B H PM^[BMæ[L ] W.ò«ænLEDÀçnDÀW H FÀFGè[B â J@è H LEJ�F H \�^_DÀWOç
P ] \ â H BEæ_ænF.B â H B H ] BEænì H BEJ9P
B â J�X«DoPE\�æ�ðnJ9LMè H WYX�PMJ@FÀJ9\�BMDÀænW.ö � LEæn^jJ@L�P!ì/J H WdB�BEæ=PCæjFGðjJ
B â DoP7éOLEænëOFÀJ@ì#ö á æ[J@W â H WY\@J�B â J+ì H W H çnJ H ëODÀFÀDÃBièïæní�çjLMDoX=LEJ9PMæ ] LE\@J9P H WYX ] PMJ@L�P��5DÀLCB ] H F
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� LMç H WODÀQ H BMDÀænWYP!ä!J@LEJKíîæ ] WYXOJ9X¸ö á
â DÀP5^_DGWYX#æní�çnLEæ ] éODÀWOçïPCB H LMBMJ�X H W#DÀPMænF H BEDGæjW#éOLMæ«\@J9PEP
DGWêçnLEDÀXêX«J@ðjJ@FÀænéOì[J@WdB�ò�BEæ_æYö¸A5P¾LEJ9PMæ ] L�\�J+ì H W H çjJ@ì[J@WdB�DoP H ^jJ@èÂ\@ænì[é�æjWOJ@WdBKæ�í�çjLMDoX
ì/DoXOX«FÀJ@ä H LEJ9P9ò�ì H W_èåPCæjF ] BEDGæjWYP â H ðnJ?ë�J9J@W X«J@ðjJ@FÀænéÌJ9X ó � õfö
	�WjBEJ@LEænéÌJ@L H ëODÀFÀDÃBiè H ì[æjWOç
B â J�PCJ��MDÀPMF H WYXOP�
ä7DÀFGFjéOF H è H W'DÀì[é�æjLCB H WdB|LEænFÀJ�DGW+çjLMDoX¾LMJ�PCJ H L�\ â ö á
â DoP.é H é�J9L|DÀWdBMLEæ_X ] \�J�P
H ì[J�B H ñfëOLMæj^nJ9LMDÀWOç H éYéOLMæ H \ â BMæ/LEJ H \ â XOD��ÇJ@LEJ@WdBvçjLMDoXOP�B â LEæ ] ç â H \�ænì[ì[ænW=DGWdBMJ9LCí H \�Jjö
ã¾LMDoXOP H LEJ�BièdéYDÀ\ H FÀFGè H \@\@J9PEPCJ�XïB â LMæ ] ç â é�æjLCB H FoPvB â H B5PCJ9LMðjJ H PvëÌæ�B â çnLEDÀX H éOéYFGDo\ H BMDÀænW
X«J@ðjJ@FÀænéÌJ@L H W�X�J ü J9\ ] BMænL�J@W_ð_DGLEænWOì[J9WjB�P@ö á
â DÀP�çjL H é â Do\ H FdDÀWdBMJ9LCí H \�J â J9FGéYP�B â J ] PCJ9LEP�BEæ
] BMDÀFGDÀQ@J�çnLEDÀXYP@ò«B â J@LEJ�íîæjLMJ'DGB�DoP�DÀì[é�æjLCB H WdB�BEæÊéOLEæ�ðdDoX«J H éÌænLMB H F.íîænL ] PCJ9LCñfænLEDÀJ@WdBMJ�X?çjLMDoX
PCJ9LMð_Do\�J9P9ö

� � � � � Ú��|Ý��÷Ü�Û �

	�W[B â J�é H PCB�X«J9\ H X«J�PMJ@ðjJ@L H F«éOLEæ�ýiJ�\UBEP�B H LEçnJ@BMJ�X+BEæ+ë ] DÀFÀX H W[J��Ê\�DÀJ@WdB�LEJ9PMæ ] L�\�J
ëOLEæn^jJ@L�ö
A éOLMæjé�J9L+PCæjF ] BMDÀænW÷P â æ ] FoXÂíîæjFGFÀæ�ä B â JÊPiB H WYX H L�XOP¾æ�í
çnLEDÀX1\�æjì/ì ] WODGBMDÀJ9Pïó ��õfò¸B â JïLMJ@ñ
þ ] DGLEJ@ì[J@WdB�P�æ�í ] PMJ@LvçnLEæ ] éYP H WYX�B â J5LEJ9P ] FÃB�P�æ�íÇB â J5F H BEJ9PCB�çnLEDÀX/ì[DoXOX«FÀJ@ä H LEJ7LMJ�PCJ H L�\ â ö

� æ«\ ] PMDÀWOç=æjWÂDGWdBEJ@LEænéÌJ@L H ëODÀFGDGBiènòYB â Jïã¾LEDÀX�	�WdBEJ@LEænéÌJ@L H ëODÀFGDGBiè#Z�LEæ�ýiJ9\�B�ó ��õ â H P¾PMænì[J
LMJ�P ] FGBEP[æjW LMJ�PCæ ] LE\@J?ëYLMæj^nJ@LEDÀWOçêëÌJ�Biä!J@J9W! �WODo\�æjLMJ ó "�õ H WYX¡ã¾FGæjë ] PÂó$#�õ�ã¾LEDÀXYP@ö á
â J
çnæ H F�æ�í
B â J@DÀL�ä!ænLE^øä H PKBEæø\�LEJ H BMJ H PMJ@ì H WjBEDÀ\Êì H BE\ â DÀWOçÂæní
B â JÊLEJ9PMæ ] LE\@JÊX«J9PE\�LEDGéOñ
BMDÀænWYP9ö á
â J@DÀLvæjWdBMænFÀænçjDÀ\ H F�ì H éOéODÀWOçjP!PMé�J�\�D H FÀDGQ9J�æjWOFGè[DÀWÊB â J9PMJ5Biä!æ�ì[DoXOX«FÀJ@ä H LEJ9P9ö á
â J
ã¾LMDoX«ë ] P?ã¾LMDoX!%_J@LEð_DÀ\@J � LEæn^jJ@L�ó & õ5DoPÊX«J�PCDÀçnWOJ�XÍíîænL=\@ænì[é ] B H BMDÀænW H F H W�X¡X H B H ñfçnLEDÀX
H éOéOFÀDo\ H BEDGæjWYP H WYX�P ] éOé�æjLCB�P H FGF ã¾FGæjë ] P�ì[DoXOX«FÀJ@ä H LEJ9P H WYX� �WYDÀ\@ænLEJ'DGWÂJ ü é�J9LMDÀì[J@WdB H F
é â H PMJnö � æ�B â PCæjF ] BEDGæjWYP H DGì H B H \9\�J�PMPMDGWYçïLMJ�PCæ ] LE\@J9P
íîLEænì X«D'�ÇJ@LEJ@WdB�çjLMDoXOP9òYë ] B�B â J9DGL
H L�\ â DÃBEJ9\�B ] LEJ¾PCB H è«P
æjW=B â J'FGJ9ðnJ9F¸æ�í�X«DGLEJ9\�B7LMJ�PCæ ] LE\@J�ëYLMæj^nJ@LEDÀWOçYö
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 7BMDÀFÀDGQ9DGWOçÏB â J[J ü DÀPCBMDÀWOç�òÌä7DoX«J9FGè ] PCJ�X H W�XøLEJ@FÀD H ëOFÀJ�LEJ9PMæ ] L�\�J�ëOLMæj^nJ9LEP H WYXøì H W H çnDÀWOç
DGWdBMJ9LMæjé�J9L H ëODÀFGDGBiè H ì/æjWOç
B â J@ì \�æ ] FÀXKëÌJ�WOJ9ä1éÌænDÀWdB6æní_ð_DÀJ@ä1DGW�LMJ�PCæ ] LE\@J ì H W H çjJ@ì[J@WdB�ö
á
â J�íîænFÀFÀæ�ä7DGWOç÷ÿ�ç ] LEJ0/ � DÀçYö5ôjö 1ïDGWdBMLEæ«X ] \@J9P H W H ëYPCBML H \�B H L�\ â DÃBEJ9\�B ] LEJ�æ�í H 2�J@B H ñ
� LEæn^jJ@L�B â H B
J@W H ëOFÀJ9P�B â J ] PMJ@L�P�BEæ H \9\�J�PMPvLMJ�PCæ ] L�\�J9P�æ�í|X«D'�ÌJ9LMJ9WdB!çjLMDoXOP�B â LEæ ] ç â B â J9DGL
æ�ä7W?ëOLEæn^jJ@L�P@ö

3 J�PCDÀçnWODÀWOçKP ] \ â H W/DÀWjBEJ@LEænéÌJ@L H ëOFÀJ42ÂJ�B H ñ � LEæn^jJ@L�ò�B â J
íîænFÀFGæ�ä7DÀWOç5ç ] DoX«J@FÀDGWYJ9P H LEJ!J9PCñ
PCJ9WjBED H F65jA5P�PCB H WYX H L�XOP éOF H è H W[DGì[éÌænLMB H WdB�LEænFÀJ7æ�íÌBMæ«X H è � P çjLMDoX[X«J@ðjJ@FÀænéOì[J9WjB�òSB â J5DGW«ñ
BMJ@LMí H \@J9P�ì ] PiB�éOLEæ�ð_DÀXOJ!PCB H WYX H L�X H \@\@J9PEP@ö á
â J H LE\ â DGBMJ�\UB ] LMJ!ì ] PiB�ëÌJ7�CéOF ] ç�ñfDÀW�ë H PCJ�X.
ñ�B â J'\�æjì[é�æjWOJ@WdBEP
P â æ ] FÀX?ë�JKJ H PMDGFÀèïJ ü BMJ9WYX«J�X=ë_è H FÀF¸ì[J H WYP@ö á
â JKéOLEænéÌJ@LMBMDÀJ9P!æní|B â J
] WYX«J9LMFÀè_DGWOçÂ\@ænì[éÌænWOJ9WjB�P H LEJ H FoPCæ#DÀì[é�æjLCB H WdB98.ä!JïWOJ9J9X1BMæ�ëÌJ H ä H LEJ/ænívB â JÊLEJ9\@J@WdB
ã¾LMDoX;:�J9PMæ ] L�\�J � LMæj^nJ@L�P9ö á
â Jïì[ædPiB'J��Ê\@DGJ9WjB H WYXøä7DoX«J9FGè ] PCJ�XøæjWOJ9P'P â æ ] FÀXêëÌJÊPCJ@ñ
FGJ�\UBMJ�XÏDGW#ænL�X«J9LvBEæ[ì H ^nJ¾B â DÀP�PMænF ] BEDGæjW ] P H ëYFGJjö

á
â J@LEJ H LEJ<��ì H ýiænL'é H LCB�PKæ�í!B â DoP H L�\ â DGBMJ�\UB ] LMJjö á
â J á L H W�PCF H BEænL'\�æjì/éÌænWYJ@WdB+DÀP
LMJ�PCéÌænWYPMDÀëOFGJKíîæjL�BEL H WYPCF H BEDGWYç[B â J ] PCJ9L�LEJ9þ ] J9PCBEP�BMæïB â J+F H WOç ] H çjJ'æ�í B â J H éYéOLMæjéOLED H BMJ
ëOLMæj^nJ9L�B â H B¾B â J72�J@B H ñ � LMæj^nJ9L�ä H WdBEP5BMæÏDGW_ðnæj^nJjö=	fB'P â æ ] FoX>�MPMéÌJ H ^�ÊB â J/F H WOç ] H çnJ�P
æ�í!B â JïDÀWdBMJ@L�\�æjWOWOJ�\UBMJ�X1ëOLMæj^nJ9LEP9ö á
â J7	�W«íîænLEì H BEDGæjW@?væjFGFÀJ9\�BMænL+PCBMæjLMJ�P¾B â JïéYLMæjé�J9LCBEDGJ�P
æ�í
B â J=LMJ H \ â H ëOFGJ[ëOLEæn^jJ@L�P H WYX â DoPCBMænLEDo\ H FvX H B H æ�í
B â J=éOLMJ9ð_DGæ ] P+P ] ëOì[DÀPEPMDGæjWYP@ö á
â DÀP
DGW«íîæjLMì H BMDÀænWøP â æ�ä�P�ä â J�B â J@L�B â J[\ â æjPMJ@W�ëYLMæj^nJ@L�DÀP H ð H DÀF H ëOFÀJnòYæjL â æ�ä LEJ@FÀD H ëOFÀJ+DGB¾DoP@ö
á
â DÀP�X H B H ë H PCJ'\ H W�ëÌJ+J ü BMJ9WYX«J�X#ä7DÃB â B â J+DÀW«íîæjLMì H BEDGæjW#æ�í B â J�LMJ�PCæ ] LE\@J9P
LEJ H \ â H ëOFÀJ
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ëdè#B â J ] BMDÀFÀDGQ9J9XêëOLMæj^nJ9LEP9ö á
â DÀPK\ H W H FÀPMæ=FÀDGì[DGB+ænL¾ëOLEæ H XOJ@W�B â J ] P H ëODÀFGDGBiè�æ�ívB â J H éOñ
éOLMæjéOLED H BMJKëOLEæn^nJ9L9ö á
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Abstract 
 

Challenges behind Grid implementations in commercial and scientific 
environment may often differ. But Oracle successfully developed Grid 
solutions for its R&D/Scientific and Commercial customers over the 
last years addressing data management in distributed environments 
depending on requirements and needs. The talk will cover Oracle's 
approach to data management at large in such environments and 
illustrate some examples from both worlds. 

CoreGRID FP6-004265 125

CoreGRID –Network of Excellence



A Super-Peer Model for Multiple Job 
Submission on a Grid 

Pasquale Cozza1, Carlo Mastroianni2, Domenico Talia1, and Ian Taylor3 

1 DEIS University of Calabria, 87036 Rende (CS), Italy 
{pcozza,talia}@deis.unical.it 

2 ICAR-CNR, 87036 Rende (CS), Italy, mastroianni@icar.cnr.it 
3 Computer School, Cardiff University, UK, Ian.J.Taylor@cs.cardiff.ac.uk 

Abstract. Submission of multiple jobs in a distributed and heterogeneous 
environment is required by applications that rely on the “public-resource 
computing” paradigm. We present here a scientific scenario for the analysis of 
astronomical data, where some nodes are responsible for maintaining and 
advertising job description files and other so called worker nodes, are dispersed 
over the Grid to execute the jobs. Job assignment is performed through a 
mechanism that matches adverts, containing job descriptions, with job queries 
that are sent by available workers across the Grid exploiting an underlying 
super-peer topology. With an analogous mechanism, a worker locates the input 
data file needed to run a job and downloads it from a data center node. This 
paper presents a super-peer protocol for the submission of a very large number 
of jobs on a Grid environment. The super-peer architecture enables the 
replication of data files on multiple data centers, which helps reduce the 
processing load and speed up the application. A simulation analysis has been 
performed to evaluate the impact of application and network parameters on 
performance results. 

1. Introduction 

Recently, academic and industrial researchers have been promoting the convergence 
of two paradigms for distributed computing, namely Grid and peer-to-peer (P2P), 
which in the beginning tended to evolve separately [8]. Super-peer systems have been 
proposed [7, 9] to achieve a balance between the inherent efficiency of centralized 
networks, and the autonomy, load balancing and fault-tolerant features offered by 
P2P networks. A super-peer node can act as a centralized resource for a limited 
number of regular nodes (peers) of a Grid organization. At the same time, super peers 
connect among them to form a P2P network at a higher level, thus enabling 
distributed computing on a very large scale. 

This paper reports on a distributed model based on the super-peer paradigm for the 
support of applications that require the distributed execution of a large number of 
jobs in a similar fashion to public-resource computing. The term “public resource 
computing” [1] is used for applications in which jobs are executed by private-owned 
computers that use their spare CPU time to support a large scientific computing 

CoreGRID FP6-004265 126

CoreGRID –Network of Excellence



project. The pioneer project SETI@home [3] has attracted millions of participants 
wishing to contribute to the digital processing of radio telescope data to search for 
extra-terrestrial intelligence. A number of similar projects are today supported by the 
BOINC software system (Berkeley Open Infrastructure for Network Computing [2]), 
for example: the Einstein@home project  [5] aims at detecting certain types of 
gravitational waves, such as those produced by spinning stars; whereas the 
Climate@home [4] focuses on long-term climate prediction. The BOINC 
infrastructure is composed of a scheduling server and a number of clients installed on 
users’ machines. The client software periodically contacts the scheduling server 
reporting host’s hardware and availability, and receives a set of instructions for 
downloading executable and input files. After that the client runs the assigned job and 
uploads the resulting output files to the scheduling server.  

The BOINC middleware is suited for CPU-intensive applications but it is 
inappropriate for data-intensive tasks because of its centralized nature.  BOINC 
allows a project to configure a fixed static set of data servers that have to be 
administered by an entity. Although this scheme enables a number of servers to help 
load balance the network, the topology is static and is incapable of scaling 
proportionately as the network grows and more bandwidth is needed for data 
transfers. In BOINC, an administrator must configure these static machines, which 
are generally dedicated for a specific project. Such machines are not only costly (to 
purchase and maintain) but also they are centrally administered and therefore cannot 
generally be used by other BOINC projects. In the scheme proposed here, the Job 
initiator is lightweight and sends the data once to the network, which propagates it 
across the data nodes as and when required. This helps to distribute the data load 
dynamically in a decentralized fashion, both in topology and administratively, making 
it far more suitable to the Grid domain.  For example, inherent in BOINC-like 
networks is the need to send a data file needed by several workers several times due 
to the unreliability of the nodes.  This replication represents an evident waste of 
server-based bandwidth that could be avoided through a caching mechanism that 
replicates the data across the network when it is first transferred, thereby not only 
relieving the central bottleneck of the system but also it can place the data in a 
location closer to where the work is being performed.    Further, a number of projects 
require many nodes to process the same data, with different parameters for example, 
which can be exploited by such an overlay described here. Our gravitational-wave 
example described here employs such an algorithm. 

The super peer job submission protocol described in this paper enables caching of 
the input data files in multiple data centers, i.e. in super-peers, which have sufficient 
data storage facilities. Benefits of this replication strategy range from a larger degree 
of reliability and fault-tolerance to a more efficient use of bandwidth and CPU 
resources. The job submission protocol requires that job execution is preceded by two 
matching phases, the first one for job assignment and the second one for downloading 
of input data. Since input data files can be very large, focus is especially on the 
download phase which is the most bandwidth consuming. A set of simulation runs 
have been performed to evaluate the impact of the caching and replication mechanism 
on a set of performance indices, such as overall time to execute all the jobs, 
throughput, mean time to download a data file, and load experienced by data centers 
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and worker nodes. In particular, we simulated the behavior of the super-peer protocol 
in a Grid containing 25 super-peers and 250 ordinary peers. The experimental results 
show that the use of several data center can bring benefits to the Grid applications in 
terms of lower total execution times, higher throughout and load balancing among 
worker nodes. The study can also be used to determine the number of data centers 
that, for a given number of jobs, maximizes the utilization of data center nodes. 

In section 2 the super-peer model and the related protocol are presented in more 
detail, whereas performance is analyzed in section 3. Conclusions and future work are 
discussed in section 4. 

2. Job assignment and data download 

A data-intensive Grid application can require the distributed execution of a large 
number of jobs with the goal to analyze a set of data files. One sample application 
scenario defined for the GridOneD project [6] shows how one might conduct a 
massively distributed search for gravitational waveforms produced by binary stars 
orbiting one around the other. In this scenario, a data file of about 7.2 MB of data is 
produced every 15 minutes and it must be compared with a large number of templates 
(between 5,000 and 10,000) by performing fast correlation. Data can be analyzed in 
parallel by a number of Grid nodes to speed up computation and keep the pace with 
data production. 

The scenario evaluated in this paper assumed the existence of a Grid network in 
which nodes are organized in a super-peer topology. The job manager node (i) 
receives data from a detector, (ii) produces the job description files (or job adverts), 
and (iii) collects output results. Simple peers, or workers, are available for job 
execution: they issue a job query to get a job description and then a data query to 
collect the corresponding input data file to be analyzed. Super-peer interconnections 
are exploited to make job and data queries travel the network rapidly; super peers 
play the role of rendezvous nodes, since they can store job and data adverts (and 
potentially the data files themselves), and compare these files with queries issued to 
discover them; thereby acting as a meeting place for both job or data providers and 
consumers.  Since input data files can require a large amount of storage memory, it is 
assumed that only some of the peers in the network will cache such files. Such peers 
are referred to as data centers (DC) nodes and can be located on super peers or 
worker peers. We envisaged that the same user-driven process is used to configure a 
peer; that is, each user decides if they want to be a super peer and/or data center, as 
well as a worker. In the BOINC scenario, the existing dedicated machines would 
form the obvious data-center backbone and other peers (with high storage and 
network capacity) would also make themselves available in this mode. 

Figure 1 shows a sample topology with 5 super-peers (2 of which are also data 
centers), and the sequence of messages exchanged among workers, super-peers and 
data centers to perform the job submission protocol. These messages are related to the 
execution of a job by a single worker, labeled as W0. Note that here, we do not use 
normal peers as data centers but we will be comparing this approach in later studies. 
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1. job advert 
2. job query 
3. job assignment 
4. data query 

5. data advert 
6. data download request 
7. data download 
8. job results 

Fig. 1. Super-peer job submission protocol: sample network topology and sequence of 
exchanged messages to execute one job. 
 

The proposed protocol requires that job execution is preceded by two matching 
phases that exploit the features of the super-peer network: the job-assignment phase 
and the data-download phase.  

In the job-assignment phase the job manager generates a number of job adverts, 
which are XML documents describing the properties of the jobs to be executed (job 
parameters, characteristics of the platforms on which they must be executed, 
information about required input data files, etc.), and sends them to the local 
rendezvous super-peer, which stores the adverts (step 1 in figure 1). Each worker, 
when ready to offer a fraction of its CPU time (e.g., worker W0 in the figure), sends a 
job query that travels the Grid through the super-peer interconnections (step 2). In 
particular, a query message is sent to the directly connected super-peer, which in turn 
forwards it to its neighbor super-peers and so on, until the message TTL parameter is 
decremented to 0 or the job query finds a matching job advert. A job query is 
expressed by an XML document and can contain the main hardware and software 
features of the requesting node and CPU time and memory amount that the node 
offers. A job query matches a job advert when the job query parameters are 
compatible with the information contained in the job advert, for example concerning 
the characteristics required for the host that will execute the job. Whenever the job 
query gets to a rendezvous super-peer that maintains a matching job advert, such a 
rendezvous assigns the related job to the requesting worker by directly sending it a 
job assignment message (step 3). 
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In the data-download phase, the worker that has been assigned a job inspects the 
job advert, which contains information about the job and the required input data file 
(e.g. size and type of data). Then the worker sends a data query message to discover 
the input file (step 4). In a similar fashion to the job assignment phase, the data query 
travels the super-peer network searching for a matching input data file stored by a 
data center. Since the same file can be maintained by different data centers, the data 
center that receives a data query, in order to avoid multiple transmissions of the same 
file, does not send data directly to the worker. Conversely, the data center sends only 
a small data advert to the super peer connected to the worker and then to the worker 
itself (step 5). The worker initiates the download operation after receiving the first 
data advert (steps 6 and 7), and discards the subsequent adverts. After receiving the 
input data, the worker executes the job, reports the results to the job manager (step 8) 
and immediately issues a query for another job. 

Replication of input data files on multiple data centers allows for a significant 
saving of time in the querying phase and enables the concurrent retrieving of files 
from different data centers. In the simulated scenario, it is assumed that all the data 
centers possess the data files before starting the job submission process. In a more 
dynamic scenario, the data file is initially maintained by only one data center, and the 
other data centers could cache the file during the download phase. For example, if in 
the network depicted in figure 1 the super-peer connected to the worker W0 becomes 
capable of playing the data center role, it can store the data file downloaded by that 
worker and provide it for successive requests issued by other workers.  

In the job assignment phase the protocol works in a way similar to the BOINC 
software, except that job queries are not sent directly to the job manager, as in 
BOINC, but travel the super-peer network hop by hop. Conversely, the data 
download phase differs from BOINC in that it exploits the presence of multiple data 
centers in order to replicate input data files across the Grid network. 

3. Performance Evaluation 

A simulation analysis has been performed by means of an ad hoc event-based 
simulator, written in C++, to evaluate the performance of the proposed super-peer 
protocol. The parameters of the astronomical application mentioned in Section 2 were 
used for the test case (e.g., file size, single job execution time, etc.). It is assumed that 
all the jobs have similar characteristics and can be executed by any worker. 

Simulation parameters, and corresponding values, are reported in Table 1. The 
Grid network is composed of 25 Grid organizations, each containing one super-peer 
node and 10 regular nodes on average. The super-peer overlay network is organized 
so that each super-peer is connected to at most 4 neighbor super-peers. It is assumed 
that local connections (i.e. between a super-peer and a local simple peer) have a 
larger bandwidth and a shorter latency than remote connections. To compute 
download times with a proper accuracy, a data file is split in 100 KB segments, and 
for each segment the download time is calculated assuming that the downstream 
bandwidth available at a data center is equally shared among all the download 
connections that are simultaneous active from the data center to different workers. 
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In this preliminary study, it is assumed that the data centers download input data 
files before the workers join the system and issue their job queries. In future work, 
analysis will focus on a more complex scenario in which data files are replicated, as a 
whole or in parts, during the execution of jobs. 

The last two rows of Table 1 are related to parameters that were given varying 
values in the simulation runs, specifically the number of jobs Njob and the number 
of data centers Ndc, i.e. the number of super-peer nodes able to cache data files.  

Table 1. Simulation parameters. 

Parameters Values 
Grid size: overall number of nodes = super-peers + workers 275= 25 + 250 
Maximum number of neighbors for a super-peer 4 
Size of input data files 7.2 MB 
Latency between two adjacent super-peers (or between two 
remote peers in a direct connection) 

100 ms 

Latency between a super-peer and a local simple peer (worker) 10 ms 
Bandwidth between two adjacent super-peers (or between two 
remote peers in a direct connection) 

1 Mbps 

Bandwidth between a super-peer and a local simple peer 10 Mbps 
TTL parameter for job and data queries 4 
Mean Job execution time 500 s (±10%) 
Number of jobs, Njob from 250 to 10000 
Number of data centers, Ndc 1, 2, 3, 5, 9, 13 
 
Performance indices are listed in Table 2. The index Texec, the overall time to 

execute all the jobs, is crucial to determine the rate at which data files can be 
retrieved from an astronomic telescope while guaranteeing that the workers are able 
to keep the pace with data. By the throughput index Thr it is possible to evaluate the 
efficiency of the job submission system. The remaining performance indices help 
determine the load that is experienced by data centers and by workers in different 
scenarios. 

Table 2. Performance indices. 

Performance index Definition 
Overall execution time Texec Time to execute all the jobs (s) 

Throughput Thr 
Average number of jobs completed per time unit 
(jobs/s) 

Percentage of activity time Pact 
Average percentage of time in which a data 
center is active, i.e. has at least one download 
connection in progress 

Mean download time Tdl 
Average time that it takes for a worker to 
download a data file from a data center (s) 

Max number of executed 
jobs 

Jmax 
Maximum number of jobs executed by a single 
worker 

CoreGRID FP6-004265 131

CoreGRID –Network of Excellence



Figure 2 shows that the overall execution time decreases as more data centers are 
made available in the network, for two main reasons: (i) data centers are less heavily 
loaded and therefore data download time decreases, (ii) workers can exploit a higher 
parallelism both in the downloading phase and during the execution of jobs. 
However, depending on the number of jobs to be executed, it is possible to determine 
a suitable number of data centers, beyond which the insertion of a further data center 
produces a performance increase which does not justify the related cost. For example, 
if 10,000 jobs are to be executed, a significant reduction of Texec is perceived as the 
number of data centers is increased up to a value of 9, whereas if the number of jobs 
is not greater than 1,000 two or three data centers are sufficient to achieve a good 
performance level. Analogous comments can be made about the throughput index, 
reported in Figure 3. A further consideration is that the throughput increases with the 
number of jobs because download and execution periods are alternated more 
efficiently if workers execute a larger number of jobs. But this increase tends to be 
negligible as the number of jobs is so large that the job submission system begins to 
approach a stable working condition. 

Figure 4 reports the average percentage of time in which a generic data center 
supports at least one download connection. Results confirm that the presence of an 
excessive number of data centers can be inappropriate, especially if the number of 
jobs is not very large. Indeed when the percentage of activity time decreases below 
60%, machine utilization is very low resulting in a poor return of investment (ROI).  

Figures 5 and 6 show performance results related to workers. Figure 5 proves that 
the download time decreases as the number of data centers is increased, resulting in 
smaller overall execution time. On the other hand, the download time hardly depends 
on the number of jobs because the simultaneous number of connections that a data 
center must serve is only related to the number of workers (250), not to the number of 
jobs. Finally, figure 6 compares number of jobs executed by a worker on average 
(obtained as Njob/250) to the maximum number of jobs executed by a single worker. 
It is interesting to note that the two indices approach one another as the number of 
data centers is increased, leading to a fairer load balancing among workers. 

 

 
Fig. 2. Performance of the job submission super-peer protocol: overall execution time w.r.t. the 
number of data centers, for different numbers of jobs. 
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Fig. 3. Performance of the job submission super-peer protocol: throughput w.r.t. the number of 
data centers, for different numbers of jobs. 

 
Fig. 4. Percentage of activity time of data centers, for different numbers of jobs. 

 
Fig. 5. Mean time to download an input data file w.r.t. the number of data centers, for different 
numbers of jobs. 
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Fig. 6. Maximum number of jobs executed by a single worker w.r.t. the number of data centers, 
for different numbers of jobs. This index is compared to the average number of jobs executed 
by a single worker (dotted lines). 

4. Conclusions 

This paper reports the first results of a work in progress research on a decentralized 
architecture for data intensive scientific computing on Grids according to the “public-
resource computing” paradigm. We presented a super-peer protocol for the 
submission of a very large number of jobs in a Grid environment. In the discussed 
scenario some Grid nodes maintain and advertise job description files, whereas a 
number of worker nodes, dispersed over the Grid, execute single jobs. Job assignment 
is performed by matching job descriptions with the job queries that when issued by 
available workers, travel the Grid by exploiting an underlying super-peer topology.  

Simulation analysis has been performed to evaluate the impact of application (the 
number of jobs) and network parameters (the number of data centers) on performance 
indices such as the overall time to execute all the jobs, throughput, efficiency of data 
centers, load experienced by workers. Results show that the use of several data 
centers can bring benefits to Grid applications in terms of lower total execution times, 
higher throughput and load balancing among worker nodes. However, since a large 
number of data centers also causes a smaller utilization of a single data center, the 
study can also be used to determine the number of data centers that can maximize the 
return of investment related to the deployment of new data centers. 

Future work will move along a number of interesting research avenues, such as: 
the analysis of (1) redundant computing for applications that require multiple 
executions of each job; (2) caching of data file fragments on the P2P network, instead 
of storing entire files, to improve data download performance; (3)  performance of the 
super-peer protocol in the case that input data is progressively fed as a data stream by 
an external source. 

CoreGRID FP6-004265 134

CoreGRID –Network of Excellence



Acknowledgements 

This research work is carried out under the FP6 Network of Excellence CoreGRID 
funded by the European Commission (Contract IST-2002-004265). We would also 
like to thank Eddie Al-Shakarchi, Tom Goodale, Andrew Harrison, Ian Kelley 
Matthew Shields and Ian Wang for their help defining the distributed architecture 
presented here. 

References 

1. Anderson, D.: Public computing: Reconnecting people to science, Proc. of Conference on 
Shared Knowledge and the Web, Madrid, Spain, November 2003, pp. 17-19 

2. Anderson, D. P.: BOINC: A System for Public-Resource Computing and Storage, 5th 
IEEE/ACM International Workshop on Grid Computing, November 2004, Pittsburgh, PA, 
pp. 365-372 

3. D. P. Anderson, J. Cobb, E. Korpela, M. Lebofsky, and D.Werthimer: SETI@home: An 
experiment in public resource computing, Communications of the ACM, November 2002, 
Vol. 45 No. 11, pp. 56-61. 

4. http://climateprediction.net/ 
5. http://einstein.phys.uwm.edu/ 
6. http://www.gridoned.org/ 
7. Mastroianni, C., Talia, D., Verta, O.: A Super-Peer Model for Resource Discovery Services 

in Large-Scale Grids, Future Generation Computer Systems, Elsevier Science, Vol. 21, No. 
8 (2005) 1235-1456. 

8. Talia, D., Trunfio, P.: Towards a Synergy between P2P and Grids, IEEE Internet Computing 
7(4) (2003) 94-96 

9. Yang, B., Garcia-Molina, H.: Designing a Super-Peer Network, 19th Int'l Conf. on Data 
Engineering, IEEE Computer Society Press, Los Alamitos, CA, USA (2003) 

CoreGRID FP6-004265 135

CoreGRID –Network of Excellence



A Scheduling algorithm for High Performance Peer-To-
Peer Platform 

Nabil Abdennadher1, Régis Boesch1 

 
1 University of Applied Sicences, 4 Rue Prairie, 1202,Geneva, Switzerland. 

{nabil.abdennadher, regis.boesch}@hesge.ch 

Abstract. This paper describes a scheduling algorithm used to execute parallel 
and distributed applications on a Global Computing (GC) environment, called 
XtremWeb-CH (XWCH). XWCH is an improved version of a GC tool called 
XtremWeb (XW). XWCH is an enrichment of XW allowing it to match P2P 
concepts: distributed scheduling, distributed communication and development 
of symmetrical models. The scheduling algorithm takes into account the 
heterogeneity and volatility of nodes. This paper illustrates the performance of 
XWCH in a real CPU time consuming application. 

Keywords: Peer-To-Peer, High Performance Computing, Scheduling 
Algorithm. 

1. Introduction 

High Performance Computing (HPC) landscape has radically changed since the end 
of the last decade. Based initially on the use of parallel and vectorial computers 
equipped with specific development environments, computing power consumers are 
adopting a new approach which takes advantage of the Internet development. The 
idea consists on deploying High Performance applications on anonymous connected 
computers by using their available resources. Indeed, the challenge today is to extract, 
at low cost, a reasonable computing power from a widely distributed platform (by 
executing interactive applications) rather than extracting the maximum power from a 
local supercomputer (by executing batch applications). In another words, the majority 
of the world's computing power is no longer in supercomputer centers and 
institutional machine rooms. Instead, it is now distributed in a hundred of thousands 
of personal computers all over the world. This concept is known as Global Computing 
(GC). 

The majority of GC projects adopted a centralized structure based on a 
Master/Slave Architecture: SETI@home [1], Entropia [2], United Devices [3], 
Parabon [4], XtremWeb [5], etc. A natural extension of the GC consists on 
distributing the "decisional degree" of the master in order to avoid any form of 
centralization. Thus, architectures such as Clients/Servers and Master/Slaves would 
be withdrawn. This concept, known as Peer-To-Peer (P2P), was successfully used to 
share and exchange files between computers connected to Internet. The most known 
projects are Gnutella [6] and Freenet [7]. Indeed, file sharing is well adapted to this 
model. However, the use of P2P in the field of HPC raises several theoretical and 
practical problems. Dynamic scheduling algorithms for parallel/distributed 
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applications can not be easily distributed. P2P Computing also goes against the 
policies and safety techniques largely used nowadays on Internet: Firewalls, NAT 
addresses, etc. The objective of these techniques is to protect resources connected to 
Internet from any voluntary or involuntary abusive use. Internet is then partitioned in 
several protected zones which are unable to cooperate mutually. Problems related to 
the development of a true P2P environment for HPC needs remain open. 

This document describes a GC environment, called XtremWeb-CH (XWCH), 
which converges towards a P2P system. XWCH is an improved version of a GC tool 
called XtremWeb (XW). XWCH tries to enrich XW in order to match P2P concept: 
distributed scheduling, distributed communication, development of symmetrical 
models, etc. In P2P systems, nodes are assumed to be customers and servers at the 
same time. Although it is utopian, this idea is retained as guide line in the XWCH 
project. 

This document is organized as follows: section 2 presents the features that should 
be satisfied by a GC platform in order to be considered as a real P2P system. Section 
3 introduces the XW tool in its original version. Section 4 details the new concepts 
XWCH introduces compared to XW. It also describes the features of the scheduling 
algorithm supported by XWCH. Section 5 presents the experiments carried out in 
order to evaluate XWCH. Lastly, the section 6 gives some perspectives of this 
research. 

2. What is a real Peer-To-Peer system? 

 
A true P2P environment should satisfy three criteria: 
- Platform heterogeneity: The system should support heterogeneous architectures 

(hardware) and platforms (software and operating systems). Since these resources 
are anonymous, the system should take into account all administration policies 
implemented by local administrators. 

- Natural scalability: A P2P system should support a huge number of resources. It 
should be scalable by itself and not by “doping”. For that purpose, the 
performance of the system should be provided by its distributed structure: 
distributed algorithms, distributed warehouses, distributed scheduling algorithms, 
etc. This structure should allow open access and search procedures. The search 
engine should take into account the dynamic nature of the network. The system 
should be based on a demand-driven computation model: users' queries are only 
processed when needed and prior results are stored in warehouses, where they can 
be accessed later on. 

- Symmetric view: a node belonging to a P2P platform should be server and client at 
the same time. 
 
File sharing systems like Gnutella and Freenet satisfy all these criteria. High 

performance GC environments such as XtremWeb, Seti@home, Entropia do not 
satisfy any of these criteria. They are based on a non symmetric view (Master/Slaves). 
They are not scalable since the master is overloaded when the number of slaves 
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increases. The only HP oriented tool which seems to satisfy all these constraints is 
WOS (Web Operating System) [8]. Unfortunately, this tool remained in a purely 
conceptual state and no prototype was born. 

3. XtremWeb 

XW is a GC research project carried out at Université d’Orsay (France). Like other 
Large Scale Distributed Systems (LSDS), XW platform uses remote resources (pocket 
computers, PCs, workstations, servers) connected to Internet to execute a specific 
application (client). The aim of XW is to investigate how a LSDS can be turned into a 
High Performance Parallel Computer. XW belongs to the more general context of Grid 
research and follows the standardisation effort towards Grid Services [9]. XW satisfies 
the three main constraints imposed by any Large Scale Distributed Environment: 
volatility, heterogeneity and security. 

Security is particularly difficult in the context of LSDS because it’s impossible to 
trust hundreds of thousands resources. Three main security problems, linked to GC 
and P2P systems, are considered in the context of XW project: 
- Data integrity/privacy: This problem could be resolved by applying the well 

known solutions of encryption, public/private keys, etc. 
- Protection of participating resources: No aggressive application should be able to 

corrupt data or system of any participating resource. Sandboxing is the well 
known technique to resolve this problem. The idea consists on filtering the system 
calls which appear to be the main security holes of recent operating systems. [10] 
explains how does XW use the sandboxing to resolve the resource protection 
problem. 

- Result certification procedure: This problem is linked to the lack of trust regarding 
the result provided by the remote resource. Indeed, there is no way to control 
precisely what happens on a participating resource. Faulty and malicious 
behaviour must be detected.  
 
A typical XW platform is composed of one coordinator and several workers 

(remote resources). The coordinator is a three-tier layer allowing connection between 
clients and workers through a coordination service. This layer is designed so as it 
allows the mobility of clients and the volatility of workers. 

3.1 The coordinator 

The coordinator is a three-tier architecture which adds a middle tier between client 
and workers. There is no task direct submission/result transfer between clients and 
workers. The coordinator accepts task requests coming from several clients, 
distributes the tasks to the workers according to a scheduling policy, transfers 
application code to workers if necessary, supervises task execution on workers, detect 
worker crash/disconnection, re-launches crashed tasks on any other available worker, 
collects and store task results to client upon request. 
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The coordinator is composed of three services: the repository, the scheduler and 
the result server. The repository is an advertisement services. It publishes services 
(client applications) to make them available through standard communication ports 
(Java RMI, XML-RPC). These applications/services are first read from a database and 
inserted into the task set. The scheduler is the service factory. It instantiates 
applications and manages their life cycle. It starts them on workers (a task is an 
instantiation of service or application), stops them as expected and corrects faults (if 
any) by finding available workers to re-launch them. Finally the result server collects 
results as they are provided by workers. 

3.2 Workers 

The worker architecture includes four components: the task pool, the execution 
thread, the communication manager and the activity monitor. The activity monitor 
controls whether some computations could take place in the hosting machine 
regarding parameters such as CPU idle time and mouse/keyboard activity. The tasks 
pool (worker central point) is managed by a producer/consumer protocol between the 
communication manager and the execution thread. Each task should be in one of the 
three states: ready to be computed, running or saving. The first state concerns 
downloaded tasks, correctly inserted into the pool. The second state is for tasks being 
computed. The last state corresponds to tasks which need to upload result file to the 
coordinator. The communication manager ensures communication with the 
coordinator; it downloads task files (binaries and input data) and upload results, if 
any. When download completes, the task is inserted into the task pool. The execution 
thread extracts the first available task from the pool, recreates the task environment as 
provided by the client (binary code, input data, directories structure, etc.), starts 
computation and waits for the task to complete. When the task completes, the 
execution thread finally marks the task state as completed, allowing the 
communication manager to send results to the coordinator. 

In its original version, XW applications are standalone modules. The system does 
not support any interaction between different tasks. However, developers can use 
asynchronous Remote Process Call called XWRPC in order to distribute (parallelize) 
their applications [11]. 

4. XtremWeb-CH 

XtremWeb-CH (XWCH) is an upgraded version of XW. The aim of XWCH is to build 
an effective Peer-To-Peer LSDS which satisfies the three criteria detailed in section 2. 
XWCH adds four functionalities to XW: 
1. Automatic execution of Parallel and Distributed Applications. 
2. Automatic detection of the optimal granularity that can be implemented according 

to the number of available workers and scheduling of tasks. 
3. Support of direct communication between workers. 
4. XWCH provides a set of monitoring tools allowing users to visualize the execution 

of their applications. 
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4.1 Automatic execution of Parallel and Distributed Applications 

In XW, jobs submitted to the system are standalone. In case of parallel/distributed 
applications, communicating modules are executed as separate jobs (tasks). It’s the 
user responsibility to link manually output and input data of two communicating 
tasks. Contrary to this approach, XWCH supports the execution of a whole 
parallel/distributed application represented by is a set of communicating tasks. This 
application is modeled by a data flow graph where nodes are tasks and edges are 
communications inter-tasks (Fig. 1). Tasks can have the same or different codes. In 
Fig. 1, tasks having the same shape have the same code. 

 
 
 

 
 

 

 

 

Fig. 1. Data flow graph representing a parallel/distributed application 

The data flow graph is represented by an XML file whose syntax is detailed in Fig. 
2. 

An application is composed of several modules (Module element in Fig. 2). A 
module is represented by a source code and can have several binary versions (Binary 
element in Fig. 2). A task is an instantiation of one module. Thus, several tasks can 
correspond to the same module. 

Precedence rules between tasks are described by Task elements. A task can have 
several inputs (Input element in Fig. 2) but only one output (Output element in Fig. 
2). The element cmdLine indicates arguments/parameters used by the task. This field 
is optional. 

 
Fig. 2. XML syntax of a parallel/distributed application 

A parallel/distributed application is thus, represented by: 
- its XML file representing its data flow graph, 
- the binary codes of its modules. Let’s recall that one module can have several 

binary codes, 

A 
B

B
C
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- its input data. 
These files are compressed into one file. 
XWCH can be perceived as a layer on XW that takes into account the 

communications between tasks belonging to the same parallel/distributed application. 
In this context, a task belonging to a given parallel/distributed application is 
considered by XW as a standalone application. 

A client can submit his application to XWCH by uploading its corresponding 
compressed file. In addition to the three states that a task can have: ready, running 
and saving, XWCH adds a fourth state: blocked. Tasks of a given application are 
initially blocked and cannot be assigned to any worker, since their input data are not 
available. Only tasks whose input data are given by the user are in ready state and can 
be allocated to workers. When a task is assigned to a worker, it moves from ready to 
running state. Input data needed by blocked tasks are progressively provided by 
running tasks which finish their processing. XWCH detects the blocked tasks which 
can pass to ready state and can, thus, be assigned to a worker. 

4.2 Granularity and scheduling 

In parallel computing, the grain’s size (granularity) depends on the application and the 
number of processors in the target parallel machine. This number is generally known 
and fixed before the execution. Thus, the granularity is fixed during the development 
of the application. In our context, the computer is the network, workers are free to 
join and/or leave the GC platform whenever they want. The exact number of available 
workers is known just before the execution and could be varied during the execution. 
As a consequence, the best granularity can not be fixed before execution time. This 
section describes how XWCH optimize the granularity of tasks and how these tasks 
are scheduled during execution. 

Data flow graph representing an application comprises generally a set of stages 
{Si}. A stage Si is represented by a set of tasks having the same source code (module 
in the XML file) and can be executed in parallel on different workers. The precedence 
rules between two stages Si and Si+1 depends on the application. Tasks belonging to 
the same stage have no precedence rules. They are fed with different data and are 
executed according to the Single Program Multiple Data (SPMD) model. Thus, every 
stage is responsible of processing a “quantity” of data noted Qi. The number of tasks 
belonging to stage Si depends also on application but could be fixed according to the 
number of workers. 

Fig. 3 and 4 show two kinds of parallel/distributed applications experimented on 
XWCH. 
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Si-2             Si-1          Si          Si+1 Si+2 

Fig. 3. Phylogenetic applications 

 
In Fig. 3, odd stages contain one task while even stages contain a variable number 

of tasks. This means that odd stages concentrate results of even stages before sending 
them to the next stage. 

 

 
              Si-1           Si         Si+1 

Fig. 4. Numerical application 

In Fig. 4, every task of a stage Si sends its result to all tasks of stage Si+1 (multicast 
operation). 

To deploy an application on XWCH, three steps are required: 
Discovery step: This step consists of searching for a set of available workers W to 

execute the application (or one stage of the application). The output of this step is a 
set of workers W = {(wj, pj)} where pj is the performance of wj. pj can be expressed in 
term of CPU performance, main memory size, network bandwidth, etc. 

Configuration step: Assuming that |W| = n, this step dispatches the quantity of data 
to process by a stage Si (Q) among the n tasks which compose the given stage. A task 
tk, supposed to be executed by worker wj (with performance pj), is assigned a quantity 
of data qk function of pj. qk is called the workload of tk. The more the worker is 
powerful, the bigger is qk. At this point, the system behaves as if the n workers are 
fully monitored by the coordinator. In another term, granularity of the parallelization 
and load balancing are fixed according to the number of available workers and the 
state of the targeted P2P platform. 

The output of the configuration step for a given stage S of a given application is a 
set of couples {(qk, pj)} where pj is the performance of the worker that will process the 
task having the workload qk. 
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The XML file, describing the application, is automatically generated at the end of 
this step. 

Execution step: Configuration step assumes that available workers W are fixed and 
controlled by the coordinator. However, during execution, tasks allocation is not 
totally controlled by the coordinator. Indeed, tasks are allocated to workers when the 
coordinator receives work requests from workers. At this point, it is worth going into 
some details: 
- A work request is a remote procedure called by the workers and executed by the 

coordinator. 
- A work request, called by a worker, indicates its current performance p. 
- One or several workers selected during discovery step can disappear during 

execution step. 
- One or several new workers can connect and start to send work requests after 

discovery step. 
During execution, the coordinator manages a set of tasks T = {tk} belonging to 

different applications. Every task tk has its workload qk. 
Ideally, tasks belonging to a given stage of a given task are executed in parallel on 

workers selected during configuration step (or new workers with higher performance). 
Since workers are volatiles, a work request received by the coordinator is not 
necessarily sent by one of the workers selected during the configuration step. 
Moreover, arrivals of work requests are unpredictable. For that reasons, the 
scheduling policy of XWCH is the following: when receiving a work request from a 
worker w having performance p, the task t allocated to w is the one whose workload q 
is closer to p. Thus, the scheduler of XWCH allocates task t of T to w if: 

|q - p | = min (|qk - pw|) for all tk belonging to T. 

The scheduling algorithm is executed inside the work request call. According to 
this algorithm, a given task is not executed unless an appropriate worker calls a work 
request. This means that a task could stay indefinitely in a ready state and never 
assigned to a worker, the application is blocked. In order to avoid this situation, a 
deadline is affected to each stage of the application: if a task spends in a ready state a 
time higher than its deadline, it is automatically allocated to the first free worker. A 
small value of the deadline, means that the user prefers allocate tasks to workers as 
soon as possible. In this case, tasks could be assigned to a non appropriate worker. A 
high value of the deadline means that the user prefers wait and allocate tasks to the 
best appropriate worker. In this case, the task could be blocked indefinitely. 

4.3 Direct communication 

Two versions of XWCH were developed. The first, called XWCH-sMs, manages inter-
tasks communications in a centralized way. The second version, called XWCH-p2p, 
allows a direct communication between workers without passing by the coordinator 

In the XWCH-sMs (slave-Master-slave) version, workers cannot directly 
communicate, they cannot "see" each other. Any communications between tasks take 
place through the coordinator. This architecture overloads the coordinator and could 
affect the application performances. 
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In order to cure the gaps of the XWCH-sMs version, it is necessary to have direct 
worker-to-worker communications. In other term, the worker executing module A 
(called worker A in Fig. 5) must be able to directly send its results to workers B and 
C. 

The XWCH coordinator can, thus, allocate tasks B and C to two available workers. 
Every worker receives the binary code of the module it will execute and the necessary 
information relating to its input file (IP address, path and name of the input file). Data 
transfer between workers A and B (resp. C) can thus take place on the initiative of the 
receiver. 

This version called XWCH-p2p has two main advantages: 
1. it discharges the coordinator from data routing. 
2. it avoids the duplication of communications. 

In this context, the coordinator keeps only the responsibility of tasks scheduling. 
XWCH-p2p tends towards the Peer-To-Peer concept which one of its principles is to 
avoid any centralized control. 

 
 
 
 
 
 

 

 

 

 

Fig. 5. Execution of an application on a XWCH-p2p platform 

 
Direct communication can only take place when the workers can “see” each other. 

Otherwise (one of the two workers is protected by a firewall or by a NAT address), 
direct communication is impossible. In this case, it is necessary to pass by an 
intermediary (XWCH coordinator for example). This scenario is similar to XWCH-
sMs version. However, to avoid overloading the coordinator, one possible solution 
consists on installing a relay machine, called "data collector" which acts as an 
intermediary. This machine is used by worker A (in our example) to store its results 
and by workers B and C to seek their data. “Data collector” machine is chosen by the 
user when launching the application. This machine must be reachable by all workers 
contributing to the execution of the concerned application. 
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4.4 Monitoring tools 

XWCH proposes a package of tools allowing the user to debug and/or visualize the 
progression of the execution of their applications: 
- Tasks allocation: The user can “spy” the execution of his application. He can 

follow the allocation of tasks (which worker is executing which task) 
- Progression of tasks execution: When executing, every task can send progression 

report to its worker informing it about its state. Currently, this progression report 
is expressed in term of percentage of execution. 

- Step by step execution: It’s a debugging mode. When activated, every task sends 
messages to the worker. These messages are inserted in the source code by the 
developer. 

5. Experimental measures 

The purpose of this section is to assess the performances of XWCH in a real case of a 
CPU time consuming application. XWCH was evaluated in the case of a phylogenetic 
application: PHYLIP (the PHYLogeny Inference Package) package [12]. The 
parallelized version of PHYLIP is used by the Laboratory of virology at the Geneva 
Hospital in order to generate phylogenetic tree related to HIV virus. 

Phylogenetic is the science which deals with the relationships that could exist 
between living organisms. It reconstructs the pattern of events that have led to “the 
distribution and diversity of life”. These relationships are extracted from comparing 
Desoxyribo Nucleic Acid (DNA) sequences of species. An evolutionary tree, termed 
life tree, is then built to show relationship among species. This tree shows the 
chronological succession of new species (and/or new characters) appearances. 

In a medical context, the generation of a life tree for a family of microbes is 
particularly useful to trace the changes accumulated in their genomes. These changes 
are due, inter-alia, to the "reaction" of the virus to the treatments. 

A multitude of applications aiming at building evolutionary trees are used by the 
scientific community [13] [14] [15] [16]. These applications are known to be CPU 
time consuming, their complexity is exponential (NP-difficult problem). Approximate 
and heuristic methods do not solve the problem since their complexity remains 
polynomial with an order greater than 5: O(nm) with m > 5. Parallelization of these 
methods could be useful in order to reduce the response time of these applications. 

PHYLIP is a package of programs for inferring phylogenies (evolutionary trees). It 
is the most widely-distributed phylogeny package. PHYLIP has been used to build the 
largest number of published trees. It has been in distribution since 1980, and has over 
15,000 registered users. PHYLIP was ported on XWCH platform. 

An evolutionary tree is composed of several branches. Each branch is composed of 
sub-branches and/or leaf nodes (sequences). Two sequences belonging to the same 
branch are supposed to have the same ancestors. To construct the tree, the application 
defines a “distance” between all pairs of sequences. Evolutionary tree is then 
gradually built by sticking to the same branch, the pairs of sequences having the 
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smallest distance between them. Even if the concept is simple, PHYLIP is a CPU time 
consuming application. This complexity is due to two factors: 

1. Methods used to group sequences into branches are complex. As an example, the 
Fitch program, one of the most used methods, takes two hours to execute on a 
Pentium 4 (3 GHz) with 100 sequences. 

2. The application constructs not only one tree from the origin data set, but a set of 
trees generated from a large number of bootstrapped data sets (somewhere 
between 100 and 1000 is usually adequate). These data are randomly generated 
from origin data. The final (or consensus) tree is obtained by retaining groups that 
occur as often as possible. If a group occurs in more than a fraction l of all the 
input trees it will definitely appear in the consensus tree.  

The application, as adapted to XWCH, is composed of 5 programs: Seqboot, 
Dnadist, Fitch-Margoliash, Neighbor-Joining and Consensus. 

- Seqboot is a general bootstrapping and data set translation tool. It is intended to 
generate multiple data sets that are re-sampled versions of the input data set. It 
involves creating a new data set by sampling N characters randomly with 
replacement, so that the resulting data set has the same size as the original, but 
some characters have been left out and others are duplicated. 

- Dnadist uses sequences to compute a distance matrix. It computes a table of 
similarity between the sequences. The distance, for each pair of species, estimates 
the total branch length between the two species. Each distance that is calculated is 
an estimate, from that particular pair of species, of the divergence time between 
those two species. 

- Fitch-Margoliash (FITCH) and Neighbor-Joining (NJ): These two programs 
generate the evolutionary tree for a given data set. FITCH method is a time 
consuming method and can not be applied to a large number of sequences. 

- Consensus: This program constructs the consensus tree from the set of trees 
generated from bootstrapped data sets. 
 
The structure of the obtained parallel/distributed application is shown in Fig. 3. 

The application, as developed, has two parameters (fed by the user): 
- Set of DNA Sequences from species under investigation. 
- Number of evolutionary tree to generate: This parameter represents the quantity of 

data: Q. It’s used to produce multiple data sets from original DNA sequences by 
bootstrap re-sampling. The higher is Q, the finest is the result. 
Two versions of PHYLIP were deployed on XWCH: 

- The first version (Version 1 in Fig.6) is composed of Q tasks in the stage 
corresponding to the FITCH module. Each task processes one data (one tree) 

- In the second version (Version 2 in Fig.6), the number of tasks and their workload 
are processed as explained in paragraph 4.2. 
 
Execution times consumed by the two versions are shown in Fig. 6. PHYLIP was 

executed on an XWCH platform composed of more than 100 heterogeneous PC 
(Pentium 2, 3, 4) with Windows and Linux operating systems. 
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Fig. 6. Execution times of PHYLIP 

 
For both versions, XWCH insures that executing codes are transferred from 

coordinator to workers only at the start of the execution: if the same task is re-
executed on the same worker, its code is not downloaded again. The difference of 
execution times in Fig. 6 is due to the synchronization between the coordinator and 
workers: When a worker ends the execution of one task it stores the results locally 
and on the relay, generates a work request call to ask for a new job, and finally 
generates a data request call to receive input data it needs. 

6. Conclusion 

This paper presents a new GC environment (XtremWeb-CH), used for the execution 
of high performance applications on a highly heterogeneous distributed environment. 
XWCH can support direct communications between workers, without passing by the 
coordinator. A scheduling policy is proposed in order to minimize synchronization 
between coordinator and workers and optimize load balancing of workers. The 
porting of PHYLIP on XWCH has demonstrated the feasibility of our solution. Other 
experiments are in progress to evaluate XWCH in other High Performance 
applications cases. 

The current version of XWCH allows the decentralization of communications 
between workers. The next step consists on designing a distributed scheduler. This 
scheduler shall avoid allocating communicating tasks to workers that can not reach 
each other. This approach offers a strong basis for the development of distributed and 
dynamic scheduler and could confirm and reinforce the tendency detailed in section 2. 
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Abstract. Among existing grid middleware approaches, one simple, powerful, and flexible approach
consists of using servers available in different administrative domains through the classic client-server
or Remote Procedure Call (RPC) paradigm. Network Enabled Servers (NES) implement this model
also called GridRPC. Clients submit computation requests to a scheduler whose goal is to find a server
available on the grid. The aim of this paper is to give an overview of an NES middleware developed in
the GRAAL team called DIET and to describe recent developments. DIET (Distributed Interactive
Engineering Toolbox) is a hierarchical set of components used for the development of applications based
on computational servers on the grid.

1 Introduction

Large problems ranging from numerical simulation to life science can now be solved through the Internet using
grid middleware. Several approaches exist for porting applications to grid platforms; examples include classic
message-passing, batch processing, web portals, and GridRPC systems [31]. This last approach implements
a grid version of the classic Remote Procedure Call (RPC) model. Clients submit computation requests to a
scheduler that locates one or more servers available on the grid. Scheduling is frequently applied to balance
the work among the servers and a list of available servers is sent back to the client; the client is then able to
send the data and the request to one of the suggested servers to solve their problem. Thanks to the growth
of network bandwidth and the reduction of network latency, relatively small computation requests can now
be sent to servers available on the grid. To make effective use of today’s scalable resource platforms, it is
important to ensure scalability in the middleware layers.

The Distributed Interactive Engineering Toolbox (DIET) [18] project is focused on the development
of scalable middleware with initial efforts focused on distributing the scheduling problem across multiple
agents. DIET consists of a set of elements that can be used together to build applications using the GridRPC
paradigm. This middleware is able to find an appropriate server according to the information given in the
client’s request (e.g. problem to be solved, size of the data involved), the performance of the target platform
(e.g. server load, available memory, communication performance) and the local availability of data stored
during previous computations. The scheduler is distributed using several collaborating hierarchies connected
either statically or dynamically (in a peer-to-peer fashion). Data management is provided to allow persistent
data to stay within the system for future re-use. This feature avoids unnecessary communication when
dependencies exist between different requests.

Several other Network Enabled Server (NES) systems have been developed in the past [4, 24]. Among
them, NetSolve [5], Ninf [25], and OmniRPC [30] have particularly pursued research involving the GridRPC
paradigm. NetSolve, developed at the University of Tennessee, Knoxville allows the connection of clients to a
centralized agent and requests are sent to servers. This centralized agent maintains a list of available servers
along with their capabilities. Servers report information about their status at given intervals, and scheduling
is done based on simple models provided by the application developers, LINPACK benchmarks executed on
remote servers, and/or information given by the Network Weather Service (NWS). Some fault tolerance is

⋆
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also provided at the agent level. Data management is managed either through request sequencing or using
the Internet Backplane Protocol (IBP). Client Proxies ensure portability and interoperability with other
systems like Ninf or Globus [6]. Ninf is an NES system developed at the Grid Technology Research Center,
AIST in Tsukuba. Close to NetSolve in its initial design choices, it has evolved towards several interesting
approaches using either Globus [34, 37] or Web Services [32]. Fault tolerance is also provided using Condor
and a checkpointing library [26]. The performance of the platform can be studied using a powerful tool
called BRICKS. As compared to the NES systems described above, DIET is interesting because of the use
distributed scheduling to provide better scalability, the ability to tune behavior using several APIs, and the
use of Corba as a core middleware.

In this paper, we present the last developments done within the DIET project that will provide the user
with an efficient, scalable, and fault-tolerant system for the deployment to deploy large scale applications over
the net. This paper is organized as follows. In Section 2, we recall the architecture of the DIET middleware
and the characteristics that make it scalable over large scale grids. Then in Section 3, we describe our most
recent developments in resource and server management. The DIET platform deployment tool is described in
Section 4 and fault-tolerance detection and recovery are explained in Section 5. The visualization of DIET’s
behavior on large scale platforms is described in Section 6. Finally, before a conclusion, we describe two new
applications ported over DIET.

2 DIET Architecture

D I E T o r J X T A c o n n e c t i o nD a t a t r a n s f e r tD I E T c o n n e c t i o nR e q u e s t D I E T

C l i e n t M A M AM A M A
S E D

L A
C l i e n t C l i e n tC l i e n t

S E DS E DS E D S E DS E D L AS E D S E D L AL A S E D S E D S E D
M AM A L AS E D L AS E D S E D S E D

Fig. 1. DIET hierarchical organization.

The DIET architecture is hierarchical for better scalability.
The architecture provides flexibility and can be adapted to
diverse environments including heterogeneous network hier-
archies. DIET is implemented in Corba and thus benefits
from the many standardized, stable services provided by freely-
available and high performance Corba implementations. DIET

is based on several components. A Client is an application that
uses Diet to solve problems using an RPC approach. Users can
access Diet via different kinds of client interfaces: web portals,
PSEs such as Scilab, or from programs written in C or C++.
A SeD, or server daemon, provides the interface to computa-
tional servers and can offer any number of application specific
computational services. A SeD can serve as the interface and
execution mechanism for a stand-alone interactive machine, or
it can serve as the interface to a parallel supercomputer by pro-
viding submission services to a batch scheduler.

Agents provide higher-level services such as scheduling and
data management. These services are made scalable by dis-
tributing them across a hierarchy of agents composed of a sin-
gle Master Agent (MA) and any number of Local Agents
(LAs). Each DIET hierarchy is independent but the MA can
connect to other MAs either statically or in a peer-to-peer fash-
ion to access resources available via other other hierarchies. Fig-

ure 1 shows an example of several Diet hierarchies.
A Master Agent is an entry point of our environment. In order to access Diet scheduling services,

clients only need a string-based name for the MA (e.g. “MA1”) they wish to access; this MA name is
matched with a Corba identifier object via a standard Corba naming service. Clients submit requests for
a specific computational service to the MA. The MA then forwards the request in the Diet hierarchy and
the child agents, if any exist, forward the request onwards until the request reaches the SeDs. SeDs then
evaluate their own capacity to perform the requested service; capacity can be measured in a variety of ways
including an application-specific performance prediction, general server load, or local availability of data-sets
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specifically needed by the application. SeDs forward their responses back up the agent hierarchy. The agents
perform a distributed collation and reduction of server responses until finally the MA returns to the client
a list of possible server choices sorted using an objective function such as computation cost, communication
cost or machine load. The client program may then submit the request directly to any of the proposed
servers, though typically the first server will be preferred as it is predicted to be the most appropriate server.
The scheduling strategies used in Diet are described in Section 3.

Finally, NES environments like Ninf and NetSolve use a classic socket communication layer. Nevertheless,
several problems with this approach have been pointed out such as the lack of portability or limitations in
the number of sockets that can be opened at once. A distributed object environment such as CORBA

has been proven to be a good base for building applications that manage access to distributed services. It
provides transparent communication in heterogeneous networks, but it also offers a framework for the large
scale deployment of distributed applications. Moreover, Corba systems provide a remote method invocation
facility with a high level of transparency. This transparency should not dramatically affect the performance
since the communication layers have been carefully optimized in most Corba implementations [17]. Thus,
Corba has been chosen as a communication layer in DIET.

3 DIET Scheduling

3.1 Plug-in Schedulers

Diet provides a special feature for scheduling through its plug-in schedulers. As the applications that are
to be deployed on the grid vary greatly in terms of performance demands, the Diet user is provided with
the possibility of defining requirements for scheduling of tasks by configuring the appropriate scheduler. The
performance estimation values to be used for scheduling are stored in a performance estimation vector by
the SeDs as a response to a client call propagated from master agent to local agents and finally to the server
level. The values to be stored in this structure can be provided by CoRI (Collector of Resource Information),
which will be described in Section 3.2.

Information tag multi- Explanation

starts with EST value

TCOMP the predicted time to solve a problem

TIMESINCELASTSOLVE time since last solve started (seconds)

FREECPU amount of free CPU (fraction between 0 and 1)

LOADAVG CPU load average

FREEMEM amount of free memory (Mb)

NBCPU number of available processors

CPUSPEED x frequency of CPUs (MHz)

TOTALMEM total memory size (Mb)

BOGOMIPS x the BogoMips

CACHECPU x cache size CPUs (Kb)

TOTALSIZEDISK size of the partition (Mb)

FREESIZEDISK amount of free space on partition (Mb)

DISKACCESREAD average time to read from disk (Mb/sec)

DISKACCESWRITE average time to write to disk (Mb/sec)

ALLINFOS x [empty] fill all possible fields
Table 1. Standard estimation tags used in DIET.

The standard values are to be identified based on standard estimation tags given in Table 1. Application
developers may also define performance values to be included in a SeD response to a client request. For
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example, a DIET SeD that provides a service to query particular databases may need to include information
about which databases are currently resident in its disk cache so that data transfer times can be minimized.

The application developer can define their own performance estimation routine or function when de-
veloping the application-specific portion of the SeD. At this point, any services added to the SeD will be
associated with the declared performance estimation routine. In the performance estimation routine, the
SeD developer should store in the provided estimation vector any performance data to be used in the server
response aggregation methods. At the time a DIET service is defined, an aggregation method - the logical
mechanism by which SeD responses are sorted - is associated with the service. If application-specific data are
supplied (i.e., the estimation function has been redefined), an alternative method for aggregation is needed.
Currently, a basic priority scheduler has been implemented, enabling an application developer to specify a
series of performance values that are to be optimized in succession. From the point of view of an agent,
the aggregation phase is essentially a sorting of the server responses from its children. A priority scheduler
logically uses a series of user-specified tags to perform the pairwise server comparisons needed to construct
the sorted list of server responses.

3.2 Collectors of Resource Information

As we have seen in the previous section, to make a good decision the scheduler requires a measurement
tool. In particular, DIET needs reliable resource information from grid resource information services. In this
section, we introduce the requirements of DIET for a grid information service and the architecture of a new
tool called Collectors of Resource Information (CoRI).

For some time DIET has depended on a performance prediction tool called FAST [29]. In this paper,
we add new functionality to Diet. We are now able to add any new monitoring tool interface or even any
new prediction tool within Diet. It could be dangerous to rely on a single prediction tool for all resource
information needs. For example, the prediction tool may not be available on a given architecture and the
software dependencies may fail or be too difficult to satisfy in a particular environment. In this case, the
scheduler does not receive enough information. We propose a new feature which provides a basic set of
performance measurements that can satisfy basic scheduler needs. This tool must always provide an answer
in order to avoid the blockage of the grid system. If the tool is not able to provide a measurement, a generic
response must be provided. Finally, the tool must provide one single interface for all kinds of resource
information services.

The new tool has to solve two main problems. First, it must provide basic measurements that are available
regardless of the execution environment. The service developer can then rely on this collector of resource
information even if no other resource services like FAST or NWS are available . Secondly, the tool must
manage the use of different collectors at the same time and in a similar way. We offer two solutions to these
problems: the CoRI-Easy collector for the first problem, namely the collector, and the CoRI Manager for
the second problem, namely management of different collectors. In general, we refer to these two solutions
together as the CoRI tool.

CoRI-Easy is a set of simple requests for basic resource information, and CoRI Manager allows developer
teams to add other resource information services. As CoRI-Easy is a resource information service, it is logical
to add it as a collector in the new CoRI Manager. FAST is also available as a collector in the Manager. In
addition, it is possible to add new collectors.

The CoRI Manager allows access to different modules (also referred to as collectors). A module is any
kind of element that can provide information about the system. This modularity allows the separation of
measurement sources and the selection of a module. Even if the manager should unify the different resource
information services, the trace of data remains, and so the origin can be determined. For example, it could
be important to distinguish the data coming from the CoRI-Easy module and the FAST module, because
the information from FAST may give a more accurate estimation of the real value. The extensibility of the
system is also ensured by the modular design. Because the interface of the manager allows the addition of a
new module in some steps, additional modules like Ganglia or NWS can easily be added.

To conclude this section and as a proof of concept, Figure 2 shows an experiment using two kinds of
scheduler. The first scheduler uses a simple round robin algorithm wherein we have six servers and round
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robin works on a rotating basis so that one server is assigned some work, then moves to the back of the list.
The second scheduler is a CPU scheduler that maximizes the ratio of BOGOMIPS

1+load average
.

(a) Round Robin Scheduler (b) CPU Scheduler

Fig. 2. Comparison between the taskflows for 25 consecutive requests with task inter-arrival time equal to 1 minute.

The behavior of both schedulers was also studied for requests with different inter-arrival times on an
heterogeneous cluster. In this paper we focus on 1 minute for the request inter-arrival time in order to see
how the CPU scheduler performs when sufficient time is provided for an accurate estimation of the load
average. The distribution of the tasks for the CPU scheduler was performed only on the four fastest nodes
resulting in quasi-equal small times for all the tasks. In the case of the Round Robin scheduler, some tasks
were privileged by being assigned to the fastest servers while others required longer computing times because
all servers were used and some were slower. The total computation time on the platform is smaller with the
CPU scheduler due to the fact that the tasks are assigned on the fastest servers. The overlapping of tasks
observed in the case of the Round Robin scheduler on the slowest processor resulted in larger computing
times.

3.3 DIET Batch Scheduler Management

Parallel grid resources, parallel machines or clusters of workstations are generally managed by a reservation
batch system such as Loadleveler3, PBS4, or OAR5). Such a system is responsible for managing the submit-
ted jobs and locating and allocating the required resources. It accepts user submission scripts which must
normally contain a variety of information including the requested number of resources and the amount of
time (walltime) needed for the reservation. In order to get the job completed as soon as possible, users can
take into account the hardware (walltime), the software he can rely on (NFS for copying some data) and the
actual workload on the system (number of resources to use in order to receive resources as soon as possible).

An efficient grid middleware should provide transparent access to parallel resources for the user. It
must choose the best parallel resources that suit the request, tune the parallel task to the right number
of processors, provide the corresponding walltime, and submit this information to the batch system in an
automatically built script in the language of the reservation system.

Simbatch6 is a C API which relies on the grid simulator Simgrid[20] to provide models of clusters and
their batch systems for multi-site grid simulations of parallel tasks. Some batch systems have already been
implemented, like PBS and OAR (which respectively rely on FCFS and Conservative Backfilling), but the
API is defined to easily integrate new ones.

3 http://www-03.ibm.com/servers/eserver/clusters/software/loadleveler.html
4 http://www.clusterresources.com/pages/products/torque-resource-manager.php
5 http://oar.imag.fr/
6 http://graal.ens-lyon.fr/Simbatch
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Simbatch has been designed to fulfill numerous goals such as facilitating the conception and evaluation
of grid scheduling algorithms using batch systems. Experiments have been undertaken to validate the batch
simulator. Figure 3 shows representative results for an experiment composed of 100 tasks, whose input data
and output data sizes are drawn uniformly between 1 and 20 Mbytes, whose computation time is drawn
uniformly between 600 and 800 seconds, and where the number of processors required is between 1 and 5.
The platform is composed of 7 machines, interconnected by a star topology and managed by an OAR batch
system. The experiment has been run on a real architecture and simulated with the Simbatch tool and one
can observe the error between the measured flow in a real OAR batch system and the flow obtained for the
same experiment within Simbatch as a function of the submission date of the tasks.
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The high precision of Simbatch simulation results makes it possible to use it as a performance prediction
module in the DIET environment. Assuming that a performance prediction function is given by the appli-
cation programmer in the SeD server, Simbatch can simulate several scenarios to choose the best number of
resources to use for the application to finish the soonest, as well as the corresponding walltime.

A grid environment must dialogue with batch schedulers to get information on the parallel resources in
order to make performance predictions and to submit tuned parallel applications with the correct semantics.

Our work relies on the Elagi7 library. It provides in particular the possibility to submit jobs to batch
systems including Loadlever, Sun Grid Engine8, and PBS. We have extended the recognized systems list
with the OAR system and we plan to complete integration for the WMS system used in the EGEE9 project
(Enabling Grids for E-science in Europe).

The DIET batch API provides several functions. A client can explicitly ask for a parallel job, but
otherwise, whenever possible DIET will choose the best available allocation to minimize a given objective
function. On the server side, the resolution of the application must end with the diet_submit_call()which
builds and submits the script to the batch scheduler.

3.4 DIET Workflow Management

A large number of scientific applications are represented by interconnected tasks which are structured based
on their control and data dependencies. The workflow paradigm on grids is well adapted for representing

7 http://grail.sdsc.edu/projects/elagi/
8 http://www.sun.qassociates.co.uk/software-grid-engine.htm
9 http://public.eu-egee.org/
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such applications and the development of several workflow engines [3, 27, 33, 35] illustrate significant and
growing interest in workflows within the grid community. The success of this paradigm in complex scientific
applications can be explained by the ability to describe such applications in high levels of abstraction and
in a way that makes it easy to understand, change, and execute them.

Several techniques have been established in the grid community for defining workflows. The most com-
monly used model is the graph and especially the directed acyclic graph (DAG). Since there is no standard
language to describe scientific workflows, the description language is environment dependent and usually
XML based, though some environments use scripts. In order to support workflow applications in the DIET

environment, we have developed and integrated a workflow engine. Our approach has a simple and a high
level API, the ability to use different advanced scheduling algorithms, and it should allow the management
of multi-workflow.

DIET users have traditionally submitted individual tasks, but we have extended the agent hierarchy by
adding a new special agent to handle workflow submissions. This special agent, called a MADAG, manages
the different workflow submissions. An overview of the new DIET architecture is shown in Figure 5.
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Fig. 5. Software architecture of DIET workflow engine.

The two architectures presented in the above figure can be used within the same DIET platform. The use
of the MADAG is based on the user choice to use his own scheduling strategy or to use the global one provided
by the MADAG. It is obvious that when the user decides not to use the MADAG, there is no collaboration
between the different clients but he can use and test easily a new scheduling algorithm by plugging it in the
client code. On the other hand, when the MADAG is used, the workflow submissions go through this special
agent and the multi-workflow can be handled more efficiently using core heuristics. To avoid overloading due
to multiple workflow submissions from different clients, the MADAG is not responsible for workflow execution
but it only manages the scheduling aspects. Two working modes can be used in the MADAG: in the first a
complete schedule (which assign priority and mapping to each task) is provided to the client, while in the
second only task priorities are returned to the client.

4 DIET Deployment

An important factor that influences the efficiency of DIET is the mapping of its components on available re-
sources. We call mapping of the components on available resources “deployment”. GoDIET [13] is designed
to automate the deployment of DIET platforms and associated services for diverse grid environments. Key
goals of GoDIET included portability, the ability to integrate GoDIET in a graphically-based user tool
for DIET management, and the ability to communicate in CORBA with LogService [14]. GoDIET auto-
matically generates configuration files for each DIET element while taking into account user configuration
preferences and the hierarchy defined by the user, launches complimentary services (such as a name ser-
vice and logging services), provides an ordered launch of components based on dependencies defined by the
hierarchy, and provides remote cleanup of launched processes when the deployed platform is to be destroyed.
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To show that the efficiency of an NES environment can depend on the arrangement, or deployment, of
its components on available resources we performed several experiments using DIET and shown in Figure 4.
These experiments were performed using 151 nodes of the Orsay cluster of the Grid’5000 testbed 10. Depend-
ing on the number of nodes available and the number and sizes of requests, several deployments are possible.
For example, we tested two deployments with 150 nodes. In the first deployment, one node is a centralized
scheduler that is used to manage scheduling for the remaining 150 nodes, which are dedicated computational
nodes servicing requests. In the second deployment, three nodes are dedicated to scheduling and are used to
manage scheduling for the remaining 148 nodes, which are dedicated to servicing computational requests.
In this test the centralized scheduler is able to complete 22,867 requests in the allotted time of about 1400
seconds, while the hierarchical scheduler is able to complete 36,307 requests in the same amount of time.

The distributed configuration performed significantly better, despite the fact that two of the compu-
tational servers are dedicated to scheduling and are not available to service computational requests. The
deployment plan of components is a very important factor that influences the throughput of the environ-
ment. Thus a good planning approach is needed to arrange the resources in such a manner that when the
components are deployed on the resources, the maximum number of requests can be processed in a time
step. We called this process deployment planning. We have shown in [16] that the optimal deployment on a
cluster is a Complete Spanning d-ary (CSD) tree; a CSD tree is a tree that is both a complete d-ary tree
and a spanning tree. This result conforms with results from the scheduling literature. More importantly, we
have presented an approach for determining the optimal degree d for the tree. Finding the best deployment
among heterogeneous resources is a hard problem since it amounts to finding the best broadcast tree on a
general graph, which is known to be NP-complete. So we presented a deployment heuristic that predicts the
maximum throughput that can be achieved by the use of available nodes. The main focus of the heuristic
is to construct an hierarchy so as to maximize the throughput of each node, where the throughput depends
on the number of children attached as children to the node in the hierarchy. The given heuristic provides
a deployment that can meet the user request demand, if user demand is at most equal to the maximum
throughput.

Finally, we gave a mathematical model [12] that can analyze an existing deployment and can improve the
performance of the deployment by finding and then removing the bottlenecks. This is an heuristic approach
for improving deployments of NES environments in heterogeneous grid environments. The heuristic is used
to improve the throughput of a deployment that has been defined by other means. The approach is iterative:
in each iteration, mathematical models are used to analyze the existing deployment to identify the primary
bottleneck, and the bottleneck is then removed by adding resources in the appropriate area of the hierarchy.
Using this model we can evaluate a virtual deployment before making a real deployment, provide a decision
builder tool (i.e., designed to compare different hierarchies or add new resources) and take into account the
hierarchies’ scalability.

5 DIET Fault-Tolerance

Grids are composed of many geographically distributed resources, each having its own administrative domain.
These resources are gathered using a WAN or even the Internet. Those characteristics lead grids to be more
error prone than other computing environments, raising the issue of fault tolerance. NetSolve and Ninf
includes some fault tolerant mechanisms based on a centralized design. In this section we describe fault
tolerant mechanisms incorporated in DIET that specifically target decentralized designs.

5.1 Fault Detection

Most common failure scenarios include both intermittent network failures between sites and node crashes.
When considering unreliable networks, ensuring application correctness requires fault detection approaches.
Failure detectors can be classified based on two criteria: time to detect a failure and accuracy. Detection

10 http://www.grid5000.org
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time represents the time between a failure and definitive suspicion by the failure detector. Accuracy is the
probability of a correct answer from the failure detector when queried at a random time. Classical failure
detection systems, like TCP, are based on heartbeats and timeouts. Maximum time to detect a failure
depends both on the arrival date of the previous heartbeat and on the maximum delivery time. Considering
a WAN or larger network, maximum delivery time is hard to bound, leading to a tradeoff between long
failure detection time and poor accuracy.

Fi Fi+1 Fi+3 Fi+4 Fi+5Fi−1 Fi+2

Failure

Hi+1 Hi+2 Hi+3 Hi+4

TM

TDu=U+E(D)+V(D)

Late

U

Hi

(Considering worst case Hi+4 not late)

q (observer)

p (observed)

V(D)
EAi

Freshness point

Expected
Arrival date

Suspect

Fig. 6. Sample execution of the DIET fault detector.

DIET implements the Chandra, Toueg and Aguilera failure detector [15]. Considering a given heartbeat
frequency and maximal time to detect a failure, this detector has optimal accuracy. Another benefit of
this fault detector is its ability to adapt to detected network parameters and reconfigure itself according to
changing network delay or message loss probability. To our knowledge, this is the first implementation of
this algorithm.

Figure 6 presents a sample execution of the fault detector. The basic idea of the algorithm is as follows.
Given some QoS parameters, compute a heartbeat period U to be sent by the observed process p, and
some time intervals [Fi, Fi+1) on the observing process q (with respect to the local clock). At time Fi, if
q has received a heartbeat Hj , j > i, then q trusts p for the entire time interval [Fi, Fi+1). If not, q starts
suspecting p until it receives a heartbeat Hj , j > i. Fi is called the freshness point: any outdated message
with respect to Fi is ignored. Thus maximum time to detect a failure does not depend on maximum message
delay, but on average message delay E(D) (worst case when failure happens just after heartbeat emission).
Parameters of the detector are the expected quality of service, namely TDu the upper bound on time to
detect a failure, TMu the upper bound on average mistake duration, and TMRl the lower bound on average
mistake recurrence time. As freshness point Fi+1 does not depend on the reception date of heartbeat Hi,
Fi+1 has to be set based on network parameters and expected QoS. Once a large enough sample of previous
heartbeats is collected, we compute three values: EAi - the expected arrival date of Hi on q, V(D) - the
variance of message delay, and Pl - the probability that a message will be lost. The variance is added to the
estimated arrival date on q to set Fi+1. When network parameters are changing, the observing process may
reconfigure the heartbeat period on p according to newly computed parameters.

DIET FD is a part of the DIET library included in every DIET entity. There is no centralized fault
detector: each entity is in charge of observing its neighbors. Each observed server costs 750B of memory on
the observer. As most computation is triggered by the reception of a heartbeat, and the typical heartbeat
period is less than one heartbeat per 5s, the computational cost per observed service is marginal. Heartbeats
are very small UDP messages (40 bytes including UDP headers), thus the impact on the network of the fault
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detection service is small. DIET FD is connected to DIET LogService and VizDIET and may be used to
collect statistics on network parameters and grid reliability.

5.2 MA Topology Recovery

Compared to other GridRPC systems, DIET uses a decentralized hierarchical infrastructure. Master Agents
and Local Agents are organized using a tree topology. Each Agent is responsible for monitoring its neighbors
and reports failures to the GoDIET component. The consequence of the failure of an agent is a disconnection
of the tree topology: some available services are not found by client service requests. In order to reconnect
the tree, each agent keeps the list of its f ancestors. When detecting failure of its parent, the agent tries to
reconnect to the nearest (in the tree) alive ancestor. If this ancestor has also failed, it then tries with the
second nearest until it is able to reconnect the tree. Thus, the algorithm is able to recover without central
coordination from f − 1 simultaneous failures. During recovery, some available services may not be found.
This is the same property as in auto-stabilization (except that we are considering only the crash of nodes
and message loss). When reconnected, the agent updates its ancestor list from its new parent. When the
root of a tree has failed, GoDIET is in charge of replacing the MA and notifies any client to use the new
MA instead of the failed one.

5.3 Checkpoint/restart Mechanism

Unexpectedly, the most intrusive failures are not those hitting infrastructure such as the MA and LAs but the
computing nodes [19]. This is mainly due to the large amount of lost computation time. Process replication
and process checkpointing are two well known techniques to decrease the amount of lost computation in
case of crash failure. In replication, the same program is running on several hosts. Any input of the program
is atomically broadcasted to all the replicas. When a failure hits the main process, one of the replicas is
promoted as the main process. Whenever a failure occurs, a new replica is created to replace the missing
one. Thus, having f replicas is sufficient to tolerate f − 1 simultaneous failures, but divides the available
computing power by f . Checkpoint based fault tolerance relies on taking periodic snapshot of the state
of a process, saving it to another (safe) place. In case of a failure, the process state is recovered from the
checkpoint. This is the approach used in NetSolve and Ninf [2, 26].

In Ninf the Condor checkpoint library is used. Checkpoint data are stored on a stable checkpoint server
holding all recovery data. If a failure hits the checkpoint server, it is no longer possible to recover from any
other failure. In order to solve this issue the checkpoint data have to be replicated. [28] suggests the use of
computing nodes to host replicated checkpoint data. In DIET, checkpoint data are considered equivalent
to persistent data and distributed on computing nodes using JuxMem. JuxMem manages data persistence
across failures by replicating it on several computing nodes.

Another important issue in checkpointing is software development cost. On the one hand automatic check-
pointing has low software development cost but high overhead. On the other hand application checkpointing
is tightly adapted to the algorithm but requires new development for any new algorithm. The DIET check-
point API is designed to allow both simplicity and performance. From the client point of view, checkpointing
and fault tolerance are fully automatic. The fault tolerance management is silently included in the usual
RPC mapping layer of the DIET client library. On the service side, each computational service can choose
whether it provides its own checkpoint mechanism to DIET (it only has to register checkpoint files and
notify the SeD when a checkpoint is ready to be stored), or it can rely on DIET automatic checkpointing.
In this case, the service is linked with the Condor Stand-alone Checkpoint Library [21] to periodically create
a checkpoint file that can be restarted on any compatible architecture.

6 DIET Visualization and Large Scale Validation

DIET uses an event monitoring system called LogService [22]. This monitoring service offers the capability
to monitor information that must be gathered from a distributed platform. LogComponent attaches to a
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component and relays information and messages to LogCentral . LogCentral collects messages received from
LogComponents , then it stores or sends these messages to LogTools. LogTools connect themselves to LogCen-

tral and wait for messages. The main interest of LogService is that information are collected by a central point
LogCentral that receives LogEvents from LogComponents that are attached to the component that need to
be monitored. LogCentral offers the service of re-sending this information to several tools (LogTools) which
are responsible for analyzing these messages and offering a comprehensive view of the system to the user.
On each component of DIET there is a LogComponent that send information to LogCentral . VizDIET [8]
has been developed to offer visualization of the DIET hierarchy. VizDIET implements the LogTools library
to be able to connect to LogCentral and collect all events from the DIET hierarchy (Figure 7). VizDIET

gives a graphical representation of the platform as well as some quantitative and qualitative information
(Figure 8) about the performance and behavior of DIET. VizDIET is very useful to understanding the
behavior and performance of DIET as it dynamically displays the activity of the platform. Moreover it can
also read a log file of a previous DIET run and replay it.

Fig. 7. The LogService mechanism in DIET. Fig. 8. VizDIET screenshots.

Recently some tests have been done with DIET on Grid’5000 [11]. We have evaluated the scalability of
DIET over more than one thousand processors distributed in a nation-wide grid. The experimental process
used for performing these tests involved four main steps. (1) Reserve with OAR [10] 550 dual-processor nodes
that will be used to run the DIET components. (2) Generate an XML file describing the reserved nodes and
the desired deployment. (3) Use GoDIET [13] to deploy the hierarchy of DIET components. (4) Launch
1040 clients which continuously submit requests to the hierarchy for solving a matrix multiplication problem
(dgemm).

During this experiment, there was one local agent managing each cluster. There were a total of 540 SeDs
running the same service (dgemm), eight local agents, and one master agent. 13761 requests were computed
by the DIET hierarchy. The scheduling heuristic was a simple round robin approach that used the time since
last solve for each SeD to coordinate round-robin behavior amongst the distributed SeDs. Figure 9 shows
that the time taken by agents to schedule requests depends on the computing power of the nodes on the
cluster. There are some huge variations of response time except at Lyon and Paraci. This can be explained
by the fact that the nodes used by the SeDs and agents were shared with other users. At Lyon and Paraci

the nodes were reserved in an exclusive mode so that response time remains relatively constant. The main
goal of this experiment was to prove that DIET can be used on large scale grids while maintaining a low
response time (average of 1.9 s) despite a heavy load (1040 clients). Further experiments will be done to test
and improve DIET features and performance.
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Fig. 9. Response time of agents for scheduling client’s requests.

7 DIET Applications

7.1 A BLAST Application Using DIET

BLAST is a popular application in bioinformatics for comparing biological sequences such as nucleotides or
amino-acid sequences. The aim of such comparisons is to try to determine the function of a new sequence by
finding homologies with known sequences. A typical use of BLAST is to compare one or more sequences to
one or more biological databases. Many approaches to parallelizing BLAST have been investigated [9, 1, 7, 36,
23] and three levels of parallelization can be identified. In the fine grained parallelization approach, alignment
searches are performed in parallel on a single sequence pair. For the medium grained parallelization, databases
are partitioned so that alignments between a sequence and each part of the database can be searched at
once. With coarse grained parallelization, the input is partitioned so that multiple sequences can be compared
against one or more databases at once.

Using the DIET middleware, we developed an “N-sequences versus one database” service for BLAST
queries. On the client side, the multi-request files are partitioned into several smaller requests according to
a user strategy (decided by choosing an existing input plug-in or a self-made one). Then, the requests are
distributed over the available SeD’s, which treat them independently and send back the results to the client
which merges them after choosing an output plug-in. On the server side, a scheduling strategy can be applied
to choose the most appropriate server to execute a request. The server then sends back the result of the
execution of a BLAST implementation (including mpiBLAST when a server manages a cluster).

The next focus of the work on DIET BLAST is to introduce data replication in the database management.
In the current version, we assume that every server declaring the DIET BLAST service owns the databases
used for client requests. We also want to introduce a generic data partitioning information system into the
DIET architecture to develop an “intelligent” request decomposition plug-in for the client. This system
should be used when the input data of a problem can be divided into multi-size parts and could benefit other
applications that use DIET as middleware. The last step is to implement a database partition system acting
like mpiBLAST to improve the performance of the single sequence versus one large database requests.
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7.2 Cosmological Simulation with RAMSES and Galics

Ramses11 is a grid-based hydro solver with adaptive mesh refinement. This code is used to study large
scale structure and galaxy formation: from the early universe’s structure, the evolution of the position, mass,
and velocity of the different particles is followed until now. The raw data produced by Ramses are then
processed using the Galics12 software (HaloMaker, TreeMaker and GalaxyMaker) to extract the halos of
matter (gathering of particles), to build the evolution tree (how each particle has evolved), and finally to
build galaxies.

The experiments are done on the Grid’5000 platform. Ramses is suited for this platform as it is an MPI
code. It is then convenient to use the Diet middleware to provide a simpler, transparent way of using this
cosmological simulator.

The simulation we’re working on is called a zoom simulation, wherein the goal is to study in detail
the evolution of the distribution of dark matter in the universe. The first part consists of using Ramses

on low resolution initial conditions (few particles) to have a global map of the different particle clusters
formed from the primordial universe until now. These data are then post-processed using HaloMaker, the
halos’ descriptions are sent back to the user, who decides which parts may be interesting to analyze more
precisely. The simulation is then rerun on all these different parts at a higher resolution (lots of particles),
and on specific locations of the universe. The post-processing uses HaloMaker, TreeMaker and GalaxyMaker
sequentially and the final results are sent back to the user for further interpretation.

The structure of this experiment is divided in three parts: the client who sends the request and analyzes
the data; the servers that run the simulation; and a database containing the initial conditions. The two parts
of the simulation are basically the same: they run Ramses on initial conditions, post-process the data, and
return them to the client. Therefore, many SeDs capable of managing the whole simulation may be deployed
(each SeD offering two services: one for each part), allowing Diet to chose the most accurate one at a given
time, and bringing total transparency to the user. The user will only have to send a request through Diet,
which will ask its hierarchy for the service, and run it. The access to the database will also be transparent,
as only the SeDs will have to extract the initial conditions from it. Data management is one of our concerns
as the amount of transferred data may be large: we may have file sizes up to 1 Gb. We intend to use the
JuxMem13 software for data management, which provides location transparency as well as data persistence
in a dynamic environment. However, this part is not yet implemented in our prototype and we still use Diet

for communications between the SeDs and the client, and scp for communications between the SeD and the
database.

8 Conclusion and Future Work

In this paper we have presented the overall architecture of DIET, a scalable environment for the deployment
on the grid of applications based on the Network Enabled Server paradigm as well as its most recent
developments. Like NetSolve and Ninf, DIET provides an interface to the GridRPC API defined within the
Global Grid Forum.

Our main objective is to improve the scalability of the platform using a distributed set of agents managing
a large set of servers available through the network. By being able to modify the number of schedulers, we are
able to ensure a level of performance adapted to the characteristics of the platform (number of clients, number
and frequency of requests, performance of the target platform). The management of the platform is handled
by several tools like GoDIET for the automatic deployment of the different components, LogService for
monitoring, and VizDIET for the visualization of the behavior of DIET’s internals. Scheduling is of course
one of the main research issue addressed within our tool. Thanks to several APIs, we are able to tune the
scheduler itself to either best fit the needs of specific users or to test new heuristics for particular problems.

11 http://www-dapnia.cea.fr/Phocea/Vie des labos/Ast/ast sstechnique.php?id ast=904
12 http://galics.iap.fr/
13 http://juxmem.gforge.inria.fr/
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In our future work we plan to improve the flexibility of the plug-in schedulers, improve the performance
evaluation feature, port new applications, and finally to test several DIET platforms at a large scale within
the Grid’5000 project [11].
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Abstract. Application deployment is becoming an increasingly hard
task, as complex, component-based Grid applications have to be de-
ployed on heterogeneous and dynamic Grids, interfacing to several dif-
ferent component frameworks and Grid middlewares. We describe the
architecture of the Grid Execution Agent (GEA), the deployment and
resource brokering tool of the Grid.it project. GEA has been designed
to ease the deployment of complex Grid applications written in a high-
level, structured way. To easily handle di�erent component models over
heterogeneous Grid resources, the GEA design exploits multiple levels of
abstraction. Our approach allows consistent translation of the high-level
requirements from heterogeneous, multi-component applications, to low-
level operations over di�erent middlewares. GEA architecture provides a
uni�ed interface with services to locate resources, devise initial mapping,
and instantiate applications, and it is extensible to new component mod-
els. It supports dynamically recon�guring, self-adapting applications by
allowing execution-time resource allocation changes.

1 Introduction

The vision of Computational Grids set forth at the end of last century is becom-
ing reality, at least from the point of view of the raw capability of coordinating
Grid resources into executing applications. However, standardization of middle-
ware and practical and e�cient programming models for the Grid are still to be

? This work has been supported by: the Italian MIUR FIRB Grid.it project, No.
RBNE01KNFP, on High-performance Grid platforms and tools, and the European
CoreGRID NoE (European Research Network on Foundations, Software Infrastruc-
tures and Applications for Large Scale, Distributed, GRID and Peer-to-Peer Tech-
nologies, contract no. IST-2002-004265)
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achieved. Thus, the advantages of large Grid computing platforms for several
tasks, including collaborative engineering, data exploration, high-throughput
computing, and of course distributed super-computing, are still hindered by the
di�culty in writing truly portable applications able to exploit dynamic, hetero-
geneous platforms, as well as to integrate legacy code.

While portals and graphical interfaces allow to manage simple applications
and to expose legacy ones as publicly available services, more complex applica-
tions designed to bene�t from the nature of the Grid platforms still have to be
developed exploiting direct interaction with Grid middleware.

Beside the e�orts spent in developing middleware systems, the tools provided
to deploy and manage the elements of the application do not o�er yet a high level
of abstraction. Nowadays, the vast majority of applications exploiting Grids are
structured as bags of independent jobs, or work�ows with simple, �le-transfer
based interactions.

In the future, complex, multi-disciplinary applications will have to provide an
agreed QoS with respect to their fundamental characteristics, e.g. performance,
fault tolerance, security. In order to support these requirements more complex
and �exible programming models are needed, and applications will have to be
able to dynamically alter the set of resources allocated during the execution,
and to support multiple interaction protocols with resource management mid-
dlewares.

There is general consensus on the adoption of the software component
abstraction to simplify the task of programming high performance and dis-
tributed applications, especially on Grids. Early examples of this trend are the
CCA [1] and GridCCM [2] approaches. Large, international research projects
on Grid-aware component models, like CoreGRID and GridCOMP, are a more
recent outcome of this trend.

Within the Grid.it project we developed the ASSIST [3] structured parallel
programming environment to produce software components, and we addressed in
the runtime tools the problem of composite application deployment on heteroge-
neous clusters and Grid resources. The ASSIST environment also supports mixing
di�erent kinds of components in the same application (Grid.it components, Web
services, CCM). These abilities generate the need to integrate di�erent protocols
in the run-time for communications, resource query and deployment activities.

In this work we describe the architecture of the Grid Execution Agent (GEA),
which provides resource brokering and management functionalities for the AS-

SIST environment. GEA insulates the run-time support of components from the
actual Grid middleware. Preliminary versions of GEA have already been intro-
duced in previous works [4, 5].

Our main contribution is the design of a Grid application execution frame-
work where a very high-level, abstract description of applications, which is based
on software components, is translated into deploy actions using multiple levels of
interpretation. The proposed solution exploits plug-in classes to encode the pe-
culiarities, at the di�erent levels of interpretation, of deployment protocols w.r.t.
component frameworks, computing processes and supporting middlewares.
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The multi-level design of GEA allows easy and seamless con�guration of
resources and component infrastructures, generally done at run-time, in order
(1) to host components from di�erent frameworks, (2) to host components in-
teracting by means of di�erent middlewares, supporting multi-framework in-
tegration, (3) to add support for user-transparent deployment of applications
on di�erent Grid-middlewares. GEA is thus customizable to support di�erent
high-level abstractions interacting with di�erent existing middlewares, support-
ing HPC Grid applications in large-scale Virtual Organizations, and providing
the functionalities of an Invisible Grid [3].

The rest of this paper is structured as follows. In Sect. 2 we give a general
de�nition of the Deployment process, with special regard to hierarchical and
component-based applications. In Sect. 3 we discuss related work w.r.t. Grid
deployment. In Sect. 4 we describe the ASSIST programming environment and
the Grid.it component model. In Sect. 5 we discuss the approach to applica-
tion and requirement analysis and translation adopted by GEA, and the overall
architecture of the deployment system that results. In Sect. 6 we sum up our
contributions and illustrate future work directions.

2 Component Deployment in a Multi-middleware

Heterogenous Environment

Our aim is quite general: we want to be able to deploy applications made up
of distributed and parallel components, which can possibly belong to di�erent

component frameworks, over a set of Grid resources that span a Virtual Or-
ganization, possibly encompassing resources managed by di�erent middleware

systems.

According to our approach, the input of the deployment process includes the
application structure, a set of resource requirements (�xed constraints on the
execution of a single process or components), a set of QoS models (analytical
expressions of Quality of Service, relating it to the execution parameters of a
component) and a set of contracts (constraints that the free variables in the ap-
plication or component model shall satisfy). The initial application deployment
will usually involve assembling an overall application QoS model, to balance re-
source allocation, and decomposing global application contracts into contracts
suitable for the single components and modules. Merging contracts and require-
ments for each component with static knowledge about its implementation, we
obtain the information for its initial deployment.

We have to map a non trivial amount of high level information, concerning
application structure, deployment requirements and user-expected QoS into a
large amount of low-level actions about resource reservation and con�guration,
process/job mapping and scheduling. Moreover, at run-time more sophisticate
models can be used, leading to dynamic changes to the initial deployment choices.

The general problem almost naturally breaks down into levels corresponding
to levels of abstraction in the application structure (see Fig. 1).
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Fig. 1: Abstraction layers for component-based applications execution

Application. An application is a hierarchical composition of components inter-
acting through communication patterns. We need to run it on a Grid while
enforcing a user-agreed performance contract, that is a user-dependent spec-
i�cation of the expected behavior of the application at runtime.

Component. The hierarchical composition of components can be unfolded un-
til the whole application is �exploded� to a complex graph of atomic compo-
nents. We need a standardized way to convey information about the struc-
ture and characteristics of every component, as well as models of the runtime
behavior of the components and their interactions. Such information is ex-
ploited to characterize every component with its own contract, in order to
select Grid resources that will host the component, deploy it and control its
behavior at runtime.

Process. Each component is made up of several processes (including functional
processes and support services). Every process will need its own mapping
and scheduling over concrete resources. A Service Level Agreement (SLA)
template has to be derived from the component contract for each implemen-
tation process, in order to negotiate an agreement with the Grid resources
and to globally enforce the QoS required by the user. Moreover, to deploy a
component, its processes need to be properly con�gured to interact.
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Middleware. For each single process or job, the Grid middleware used to access
the selected resource (e.g. Globus) will generally need a speci�c set of actions
in order to successfully deploy the process.

The deployment activities at each abstraction layer below the �rst one (com-
ponent, process, middleware) can be arranged in a work�ow, that encodes their
dependencies (a partial order over activities), the parameters and the con�gura-
tion information that each activity needs to transmit to the depending ones.

If we consider each deployment level as the satisfaction of a dependency
graph of actions, the overall application deployment is actually the product of
the three dependency graphs over components, over processes within them, and
over Grid middlewares exploited to access the resources.

To avoid generating large optimization problems, whose solutions would be
anyway approximate, we chose not to unroll and �atten the whole application
deployment to a single dependency graph of elementary activities.

Our approach instead exploits the hierarchical structure of the application
to split the deployment problem into smaller and smaller subproblems. This way
we can more easily devise deployment heuristics to reach good initial resource
mappings, and it is possible to reuse the same deployment system to perform
application adaptation, by deploying locally optimized additional entities (com-
ponents, processes).

3 Related work

First-generation deployment mechanisms based on Globus [6] can deploy only
sequential jobs and �bag of tasks�, that is parallel �uniform� (SPMD) jobs to be
executed by homogeneous clusters. Condor-G [7] is a typical example of this kind
of approach, as deployment requirements are speci�ed in detail at a very low level
of abstraction. Deployment is de�ned by elementary actions which depend both
on the application process structure, and on the middleware. Another obstacle to
the aggregation of heterogeneous Grid resources is that Grid middlewares provide
in general di�erent APIs, functionalities and servers for resource location, access
and management.

These are clearly fundamental issues, which we must solve in order to
enhance support for component-based applications, applications with non-
trivial structure, e.g. exploiting di�erent frameworks and middlewares, and
dynamically adaptive applications, which need execution-time recon�guration
and (re)deployment. A number of systems are currently being developed for
the Grid, which aim at solving the mentioned issues and supporting high-level
programming languages and environments.

Adage [8] is a tool for Grid deployment whose approach is based on the
translation of di�erent kinds of application descriptions, both �at message pass-
ing and component-oriented ones, into a common XML format called GADe
(Generic Application Description). GADe represents an application as a graph
of computing entities, each one made up of processes, and each process contain-
ing a set of code entities (components and DLLs). Currently CCM, and MPI
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translators have been developed which feed with GADe description the deploy-
ment planning and execution modules of Adage. GridCCM and CCA translators
are in development.

Grid middleware interface in Adage is based on the GAT toolkit [9]. Adage
and GEA share a common approach [10] in adopting a core deployment engine
independent of application and middleware details, and exploiting a high-level
application description language. We di�erentiate from Adage as our description
language (ALDL) allows applications to mix processes and components from
di�erent frameworks, and can express dynamic adaptive process networks. While
support for automatic translation of descriptions is less developed, GEA can
exploit ALDL to manage coallocation of resources over multiple middlewares
and frameworks.

The Proactive library [11] is a Java-based solution for parallel and distributed
programming. This library provides a programming model and a set of API
to develop complex Grid applications. Parallelism in Proactive applications is
de�ned by Active Objects, which host application control threads.

To obtain seamless deployment on di�erent runtime environments, Proactive
exploits a descriptor-based approach. The Descriptor Deployment Model [12] of
Proactive is based on three levels of abstraction, (1) Virtual Nodes (VNs) host-
ing the application speci�c Active Objects, (2) Java Virtual Machines (JVMs),
hosting the application runtime environment, (3) processes, to create and/or
acquire JVMs. Virtual nodes are de�ned in the application code. They are pos-
sibly replicated, and instantiated (as Nodes) to run on actual JVMs. JVMs are
recruited exploiting information provided by processes.

These mappings are coded in XML Deployment Descriptors, with the tar-
get of completely abstracting away from each other the hardware and software
runtime con�guration, and decoupling application logic from deployment logic.

The approach results in a highly con�gurable deployment mechanism, which
can start new JVMs as needed on local and remote resources. Con�guration is
left to the Proactive runtime, avoiding any reference to concrete resources in
the application code. The drawbacks, and main di�erences with respect to GEA
approach, are that it is di�cult to extend the approach to non-Java components,
that mapping of application objects to resources is not automatic, and that a
�rst mapping step has to be performed by the user in designing the application,
by specifying the mapping of Active Objects to Virtual Nodes.

On the contrary, GEA's Virtual Nodes represent compiler-generated sets of
processes, which are not related to the programmer's view of the application,
but whose existence is suggested by the implementation of the run-time support.

To the best of our knowledge, KOALA [13] is the only other high-level tool to
provide extensive support for coallocation over Grids. KOALA manages reser-
vation and deployment of multi-job applications over the Grid. The job model
in KOALA is an executable to be run over a speci�ed number of nodes, taking
as input a single data �le. The Grid model consists of a set of clusters with
homogeneous nodes, interconnected by a known network and each one managed
by a compatible local resource manager. These assumptions allow to develop
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algorithms for multi-site job scheduling taking into account problem parameters
like job sizes, input data sizes, available resource loads, network transfer band-
widths and job priority. With respect to KOALA, GEA is less integrated with
resource reservation mechanisms, and it would need more complex job scheduling
algorithms to �nd optimal allocation, due to the Grid model adopted. Never-
theless, GEA can deal with much more detailed resource constraints, allowing
to exploit a much more heterogeneous Grid and to satisfy compiler-generated
resource requirements in a dynamically evolving environment.

4 The ASSIST Environment Architecture

ASSIST is a high-level parallel programming environment: it provides a struc-
tured parallel programming language and a compiler to develop QoS enabled
parallel components [3, 14]. Basically, applications are described by means of a
coordination language, which can express arbitrary graphs of (possibly) parallel
modules, which are the basic structural units of applications. ASSIST modules
are interconnected by typed streams of data, host portions of sequential code
(C, C++, Fortran) and can explicitly de�ne even complex parallel semantics at
the module level.

A parallel module (parmod) coordinates a set of concurrent activities which
are performed by Virtual Processes (VPs). We do not fully describe here the AS-
SIST parallel coordination language [15] or its implementation, we only underline
that parmods allow to express parallel computations which are recon�gurable
during execution. User-de�ned code sections within the VPs are seen as the set of
atomic computations in the application by the recon�guration run-time support.

The environment is designed to allow execution of parallel programs over
resources that are heterogeneous w.r.t. many characteristics, including CPU ar-
chitecture, operating system and middleware interface. The compiling tools can
also generate Grid.it components containing ASSIST code as well as alien soft-
ware resources (e.g. software components from other frameworks).

ASSIST/Grid.it components [3] are graphs of modules that are explicitly
declared as deployment units, and export information and control ports to allow
coordinated execution of several of them. Grid.it Components expose, among
others, Non-Functional ports related to QoS control. As shown in Fig. 2a, Grid.it
native components have a sophisticated internal structure, including di�erent
classes of processes devoted to application execution and run-time support,

(1) computational processes (ASSIST processes in the �gure),
(2) processes supporting the shared memory abstraction (HOC processes),
(3) manager processes implementing autonomic component behavior (CAM

and DCServer), i.e. steering and managing adaptation at the component level,
(4) proxy processes allowing inter-component communication (component

bridges).
To deploy even a single component, a work�ow of deployment actions is needed,
of which we show an example in Fig. 2b. Moreover, Grid.it native component
can interoperate with Corba/CCM ones (via IIOP-based RPC) [16] and with
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Fig. 2: Process structure of a typical Grid.it component, and example of the deployment
dependencies among it composing processes.

Web Services (via HTTP/SOAP) [17], forming composite, multi-framework ap-
plications. Whether a wrapping approach is adopted, or component bridges
are created, the overall deployment gets more complex. Running such a multi-
framework application requires the ability to devise and set up proper support
processes for any combination of resource, supporting middleware and supported
component framework.

Super-component have been introduced in [18] to describe higher-order com-
ponents, which can manage parametric graphs of arbitrary components accord-
ing to a parallel skeleton (i.e. well-known, parametric pattern of parallelism).
They provide a fully compositional structure for self-managing Grid applica-
tions.

Super-components interact with the resource management and deployment
system to manage the life-cycle of their controlled components, and coordinate
their overall dynamic recon�guration. To accomplish this task, they leverage on
a compositional self-adapting infrastructure, and on suitable behavioral models
corresponding to the parallel skeletons the speci�c super-component implements.

At any moment during an ASSIST application run, modules and components
can be assigned a new QoS contract, e.g. specifying a performance, security
or fault tolerance requirement. In order to ful�ll the contracts, the component
framework continuously adapts component con�gurations, in terms of paral-
lelism degree, and process mapping [19]. This means having a progressive, dy-
namic deployment process where portions of the application are re-deployed
in order to meet a speci�c QoS target.

The adaptation mechanism relies on automatic user code instrumentation,
and on a hierarchy of Application Managers [3] exploiting knowledge about
the application structure and the run-time implementation. The hierarchy of
managers operating at di�erent levels in the application structure is re�ected in
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the connections among the Non-functional ports of modules, components, and
super-components. Eventually, the whole execution is steered by the top-level
Application Manager (AM) component. Semantics and protocols of these inter-
actions are out of the scope of the paper, but we point out that some dynamic
e�ects of resource management have non-local impact which need proper han-
dling in the management hierarchy (e.g. load balancing may need computing
resources in excess to be re-allocated to some seemingly unrelated part of the
application).

From the ASSIST point of view, the GEA is a component of the environ-
ment run-time support, the Grid Abstract Machine, as it manages the resource
allocation at all levels. ASSIST super-component managers leverage the GEA
when deploying new component(s), and the component and module run-time
support for recon�guration (CAM and MAM entities) can contact GEA when-
ever resources are needed to spawn new processes in order to satisfy performance
contracts at the module level.

As a �nal remark, compositional, hierarchical component models (e.g. an
implementation of Fractal in Java or C++) also need an algorithmic way to
break down the overall application description into the set of descriptions of its
components, and in particular to project the application QoS speci�cation
over that of components, in order to �nd appropriate resources to deploy
each component. This phase of �requirement unfolding� can happen outside of,
or as part of the deployment work�ow. Current approach in Grid.it exploits
the model embedded in super-components. Transformation from application to
component-level requirements is recursively performed by the Application Man-
ager, which directly controls the unfolding step of deployment. As a di�erent
approach, a compositional performance model for launch-time mapping has also
been developed [20], which is suitable to devise a good initial resource allocation
and speed up the deployment of the whole application. Such a model can be
produced and evaluated during deployment, for instance implementing it within
a particular Component Translation Engine Plug-in (see Sect. 5.2).

5 Grid Execution Agent design

The Grid Execution Agent (GEA) is the automatic tool developed within the
Grid.it project to seamlessly search resources for, deploy, and run complex
component-based Grid applications. The ASSIST/Grid.it environment targets
high-performance, data/computation intensive, and distributed applications.
GEA is designed to be a high-level resource management system, handling all
the low-level interaction with multiple Grid middlewares and with the code
providing dynamic adaptation. The Core of the Deployment cycle, as shown
in Fig. 3 in the inner box, follows the outline presented in [4]. We recall it
in short in the next section, before discussing its extension to a dynamic and
multi-middleware scenario.
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5.1 Core Deployment Cycle

The input of the cycle is a description of the entities to deploy in a general
format, the Application Level Description Language (ALDL). This XML dialect
can encode the requirements for all the deployment entities, ranging from high
level performance speci�cations for components to concrete constraints on target
architectures for processes.

ALDL descriptions contain di�erent types of information:

� static resource constraints and dynamic constraints � e.g. constraints related
to quantities that do not vary over time, like peak performance of a resource,
as opposed to those related to varying features, like available computation
bandwidth, which depends on resource load.

� hardware and software constraints � expressing the speci�c need of architec-
tures, operating systems, support or application libraries to be available to
an entity at its execution site.

� aggregate constraints � specifying constraints on groups of entities. Most
notably, constraints over communication networks (security, reachability)
and over sets of processes which employ speci�c common resources or launch
protocols (e.g. name services or fault-tolerant communication schemes).

GEA, starting from the ALDL description, automatically performs resource
discovery and selection, handles data and executable �le transfers. Di�erent GEA
modules perform successive steps of translation of high-level speci�cations into
deploy actions.

1. The ALDL description is parsed and an internal representation of the graph
of tasks is generated, annotated with speci�c requirements and constraints.

2. From the internal representation, resource queries are computed, which aim
at locating a set of resources satisfying all the static constraints.

3. Resource queries are executed exploiting the middleware.
4. A subset of the resources is selected, also exploiting information related to

dynamic constraints.
5. The graph of processes is mapped over the resources. This can result in

mapping cooperating entities over independently managed resources, thus
triggering coallocation in the following phase.

6. Finally, each entity is executed on the corresponding resource through the
middleware. This means e.g. staging and executing process code, con�guring
its execution environment, or deploying a speci�c network con�guration to
ensure a stated goal of communication QoS.

Actually, the discovery and mapping phases can loop until a set of resources is
found that allow to map the whole entity according to its execution constraints.
As a result of the deployment process, di�erent parts of the ALDL description
are �ltered, instantiated and translated into the appropriate forms to be enacted
on the middleware used by each part of the Grid computing platform.
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Fig. 3: GEA high-level architecture

5.2 A Modular Multi-middleware Architecture

The core cycle described in the previous section deploys applications over a
heterogeneous Grid, can exploit di�erent middleware to access resources, but it
coordinates them in the execution of a single program.

As ASSIST was being developed into a component model, additional require-
ments were put onto GEA.

Separate/Dynamic Deployment. Applications are made up of multiple
components, and components are separate units of deployment. GEA has
to fully behave like a server, allowing to launch multiple components (even-
tually from di�erent applications) and to manage each one separately over
possibly overlapping portions of the Grid.

Dynamic adaptation. Grid.it components can ask for and free resources (e.g.
processing nodes) at run-time, so they need access to deployment functions.

Access Protocols. GEA functionalities have to be accessible through di�erent
protocols (plain TCP sockets, HTTP, Web Services), in order to exploit them
easily across the Grid.

Flexibility w.r.t. Component Models. Grid.it applications can exploit
components and services from other frameworks (CCM, Web Services),
which need to be deployed and accessed with their own protocols. Moreover,
it is a key feature to ease experimentation with various implementations of
a component model.

Higher Scalability. Provision to the user of a single point of access to the
whole Grid must not bring unneeded centralization and impair deployment
scalability.
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Crossing of Domain Boundaries. GEA should be able to operate at the
boundary of a network and provide to the outside a uni�ed access abstrac-
tion, independently of any Grid middleware present within the network.

The resulting extended architecture in Fig. 3 takes into account all these
issues and builds upon the core cycle used in the �rst design of GEA. It plans and
enacts the deployment work�ow of Grid.it components, starting in the proper
order the server processes and service daemons needed by any component, as
well as the processes actually performing the computation.

A key point is that, to provide �exibility in experimenting with component
models, types of processes and diverse middlewares, GEA has been extended
via plug-in classes that implement di�erent component setup work�ows, process
launch protocols and interfaces to middleware primitives.

Channel Adaptor. A channel adaptor module is used in GEA to support mul-
tiple input protocols and control interfaces. For instance, the GEA server in-
teracts with the CAM component manager via TCP, with the user through
a set of command-line tools, provides Web Services / HTTP as a standard
interface. Authorization mechanisms (e.g. local or GSI authentication) can
be used to restrain the access to some of the adaptors, and, as di�erent in-
terfaces can expose only part of the full set of GEA commands, to provide
di�erent authorization levels.

Command Parser. The GEA command parser supports commands to man-
age the life-cycle of deployed entities (from providing them in archival form,
to monitoring their termination) and to control the con�guration of the
GEA server. provide components in form of archives, to deploy component
instances, to dynamically add new resources, to monitor component termina-
tion, to quit the GEA server or to reload its static con�guration information
(e.g. addresses of dynamic Grid information services). The command parser
is also in charge of managing multiple sessions: each component's ALDL is
kept linked to a session identi�er, which is a handle to monitor and steer
the component deployment and the set of allocated resources. The ALDL
representation of each component must be kept (1) to allow caching of com-
ponent archives and easily instantiate multiple copies of a component, (2) to
simplify handling of dynamic adaptation, as we can deploy additional pro-
cesses within a component by referring to their identi�ers in the component
description. The parser manages multiple command session and internally
caches ALDL representation of components, in order to ease creating multi-
ple instances of a component, and to allow partial redeployment of a running
component.

ALDL Parser. The ALDL parser has been extended (w.r.t. [4]) to allow ex-
pressing explicit co-allocation and superposition of processes. A concept of
virtual node is used (close to that of Proactive) which is the abstraction
of a physical resource. Processes of di�erent types are mapped to virtual
nodes, which are the units of low-level resource mapping. In order to sub-
sequently map virtual nodes on resources, process constraints are gathered
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and summed up with the proper aggregation function (e.g. sum, for memory
requirements, union, for requirements over available libraries, and so on).

Component Translation Engine. The Component Translation Engine is ac-
tually the highest level plug-in, transforming a component ALDL speci�-
cation into a network of process dependencies. The deployment work�ow,
hard-coded as a Java class in the plug-in, ful�lls the dependency graph among
di�erent types of processes in a given component model,

Process Translation Plug-in. Process Translation Plug-ins are a set of mid-
level translator classes, associated with the types of processes we need to
start. Each of these plug-ins can add special constraints over the resources
to select (e.g. having a public IP address), it can exploit information from
previously con�gured/deployed processes and service daemons, and it knows
the protocols to con�gure and deploy one type of processes (e.g. ASSIST
DCserver and ASSIST application processes). Translated requirements of all
processes within a component are produced by the appropriate plug-ins,
before starting the actual deployment process.

Core Deployment Cycle. As reported, the core deployment cycle has been
adapted from the previous GEA architecture, with all requirements gath-
ered from all virtual nodes �rst, and then satis�ed all at the same time as
described in Sect. 5.1. The actual deploy order of processes (con�guration,
staging and execution phases) in governed by the dependencies explicitly
introduced by the Component Engine and Process Translation plug-ins.

Middleware Plug-in. This is a low-level set of classes, one for each middle-
ware supported, exposing a set of primitives for the basic operations of all
the steps de�ned in the Core Deployment Cycle (resource location, selection,
mapping, staging and so on). Existing plug-ins support Globus managed re-
sources (using MDS as information repository), as well as SSL-based access
to clusters and local networks (XML static con�guration �les are used in
place of MDS). In some cases GEA extends the functionalities of the mid-
dleware, e.g. to provide status monitoring for resources accessed via simple
SSL.

Event System and GEA Whiteboard. A communication module is used as
a scratch-pad interface to allow uniform parameter management to plug-ins
of all levels. Di�erent process types and di�erent instances within a compo-
nent in general need to exchange and propagate synchronization informa-
tion, service addresses and other execution parameters (e.g. CCM processes
are run after their naming service is known and it is up). The whiteboard
implementation manages several kinds of events (TCP and HTTP commu-
nications, process termination, monitoring information) and uses them to
trigger deployment dependencies by means of callback functions that notify
registered plug-ins.

6 Conclusion and Future Work

We have presented the architecture of the GEA deployment tool developed
within the Grid.it project. The presented extension to the deployment cycle
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developed in the previous implementation [4] allows greater �exibility and easier
customization of the application model, with respect to the types of component
we can actually deploy. The ASSIST application model, the Grid.it component
model and the launch and con�guration procedures for component support ele-
ments are all boxed into separate plug-ins.

We are currently working on the integration of di�erent component and ap-
plication models within GEA, including CCM components and Web Services
(within the Grid.it project) and POP C++ applications (within the CoreGRID
NoE). The new implementation matches with the extensions of the ALDL lan-
guage, which we just mentioned in this work, to cope with new mapping con-
straints and with contract speci�cations.

Currently, we are still working on the ALDL language to improve expres-
siveness w.r.t. QoS contract speci�cation for applications and components. A
technique that allows to derive component constraints from application ones has
already been devised [20], which can be used to develop a Component Transla-
tion Plug-in to deal with a fully hierarchical component model (e.g. Fractal) to
devise an optimal initial application mapping starting from the ALDL speci�ca-
tion and the description of the available resources.

Both the implementation of a hierarchy of GEA servers for distributed de-
ployment, and of more scalable deploy protocols for very large Grids, are in our
future plans. We have made preliminary experiments in this direction, exploit-
ing hierarchical and distributed communication schemes in overlay networks of
servers. We are going to exploit the �exibility of the GEA architecture to inte-
grate these prototypes as a new channel adaptor and dedicated low-level plug-ins.
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Abstract. In this paper, we present our work on building a Grid information knowl-
edge base, which is a key component of a semantic Grid information system. A Core
Grid Ontology (CGO) is developed for building a Grid knowledge base; and the SPARQL
query language is adopted to query the knowledge base.

1 Introduction

Information Services are regarded as a vital component of the Grid infrastructure. They ad-
dress the problem of the discovery and ongoing monitoring of the existence and characteristics
of resources, services, computations and other entities of value to the Grid [1]. As Grids grow
larger and gain widespread use, there is an increasing need for Grid information systems to
support complex queries, such as:

1. Is there a VO providing exclusive access to a shared-memory multiprocessor system with
at least 16 processor, 8 GB of main memory, and a usage charge of not more than 100
euros per CPU time?

2. Find services running Quantum Chromo-Dynamics calculations (QCD) using F90 and
MPI?

3. Locate Grid-sites that offer access to a LAPACK software library installed on a shared-
memory multiprocessor with 16 to 64 processors?

4. Find the pricing and prior clientele of Grid service that provide access to the XYZ workflow
for real-time oil refinery simulations?

However currently no information system can answer the above queries. The main prob-
lem of the existing information systems (e.g. MDS, RGMA, BDII) is that they are actually
designed and developed for providing particular information to specific Grid sub-systems [2].
For instance, MDS of Globus is designed and developed to support resource discovery; BDII
of LCG is used mainly for job scheduling. This makes them not adequate to provide infor-
mation about whole aspects of Grid systems, such as Grid entities, capability of Grids, Grid
resources, Grid middleware, Grid services, Grid applications, and Grid users. In brief, the
main limitations of those systems are: (1) limitations on absorbing heterogeneous information
sources; (2) inadequate in supporting information management, retrieval, and sharing in a
large-scale multi-Grid systems.

To tackle these issues, we propose a semantic approach, which builds Grid information
knowledge bases for Gris information services. The knowledge bases contain semantic meta-
data of Grid entities, resources, middleware, services, applications, and users. In this paper,

⋆ Work supported in part by the European Commission under the CoreGrid project.
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we present the work of building a Grid information knowledge base. By using a Core Grid
Ontology, we propose a ontology-driven method to create a Grid knowledge base [3]. We also
adopt SPARQL query language to support the complex query to the Grid knowledge base [4].

The remaining of this paper is organized as follows. In Section 2, we describe the Core
Grid Ontology. In Section 3, we introduce our work of building a Grid information knowledge
base. Then, we describe how to query the knowledge base using SPARQL in Section 4. Finally,
we conclude our work in Section 5.

2 A Core Grid Ontology Framework

The main issue is how to build, update and manage the Grid knowledge base. A Grid knowl-
edge base may be built based on Grid ontologies, which define fundamental Grid-specific
concepts, and the relationships between them. Hence, a Grid ontology is needed in order to
build a Grid knowledge base. The main problem for building an ontology for Grids is that there
is currently a multitude of proposed Grid architectures and Grid implementations, which are
comprised Grid entities, services, components, and applications. It is thus very difficult, if at
all feasible, to develop a complete Grid ontology that will include all aspects of Grids. Further-
more, different Grid sub-domains, such as Grid resource discovery and Grid job scheduling,
normally have different views of, or interests about a Grid entity and its properties. This
makes the definition of Grid entities and the relationships between them very hard. To tackle
these issues, we propose a Core Grid Ontology (CGO) that defines fundamental Grid-specific
concepts, and relationships. One of our main goals was to make this Core Grid Ontology
general enough and easily extensible to be used by different Grid architectures or Grid mid-
dleware, so that the CGO can provide a common basis for representing Grid knowledge about
Grid systems, including resources, middleware, services, applications.

A Core Grid Ontology (CGO) is proposed to define fundamental Grid-specific concepts,
and the relationships between them. One of the key goals is to make this Core Grid Ontol-
ogy general enough and easily extensible to be used by different Grid architectures or Grid
middleware, so that the CGO can provide a common basis for representing Grid knowledge
about Grid systems, including Grid resources, Grid middleware, services, applications, and
Grid users.

The Core Grid Ontology is designed and developed based on a general model of Grid
infrastructures, and described in the Web Ontology Language OWL [3]. Such an ontology
can play an important role in building Grid-related Knowledge bases and in supporting the
realization of the Semantic Grid. We adopt the CGO as the key building block for the GriSen.
It is used for both the creation of a Grid knowledge base and knowledge-based query.

3 Building a Grid knowledge base using CGO

A Grid knowledge base is normally comprised of a set of Grid Ontology classes, the relation-
ships and constraints among those ontology classes, and instances of the classes (i.e. Individu-
als). In reality, the knowledge base may contain a large number of instances of different CGO
classes. To build a Grid knowledge base, creation and updating of the instances of the Grid
knowledge base is most important and difficult work. Traditionally, the instances of a knowl-
edge base are created by a manual process with ontology editor. However, the manual process
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to build and maintain the instances is impossible or difficult for a Grid system. First of all,
Grids contain large number of different Grid entities. Hence, the number of their instances is
large. It is impossible to generate those instances manually. Secondly, Grids are characterized
as dynamic. Consequently, the metadata information about them is also changed frequently.
To catch up those changes by hand is very difficult. To cope with these issues, we design an
ontology-driven approach that can fetch the information from grid information sources, and
represent heterogeneous information about Grids in OWL format.

4 Querying a Grid Knowledge Base

Another important consideration is how to query the Grid knowledge base. Grids are compli-
cate distributed system, which may comprise of a set of interacted components and massive
heterogeneous resources. Hence, a Grid user normally does not know exactly what to ask
about to the Grid knowledge base. To this end, we design a ontology based query service
that supports Grid information navigation based on the definitions and relationships of the
Grid entities in the CGO. It can process user requests, and generate queries according to the
knowledge of CGO and users’ willing.

We adopt the SPARQL as the query language to query the metadata in the Grid knowledge
base [4]. SPARQL is a query language for getting information from RDF graphs. It provides
facilities to: 1) extract information in the form of URIs, blank nodes, plain and typed literals;
2) extract RDF sub-graphs; 3) construct new RDF graphs based on information in the queries
graphs.

The SPARQL query language is based on matching graph patterns. The simplest graph
pattern is the triple pattern, which is like an RDF triple , but with the possibility of a variable
instead of an RDF term in the subject, predicate or object positions. The query consists of
two parts, the SELECT clause and the WHERE clause. The SELECT clause identifies the
variables to appear in the query results, and the WHERE clause has one triple pattern.

We design a OntoQuery service, which can help users make a SPARQL query according
to user’s questions. We illustrate how to query Grid knowledge base using SPARQL with
examples as follows:

(1) Is there a VO providing exclusive access to a shared-memory
multiprocessor system with at least 16 processors, 8 GB of main

memory, and a usage charge of not more than 100 euros per CPU
time?

PREFIX cgo: <http://grisen.grid.ucy.ac.cy/cgo/0.1/>

FROM <grisen.owl>
SELECT ?VO
WHERE { ?x cgo:hasName ?VO .

OPTIONAL { ?x cgo:hasCPUnum ?number . FILTER (?number > 64)}
OPTIONAL { ?x cgo:hasCPUType ? . FILTER (?number > 8)}

OPTIONAL { ?x cgo:price ?price . FILTER (?price =< 100)}

(2) Find services running Quantum Chromo-Dynamics calculations (QCD)

using F90 and MPI.

PREFIX cgo: <http://grisen.grid.ucy.ac.cy/cgo/0.1/>
FROM <grisen.owl>

SELECT ?Service
WHERE { ?x cgo:runningService ?service .

OPTIONAL { ?x cgo:hasName "QCD" .
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?y cgo:installedOn .

?z cgo:hostsSoftware . }

(3) Find the pricing and prior clientelle of Grid services that
provide access to the XYZ workflow for real-time oil refinery
simulations.

PREFIX cgo: <http://grisen.grid.ucy.ac.cy/cgo/0.1/>

FROM <grisen.owl>
SELECT ?Service ?Workflow
WHERE { ?x cgo:runsOn ?service .

OPTIONAL { ?x cgo:hasName "PPC" . }
UNION { ?y cgo:access ?Workflow .

OPTIONAL { ?z cgo:hasName ‘‘XYZ’’ .
?s cgo:simulation ‘‘Oil’’ .}

}

The above examples show that the SPARQL is capable of querying a Grid system, in
particular, supporting complex queries about “the particular properties&values of the Grid
entities”. Since SPARQL is a RDF-based query language, we currently also investigate how
it can be used to query the complicate relationships among the CGO classes which are rep-
resented in OWL.

5 Conclusions

In this paper, we present our on-going work on building a Grid Information knowledge base,
and querying the knowledge of Grid resources, Grid middleware, services, applications, and
Grid users based on a Core Grid Ontology.

Next step, we plan to implement a set of Grid services that can be used to build and
update a Grid information knowledge base automatically and dynamically.
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Workshop in conjunction with Euro-Par 2006 
 

CoreGRID Workshop on Grid Middleware 
Dresden, August 28th-29th, 2006 

 
The Grid middleware workshop is organized by the CoreGRID Network of Excellence 
(www.coregrid.net ) in conjunction with the European Conference on Parallel Computing 
Euro-Par 2006 in Dresden (http://www.europar2006.de/).  CoreGRID is the European Research 
Network for strengthening and advancing scientific and technological excellence in the area 
of Grid and Peer-to-Peer technologies.  
 
This workshop focuses on the following major topics: 

• Knowledge and Data Management on Grids 
• Grid Resource Management and Scheduling 
• Grid Information, Resource and Workflow Monitoring Services. 

 
This workshop provides a bridge between the application community and the developers of 
middleware services, especially in terms of parallel computing.  
 
The goals of this workshop are: 

• to gather current state of the art and new approaches in the areas mentioned above. 
• to include work-in-progress contributions, e.g. as short papers. 
• to provide a forum for exchanging the ideas between the users’ community and Grid 

middleware developers. 
• to disseminate existing results and provide input to the CoreGRID Network of Excellence. 

 
Suggested topics for papers and posters include, but are not limited to, the following specific 
subjects: 

• distributed data storage on Grids 
• information and knowledge management in Grids 
• distributed data mining and knowledge discovery 
• monitoring and information systems 
• fault tolerance, reliability and sustainability 
• application and kernel level checkpointing 
• accounting and user account management in and across Virtual Organisations 
• workflow frameworks 
• Grid scheduling architectures 
• multi-level scheduling strategies 
• evaluation and benchmarking of Grid scheduling systems 
• scheduling of high performance parallel applications 
• performance prediction. 
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Papers will be refereed and accepted on the basis of their scientific merit and relevance to 
the workshop topics.  Authors will be notified by June 26th, 2006. 
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